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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
patents or patent claims for which a license may be required, for conducting inquiries into the legal validity or
scope of patents or patent claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from ISO or the IEEE Standards
Association.

Amendment 3 to ISO/IEC/IEEE 8802-11 was prepared by the LAN/MAN Standards Committee of the IEEE
Computer Society (as IEEE Std 802.11ad-2012). It was adopted by Joint Technical Committee
ISO/IEC JTC 1, Information technology, Subcommittee SC 6, Telecommunications and information exchange
between systems, in parallel with its approval by the ISO/IEC national bodies, under the “fast-track procedure”
defined in the Partner Standards Development Organization cooperation agreement between ISO and |IEEE.
IEEE is responsible for the maintenance of this document with participation and input from ISO/IEC national
bodies.
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Abstract: This amendment defines modifications to both the IEEE 802.11 physical layers (PHYs)
and the IEEE 802.11 medium access control layer (MAC) to enable operation in frequencies around
60 GHz and capable of very high throughput.

Keywords: 60 GHz, A-BFT, announcement transmission interval, association beamforming
training time, ATI, beacon transmission interval, beamforming, BTIl, CBAP, clustering, contention-
based access period, directional multi-gigabit, DMG, dynamic allocation of service period, dynamic
extension of service period, dynamic truncation of service period, fast session transfer, FST,
GCMP, IEEE 802.11ad, millimeter-wave, multi-band operation, PBSS, PBSS control point, PCP,
personal basic service set, relay operation, service period, SP, spatial sharing
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are
developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association
(IEEE-SA) Standards Board. IEEE develops its standards through a consensus development process, approved by the
American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While IEEE administers the process and establishes rules to promote fairness in the consensus development process,
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage,
of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from
the publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained in its standards is free from patent infringement. IEEE Standards
documents are supplied "AS IS."

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE standard is subjected to review at least
every ten years. When a document is more than ten years old and has not undergone a revision process, it is reasonable
to conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are
cautioned to check to determine that they have the latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity. Nor is [IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional
in determining the appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE
standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards
Board Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be
considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be
considered the personal views of that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed
change of text, together with appropriate supporting comments. Since IEEE standards represent a consensus of
concerned interests, it is important to ensure that any responses to comments and questions also receive the concurrence
of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees
are not able to provide an instant response to comments or questions except in those cases where the matter has
previously been addressed. Any person who would like to participate in evaluating comments or revisions to an IEEE
standard is welcome to join the relevant IEEE working group at http://standards.iece.org/develop/wg/.

Comments on standards should be submitted to the following address:
Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by
The Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any
individual standard for educational classroom use can also be obtained through the Copyright Clearance Center.
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA website or contact the IEEE at the address listed
previously. For more information about the IEEE Standards Association or the IEEE standards development
process, visit the IEEE-SA website.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.iece.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. A patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA website http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or nondiscriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Participants
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Introduction

This introduction is not part of IEEE Std 802.11ad-2012, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications—
Amendment 3: Enhancements for Very High Throughput in the 60 GHz Band.

This amendment defines standardized modifications to both the IEEE 802.11 physical layers (PHYs) and the
IEEE 802.11 medium access control layer (MAC) to enable operation in frequencies around 60 GHz and
capable of very high throughput.
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applicable laws and regulations.
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IEEE
Std 802.11ad-2012 LOCAL AND METROPOLITAN AREA NETWORKS—AMENDMENT 3:

1. Overview

1.3 Supplementary information on purpose
Change the first list item of the dashed list in 1.3 as follows:
—  Describes the functions and services required by an IEEE 802.11™-compliant device to operate
within independent, personal, and infrastructure networks as well as the aspects of STA mobility
(transition) within those networks.

Insert the following list item at the end of the dashed list in 1.3:

—  Defines the PHY signaling, MAC, and beamforming procedures required for operation with
directional antenna patterns.

2. Normative references
Insert the following references into Clause 2 in alphanumeric order:

ITU-T Recommendation O.150, General requirements for instrumentation for performance measurements
on digital transmission equipment.2

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/
Counter Mode (GCM) and GMAC, Morris Dworkin, November 2007.3

3. Definitions, acronyms, and abbreviations

3.1 Definitions
Delete the following definitions from 3.1 (note that both definitions are reinserted with changes into 3.2):

downlink

uplink

Change the following definitions in 3.1 as follows:

coordination function: The logical function that determines when a station (STA) operating within a basic
service set (BSS) is permitted to transmit protocol data units (PDUs) via the wireless medium (WM). The
coordination function within a BSS might have one hybrid coordination function (HCF), or it might have
one HCF and one point coordination function (PCF) and has one distributed coordination function (DCF). A
quality-of-service (QoS) BSS has one DCF and one HCF._In addition, a directional multi-gigabit (DMG)

STA has a DMG channel access function that includes the beacon transmission interval (BTI), the
association beamforming training (A-BFT), the announcement transmission interval (ATI), and the service
period channel access (SPCA).

2ITU publications are available from the International Telecommunications Union (http://www.itu.int/).
3NIST publications are available from the National Institute of Standards and Technology (http://csrc.nist.gov/).
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scheduled service period (SP): The SP that is scheduled by the quality-of-service (QoS) access point (AP)
or the personal basic service set (PBSS) control point (PCP). Scheduled SPs start at fixed intervals of time.

Insert the following definitions into 3.1 in alphabetic order:

access period: A time period during a beacon interval established in a directional multi-gigabit (DMGQG)
basic service set (BSS) that has associated channel access rules.

antenna weight vector (AWYV): A vector of weights describing the excitation (amplitude and phase) for
each element of an antenna array.

average noise plus interference power indicator (ANIPI): A medium access control (MAC) indication of
the average noise plus interference power measured on a channel that meets the two simultancous
conditions: 1) the station (STA) is not transmitting a frame, and 2) the station (STA) is not receiving a frame
addressed to itself.

contention-based access period (CBAP): The time period within the data transfer interval (DTI) of a
directional multi-gigabit (DMG) basic service set (BSS) where enhanced distributed channel access (EDCA)
is used.

directional multi-gigabit (DMG): Pertaining to operation in a frequency band containing a channel with
the Channel starting frequency above 45 GHz.

NOTE—The Channel starting frequency for 802.11 stations (STAs) is defined in Annex E.
fast session transfer (FST): The transfer of a session from a channel to another channel, in the same or

different frequency bands. The term “session” refers to non-physical layer state information kept by a pair of
stations (STAs) that communicate directly (i.e., excludes forwarding).

multiple medium access control (MAC) station management entity (SME) (MM-SME): Component of
station management that manages multiple cooperating stations (STAs).

non-personal basic service set control point (non-PCP) station (STA): A STA that is not a PCP.

non-personal basic service set control point (non-PCP)/non-access point (non-AP) station (STA): A
STA that is not a PCP and that is not an AP.

personal basic service set (PBSS): A directional multi-gigabit (DMGQG) basic service set (BSS) that includes
one PBSS control point (PCP), and in which access to a distribution system (DS) is not present but an intra-
PBSS forwarding service is optionally present.

personal basic service set (PBSS) control point (PCP): An entity that contains one station (STA) and
coordinates access to the wireless medium (WM) by STAs that are members of a PBSS.

personal basic service set (PBSS) control point (PCP)/access point (AP): A station (STA) that is at least
one of a PCP or an AP.

peer-to-peer traffic specification (PTP TSPEC): The quality-of-service (QoS) characteristics of a data
flow between non-access point (non-AP) QoS stations (STAs).

sector: A transmit or receive antenna pattern corresponding to a Sector ID.

spatial sharing (SPSH): Use of a frequency channel by multiple stations (STAs) located in the same
vicinity, and whose directional transmissions may overlap in time.
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3.2 Definitions specific to IEEE 802.11
Change the following definition in 3.2:

bufferable unit (BU): An MSDU, A-MSDU (HT STAs and DMG STAs only) or bufferable MMPDU that
is buffered to operate the power saving protocol.

Insert the following definitions into 3.2 in alphabetic order:

beacon header interval (BHI): The contiguous period of time that starts at the target beacon transmission
time (TBTT) of a beacon interval of a directional multi-gigabit (DMG) basic service set (BSS) and that ends
no later than the beginning of the data transfer interval (DTI) of the beacon interval.

beacon transmission interval (BTI): The time interval between the start of the first Directional Multi-
gigabit (DMG) Beacon frame transmission by a DMG station (STA) in a beacon interval to the end of the
last DMG Beacon frame transmission by the DMG STA in the same beacon interval.

centralized coordination service root (CCSR): An entity that provides synchronization and configuration
services to synchronization access points (S-APs).

centralized coordination service set (CCSS): The collection of one centralized coordination service root
(CCSR) and a set of one or more synchronization access points (S-APs) that are stationary with respect to
their local environment while operating and are connected to the CCSR.

destination directional multi-gigabit (DMG) station (STA): A DMG STA identified by the destination
association identifier (AID) field contained in a Grant frame or Extended Schedule element that caused the
allocation of a service period (SP) or a contention-based access period (CBAP).

directional multi-gigabit (DMG) access point (AP): An AP whose radio transmitter is capable of
transmitting and receiving DMG physical layer convergence procedure (PLCP) protocol data units
(PPDUs).

directional multi-gigabit (DMG) antenna: A DMG antenna is a phased array, a single element antenna, or
a set of switched beam antennas covered by a quasi-omni antenna pattern.

directional multi-gigabit (DMG) basic service set (BSS): A BSS in which DMG Beacon frames are
transmitted by DMG stations (STAs).

directional multi-gigabit (DMG) frame: A frame transmitted or received within a DMG physical layer
convergence procedure (PLCP) protocol data unit (PPDU).

directional multi-gigabit (DMG) physical layer convergence procedure (PLCP) protocol data unit
(PPDU): A Clause 21 PPDU transmitted or received using the Clause 21 physical layer (PHY).

directional multi-gigabit (DMG) station (STA): A STA whose radio transmitter is capable of transmitting
and receiving DMG physical layer convergence procedure (PLCP) protocol data units (PPDUs).

directional transmission: A transmission that does not use an omnidirectional antenna pattern or quasi-
omni antenna pattern.

downlink: A unidirectional link from an access point (AP) to one or more non-AP stations (STAs) or a
unidirectional link from a non-AP destination directional multi-gigabit (DMG) STA to a non-AP source
DMG STA.
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extended centralized personal basic service set (PBSS) control point (PCP)/access point (AP) cluster
(ECPAC): The collection of 1) a single centralized coordination service set (CCSS), 2) the set of centralized
PCP/AP clusters such that each synchronization AP (S-AP) of a centralized PCP/AP cluster is within the
CCSS, and 3) all stations (STAs) within the basic service sets (BSSs) of the S-APs and member PCPs/APs
of the centralized PCP/AP clusters.

multiple medium access control (MAC) sublayers link (MMSL): A link between two stations (STAs),
wherein one of the STAs is coordinated by a multiple MAC station management entity (MM-SME) that
delivered a Multiple MAC Sublayers (MMS) element to the peer STA.

multiple medium access control (MAC) sublayers link cluster: All multiple MAC sublayers links
between a pair of stations (STAs).

personal basic service set (PBSS) control point (PCP)/access point (AP) cluster: One directional multi-
gigabit (DMQG) synchronization PCP or DMG synchronization AP, plus zero or more neighboring DMG
PCPs, DMG APs (or a mixture of both) that join as member PCPs/APs to the synchronization PCP or
synchronization AP.

quasi-omni antenna pattern: A directional multi-gigabit (DMG) antenna operating mode with the widest
beamwidth attainable.

receive sector sweep (RXSS): Reception of Sector Sweep (SSW) frames via different sectors, in which a
sweep is performed between consecutive receptions.

source directional multi-gigabit (DMG) station (STA): A DMG STA identified by the source association
identifier (AID) field contained in a Grant frame or Extended Schedule element that caused the allocation of
a service period (SP) or contention-based access period (CBAP).

sweep: A sequence of transmissions, separated by a short beamforming interframe space (SBIFS) interval,
in which the antenna configuration at the transmitter or receiver is changed between transmissions.

synchronization access point (AP) (S-AP): An AP that provides synchronization and other services to a
personal basic service set (PBSS) control point (PCP)/AP Cluster.

synchronization personal basic service set (PBSS) control point (PCP) (S-PCP): A PCP that provides
synchronization and other services to a PCP/access point (AP) Cluster.

synchronization personal basic service set (PBSS) control point (PCP) (S-PCP)/synchronization access
point (AP) (S-AP): A station (STA) that is at least one of an S-PCP or an S-AP.

transmit sector sweep (TXSS): Transmission of multiple Sector Sweep (SSW) or Directional Multi-gigabit
(DMG) Beacon frames via different sectors, in which a sweep is performed between consecutive
transmissions.

transmit sector sweep contention-based access period (TXSS CBAP): A CBAP that is available to all
stations (STAs) in an extended centralized personal basic service set (PBSS) control point (PCP)/access
point (AP) cluster outside which TXSSs in the data transfer interval (DTI) can be prohibited.

uplink: A unidirectional link from a non-access point (non-AP) station (STA) to an access point (AP) or a
unidirectional link from a non-AP source directional multi-gigabit (DMG) STA to a non-AP destination
DMG STA.
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3.3 Abbreviations and acronyms

Insert the following abbreviations into 3.3 in alphabetic order:

A-BFT
ANIPI
ATI
AWV
BC
BF
BHI
BRP
BRPIFS
BTI
CBAP
CCSR
CCSS
CPHY
DMG
DTP
DTI
ECPAC
FD-AF
FST
FSTS
GCM
GCMP
GMAC
GP
HD-DF
ISS
LBIFS
LP
MBIFS
MID
MIDC
MM-SME
MMS
MMSL
OCT
PBSS
PCP
PCPS
PP
PTP TSPEC
QAB
RLS

6

association beamforming training

average noise plus interference power indicator

announcement transmission interval
antenna weight vector

beam combining

beamforming

beacon header interval

beam refinement protocol

beam refinement protocol interframe space
beacon transmission interval
contention-based access period
centralized coordination service root
centralized coordination service set
control physical layer

directional multi-gigabit

dynamic tone pairing

data transfer interval

extended centralized PCP/AP cluster
full-duplex amplify-and-forward

fast session transfer

fast session transfer session
Galois/Counter Mode
Galois/Counter Mode with GMAC Protocol
Galois Message Authentication Code
grant period

half-duplex decode-and-forward
initiator sector sweep

long beamforming interframe space
low power

medium beamforming interframe space
multiple sector identifier

multiple sector identifier capture
multiple MAC station management entity
multiple MAC sublayers

multiple MAC sublayers link
on-channel tunneling

personal basic service set

PBSS control point

PBSS control point service

polling period

peer-to-peer traffic specification
quieting adjacent BSS

relay link setup
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ROC
RSS
RDS
REDS
RXSS
S-AP
SBIFS
SC
SEMM
SLS
SPCA
S-PCP
SPR
SPSH
SSW
TDDTI
TPA
TRN-R
TRN-T
TXSS

relay operation type change
responder sector sweep

relay DMG STA

relay endpoint DMG STA

receive sector sweep
synchronization access point

short beamforming interframe space
single carrier

SPCA-EDCA mixed mode
sector-level sweep

service period channel access
synchronization PBSS control point
service period request

spatial sharing

sector sweep

time division data transfer interval
transmission time-point adjustment
receive training

transmit training

transmit sector sweep
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4. General description

4.3 Components of the IEEE 802.11 architecture
4.3.1 General
Change the third paragraph of 4.3.1 as follows:

It is useful to think of the ovals used to depict a BSS as the coverage area within which the member STAs of
the BSS may remain in communication. In the case of transmissions such as in a directional multi-gigabit
(DMG) BSS, the individual coverage area of a transmission from one member STA to another can be
thought of as a cone and hence is referred to as a directional transmission. The collection of all possible
directional transmissions by a member STA defines the coverage area. (The concept of area, while not
precise, is often good enough.) This area is called the Basic Service Area (BSA). If a STA moves out of its
BSA, it can no longer directly communicate with other STAs present in the BSA.

Insert the following subclause, 4.3.2a, after 4.3.2:
4.3.2a The personal BSS (PBSS) as an ad hoc network

Similar to the IBSS, the PBSS is a type of IEEE 802.11 LAN in which STAs communicate directly with
each other.

In contrast to the IBSS, in the PBSS one STA assumes the role of the PBSS control point (PCP). The PCP
provides the basic timing for the PBSS through DMG Beacon and Announce frames as well as allocation of
service periods and contention-based access periods.

A PBSS can be established only by DMG STAs. Not every DMG BSS is a PBSS. A DMG BSS can be a
PBSS, an infrastructure BSS, or an IBSS.

4.3.4 Distribution system (DS) concepts
4.3.4.3 Robust security network association (RSNA)
Change the third and fourth paragraphs of 4.3.4.3 as follows:

The first component is an IEEE 802.1X port access entity (PAE). PAEs are present on all STAs in an RSNA
and control the forwarding of data to and from the medium access control (MAC). An AP always
implements the Authenticator PAE and Extensible Authentication Protocol (EAP) Authenticator roles, and a
non-AP STA always implements the Supplicant PAE and EAP peer roles. In an IBSS or PBSS, each STA
implements both the Authenticator PAE and Supplicant PAE roles and both EAP Authenticator and EAP
peer roles.

A second component is the Authentication Server (AS). The AS may authenticate the elements of the RSNA
itself, i.e., the STAs may provide material that the RSNA elements can use to authenticate each other. The
AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X Supplicant on each STA,
enabling the STA to be authenticated to the AS and vice versa. An RSNA depends upon the use of an EAP
method that supports mutual authentication of the AS and the STA, such as those that meet the requirements
in [ETF RFC 4017. In certain applications, the AS may be integrated into the same physical device as the
AP, orinto a STA in an IBSS or PBSS.
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Insert the following subclause, 4.3.4.4, after 4.3.4.3:

4.3.4.4 Centralized Coordination Service Set (CCSS) and Extended Centralized PCP/AP
Cluster (ECPAC) within the DMG

PCP/AP clustering is a protocol between a DMG Synchronization PCP/AP (S-PCP/S-AP) and other DMG
PCP/APs within the cluster, known as member PCP/APs, and the protocol is used to improve spatial sharing
and interference mitigation among the DMG BSSs of the S-PCP/S-AP and member PCP/APs. PCP/AP
clustering allows a PCP/AP within a cluster to schedule transmissions in nonoverlapping time periods with
respect to other PCP/APs within the same cluster. There are two types of clustering:

—  Decentralized PCP/AP clustering involves a single S-PCP/S-AP in the BSA of the S- PCP/S-AP.

—  Centralized PCP/AP clustering is where there can be multiple S-APs in the BSA of any one S-AP
and all S-APs are coordinated via a single centralized coordination service set (CCSS).

New architectural entities are introduced to support centralized PCP/AP clustering as follows. A CCSS
comprises a centralized coordination service root (CCSR) and a set of one or more synchronization APs that
are stationary with respect to their local environment while operating and are connected to the CCSR via, for
instance, one of the following:

—  The wireless medium to an associated STA that contains the CCSR
— The DS to an AP (or beyond, to a STA associated to the AP)
— A combination of distribution service, portal, and external network

The CCSR is the entity that provides coordination services for the CCSS, such as selecting the target Beacon
transmission time of S-APs within the CCSS to minimize interference (see Annex Y for a more detailed
description of the functions of the CCSR). The CCSR might logically reside within an S-AP or in another
entity as long as it has a globally administered MAC address as defined in 9.2 of IEEE Std 802-2001. A
CCSS is suited to an area and a frequency band having propagation characteristics so that the BSAs of the S-
APs within a CCSS cover the area, yet transmissions within the area are isolated to a high degree.

An extended centralized PCP/AP cluster (ECPAC) comprises a single CCSS and the set of centralized PCP/
AP clusters so that each S-AP of a centralized PCP/AP cluster is within the CCSS. The ECPAC also
includes all STAs within the BSSs of the S-APs and member PCPs/APs of the centralized PCP/AP clusters.
This is shown by example in Figure 4-3a, wherein

— STA3a and STA3Db are two STAs coordinated by a one MM-SME component
— STA4a and STA4b are two STAs coordinated by a second MM-SME component
— The CCSR happens to be located in an external network

There are no S-PCPs in an ECPAC since a PCP has no mechanism to communicate with the CCSR.

The CCSS is unrelated to an ESS in the sense that a CCSS might contain whole ESSs, subsets of ESSs, or
some combination thereof.

Decentralized PCP/AP clustering does not involve the use of the CCSS, CCSR, and ECPAC entities.
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Figure 4-3a—CCSS and ECPAC

4.3.7 QoS BSS: The QoS network
Change 4.3.7 as follows:

The IEEE 802.11 QoS facility provides MAC enhancements to support LAN applications with QoS
requirements. The QoS enhancements are available to QoS STAs associated with a QoS access point or PCP
in a QoS BSS. A subset of the QoS enhancements is available for use between STAs that are members of the
same QoS IBSS. Similarly, a subset of the QoS enhancements is available for use between neighbor peer
mesh STAs. A mesh BSS is one type of QoS BSS, and it is described in 4.3.15. For a QoS STA that is a non-
DMG STA, Bbecause a-the nonmesh QoS STA implements a superset of STA functionality, as defined in
this standard, the STA might associate with a non-QoS access point in a non-QoS BSS, to provide non-QoS
MAC data service when there is no QoS BSS with which to associate. As a mesh STA does not implement
the necessary service, the mesh STA does not associate with any access point.

A STA within a DMG BSS is a QoS STA: hence a DMG BSS is a QoS BSS.

The enhancements that distinguish QoS STAs from non-QoS STAs and QoS APs from non-QoS APs are
collectively termed the QoS facility. Which of the QoS-specific mechanisms a QoS STA supports might
vary among QoS implementations, as well as between QoS STAs and QoS APs, over ranges specified in
subsequent clauses. All service primitives, frame formats, coordination function and frame exchange rules,
and management interface functions except for the Block Acknowledgment (Block Ack) function, direct-
link setup (DLS), and automatic power-save delivery (APSD) are part of the core QoS facilities. A QoS STA
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or QoS AP implements those core QoS facilities necessary for its QoS functions to interoperate with other
QoS STAs. Functions such as the Block Ack, DLS, and APSD are separate from the core QoS facilities; and
the presence of these functions is indicated by STAs separately from the core QoS facilities.

For infrastructure BSS, and IBSS, this standard provides four #we—mechanisms for the support of
applications with QoS requirements.

The first mechanism, designated the enhanced distributed channel access (EDCA), delivers traffic based on
differentiating user priorities (UPs). This differentiation is achieved by varying the following for different
UP values:

— Amount of time a STA senses the channel to be idle before backoff or transmission, or
—  The length of the contention window to be used for the backoff, or

—  The duration a STA may transmit after it acquires the channel.

These transmissions may also be subject to certain channel access restrictions in the form of admission
control. A DMG STA uses EDCA only within a contention-based access period (CBAP). Details of this
mechanism are provided in 9.19.2 and, for DMG STAs, additional details are provided in 9.33.4, 9.33.5, and
9.33.6.3.

The second mechanism, designated the hybrid coordination function (HCF) controlled channel access
(HCCA), is not applicable to DMG STAs and allows for the reservation of transmission opportunities
(TXOPs) with the hybrid coordinator (HC). A STA based on its requirements requests the HC for TXOPs,
both for its own transmissions as well as for transmissions from the AP to itself.'> The request is initiated by
the station management entity (SME) of the STA. The HC, which is collocated at the AP, either accepts or
rejects the request based on an admission control policy. If the request is accepted, the HC schedules TXOPs
for both STAs (both the AP and the non-AP STA). For transmissions from the non-AP STA, the HC polls
the STA based on the parameters supplied by the STA at the time of its request. For transmissions to the
STA, the AP directly obtains TXOPs from the collocated HC and delivers the queued frames to the STA,
again based on the parameters supplied by the STA. Details of the mechanism are provided in 9.19.3 and
10.4. This mechanism may be used for applications such as voice and video, which may need periodic
service from the HC. If the application constraints dictate the use of this mechanism, the application initiates
this mechanism by using the management service primitives.

The third mechanism, designated the service period (SP) access or service period channel access (SPCA), is

applicable only to the DMG STAs and allows for the reservation of channel time by the PCP/AP. A non-
PCP/non-AP STA requests the PCP/AP for SPs, which can be used for transmission to any other STA in the

BSS. The request is initiated by the SME of the non-PCP/non-AP STA. The PCP/AP either accepts or
rejects the request based on an admission control policy. If the request is accepted, the PCP/AP uses the
Extended Schedule element to schedule SPs for communication between the source and destination DMG

STAs indicated within the request. Details of this mechanism are provided in 9.33.6.2, 9.33.6.4, 9.33.6.6,
and 10.4.

The fourth mechanism, designated as dynamic allocation, is applicable only to the DMG STAs and allows
for near-real-time reservation of channel time with the PCP/AP. This type of access is used in addition to the
service period and contention-based access period mechanisms. A PCP/AP can poll a STA and receive
requests for channel time allocation. Based on the received requests, the PCP/AP can accept a request and
immediately allocate (within the same beacon interval) channel time for the STA to communicate with
another STA by using a Grant frame. Details of this mechanism are provided in 9.33.7, 9.33.8, and 9.33.9.

Non-QoS STAs may associate in a QoS BSS, if allowed to associate by the AP. All individually addressed
frames that are sent to non-QoS STAs by an AP do not use the frame formats associated with the QoS
facility.
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A QoS STA associated in a non-QoS BSS acts as a non-QoS STA.
Insert the following subclauses, 4.3.17 and 4.3.18 (including Figure 4-10a), after 4.3.15.5.13:
4.3.17 DMG STA

The IEEE 802.11 DMG STA provides PHY and MAC features that can support a throughput of 1 Gb/s and
greater, as measured at the MAC data service access point (SAP). A DMG STA supports DMG features as
identified in Clause 9, Clause 10, and Clause 21. A DMG STA operates in a DMG BSS and supports
transmission and reception of frames that are compliant with PHY specifications as defined in Clause 21. A
DMG STA is also a QoS STA. The basic channel access of a DMG STA (see 9.33) allows it to operate in an
Infrastructure BSS, in an IBSS, and in a PBSS. Certain DMG features such as service period allocation are
available only to DMG STAs that are associated with an AP or with a PCP, while other DMG features such
as EDCA operation in a PBSS do not require association. A DMG STA supports beamforming (BF) as
described in 9.35 and 21.10 and GCM encryption as described in 11.4.5.

A DMG STA supports the PHY signaling as described in 21.4, 21.5, 21.6, and 21.7. At a minimum, a DMG
STA supports the mandatory modulation and coding scheme (MCS) and PLCP protocol data unit (PPDU)
formats described in 21.4 and 21.6. A DMG STA has PHY features that include a low-density parity check
(LDPC) encoding, a preamble making use of Golay sequences, and beamforming. The PPDUs are always
transmitted with the same channel spacing as described in Annex E.

A DMG STA supports MAC features that provide channel access in an environment in which transmissions
use a directional antenna pattern. A DMG STA has MAC features that include frame aggregation, Block
Ack features, service periods, contention-based access periods, DMG protected period, PCP/AP clustering,
dynamic channel time management, reverse direction, spatial sharing, beamforming, and operation (fast
session transfer) in a multi-band device. A DMG STA is not a mesh STA. A DMG STA follows the same
channel access rules irrespective of the type of BSS in which it operates.

4.3.18 DMG relay

The 802.11 DMG relay function allows a source relay endpoint DMG STA (REDS) to transmit frames to a
destination REDS with the assistance of another DMG STA, the relay DMG STA (RDS), as shown in
Figure 4-10a. Relaying can improve the reliability of communication in a DMG BSS in the case the direct
link between the source REDS and the destination REDS has poor quality or is disrupted. Following the
DMG relay setup procedures, a source REDS can discover and select an appropriate RDS to act as the relay
for a particular destination REDS, prior to data frame transmission using the relay. A relay operating as a
link switching type of relay uses the RDS to forward frames between the source and destination REDS if the
direct link between the REDS is disrupted. In a link cooperating type of relay operation, the RDS
simultaneously repeats the transmission of frames between the source and destination REDS, which can
possibly increase the signal quality received at the destination REDS.

4.4 Logical service interfaces

4.4.1 General

Change the second paragraph of 4.4.1 as follows:

IEEE Std 802.11 explicitly does not specify the details of DS implementations. Instead, IEEE Std 802.11
specifies services. The services are associated with different components of the architecture. There are three

twe-categories of IEEE 802.11 service: the station service (SS), the PCP service (PCPS), and the distribution
system service (DSS). These Beth-categories of service are used by the IEEE 802.11 MAC sublayer.
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Figure 4-10a—DMG relay in a DMG BSS

Change the last paragraph of 4.4.1 as follows:

This set of services is divided into three twe-groups: the SS, the PCPS, and the DSS. The SS is part of every
STA. The PCPS is provided by the PCP of a PBSS. The DSS are provided by the DS.

Insert the following subclause, 4.4.2a, after 4.4.2:
4.4.2a PBSS control point service (PCPS)

The service provided by the PCP of a PBSS is known as the PCPS. Since all STAs within a PBSS can
operate as a PCP, every STA within the PBSS is capable of providing PCPS should it become the PCP of the
PBSS. Non-PCP STAs do not provide PCPS.

The services that comprise the PCPSs are the following:
a)  Association
b) Disassociation
¢) Reassociation
d) QoS traffic scheduling

PCPSs are specified for use by MAC sublayer entities.
4.4.3 DSS
Change the last paragraph of 4.4.3 as follows:

Figure 4-11 combines the components from previous figures with beth-the three types of services to show
the complete IEEE 802.11 architecture.
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Replace Figure 4-11 with the following figure:

802.11 Components

BSS1

802.11 MAC/PHY
STA1l=—=1

ESS

¢—— SS

L —smaa

802 .11 MAC/PHY

802 x LAN BSS 2

Figure 4-11—Complete IEEE 802.11 architecture

4.5 Overview of the services
4.5.1 General
Change the second paragraph of 4.5.1 as follows:

This subclause presents the services, an overview of how each service is used, and a description of how each
service relates to other services and the IEEE 802.11 architecture. The services are presented in an order
designed to help build an understanding of the operation of an IEEE 802.11 ESS-network. As a result, the
services that comprise the SS and DSS are intermixed in order (rather than being grouped by category). The
services that comprise the PCPS are a subset of the services provided by the SS and DSS.

Change the fourth and fifth paragraphs of 4.5.1 as follows:

The IEEE 802.11 MAC sublayer uses three-four types of messages—data, management, extension, and
control (see Clause 8). The data messages are handled via the MAC data service path.

MAC management messages and MAC extension messages (see 8.3.4) are used to support the IEEE 802.11
services and are handled via the MAC management service path.

Change the last paragraph of 4.5.1 as follows:

The examples here assume an ESS network environment. The differences between-among the ESS, the
PBSS, and the IBSS network environments are discussed separately in 4.7.
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Change the title of 4.5.3 as follows:

4.5.3 Services that support the distribution service_and the PCP service

4.5.4 Access control and data confidentiality services
4.5.4.2 Authentication
Change the sixth paragraph of 4.5.4.2 as follows:

SAE authentication or Open System 802.11 authentication is used by non-DMG STAs in an RSN for
infrastructure BSS. SAE authentication, Open System 802.11 authentication, or no 802.11 authentication is
used in an RSN for IBSS. SAE authentication is used in an MBSS. An RSNA disallows the use of Shared
Key 802.11 authentication._In an RSN for DMG BSS. Open System 802.11 authentication is not used

(11.1.4).

4.5.4.4 Data confidentiality
Change the third and fourth paragraphs of 4.5.4.4 as follows (note that footnote 19 remains unchanged):

IEEE Std 802.11 provides several cryptographic algorithms to protect data traffic, including WEP, TKIP,
GCMP, and CCMP. WEP and TKIP are based on the ARC4!” algorithm, and CCMP and GCMP are is
based on the advanced encryption standard (AES). A means is provided for STAs to select the algorithm(s)
to be used for a given association.

IEEE Std 802.11 provides the following ene security protocols;EEMP; for protection of individually
addressed robust management frames: CCMP and GCMP. This standard does not provide data
confidentiality for group addressed robust management frames.

Change 4.7 and insert Figure 4.13a as follows:

4.7 Differences between-among ESS, PBSS, and IBSS LANs

In 4.3.2 the concept of the IBSS LAN was introduced, and in 4.3.2a the concept of the PBSS LAN was
introduced. In an IBSS_and a PBSS network, a STA communicates directly with one or more other STAs.

Consider the full IEEE 802.11 architecture as shown in Figure 4-12.
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