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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
patents or patent claims for which a license may be required, for conducting inquiries into the legal validity or
scope of patents or patent claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from ISO or the IEEE Standards
Association.

Amendment 4 to ISO/IEC/IEEE 8802-11 was prepared by the LAN/MAN of the IEEE Computer Society (as
IEEE 802.11-2013). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in parallel with its
approval by the ISO/IEC national bodies, under the “fast-track procedure” defined in the Partner Standards
Development Organization cooperation agreement between ISO and IEEE. IEEE is responsible for the
maintenance of this document with participation and input from ISO/IEC national bodies.
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Abstract: The purpose of this amendment is to improve the IEEE 802.11™ wireless local area
network (WLAN) user experience by providing significantly higher basic service set (BSS)
throughput for existing WLAN application areas and to enable new market segments for operation
below 6 GHz including distribution of multiple multimedia/data streams.

Keywords: 256-QAM, beamforming, IEEE 802.11ac™, multi-user MIMO, noncontiguous
frequency segments, very high throughput, wider bandwidth
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in al standards and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards
Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

|EEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. |EEE (“the Ingtitute’) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the fina product.
Volunteers are not necessarily members of the Institute and participate without compensation from |EEE.
While |EEE administers the process and establishes rules to promote fairness in the consensus devel opment
process, |EEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

|EEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressy disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
| EEE standards documents are supplied “AS 1S’ and “WITH ALL FAULTS.”

Use of an |EEE standard is wholly voluntary. The existence of an |IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the |EEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is |EEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any |EEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of acompetent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an |EEE standard is translated, only the English version published by IEEE should be considered the
approved | EEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, aformal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on |EEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of |EEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, |IEEE does not provide consulting information or advice
pertaining to |EEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since |EEE standards represent a
consensus of concerned interests, it isimportant that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, |EEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant |EEE working group.

Comments on standards should be submitted to the following address:

Secretary, |EEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of |IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any |EEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. |EEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

|EEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by |EEE and are adopted for awide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial useonly. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of |IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every |EEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any |IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the |IEEE-SA Website at http:/
ieeexplore.ieee.org/xpl/standards.jsp or contact | EEE at the address listed previously. For more information
about the IEEE-SA or IEEE's standards development process, visit the IEEE-SA Website at http://
standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL : http://
standards.ieee.org/findstds/erratalindex.html.  Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the | EEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement islisted on the IEEE-
SA Website at http://standards.ieee.org/about/sash/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter iswilling or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the |EEE Standards A ssociation.
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Introduction

This introduction is not part of IEEE Std 802.11ac™-2013, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Loca and metropolitan area networks—
Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 4: Enhancements for Very High Throughput for Operation in Bands below 6 GHz.

The purpose of this amendment is to improve the IEEE 802.11 wireless local area network (WLAN) user
experience by providing significantly higher basic service set (BSS) throughput for existing WLAN
application areas and to enable new market segments for operation below 6 GHz including distribution of
multiple multimedia/data streams.
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Std 802.11ac-2013 LOCAL AND METROPOLITAN AREA NETWORKS—AMENDMENT 4: ENHANCEMENTS

3. Definitions, acronyms and abbreviations

3.1 Definitions
Delete the following definition from 3.1 (note that the definition is inserted with changes into 3.2):

medium access control (MAC) management protocol data unit (MMPDU)

Insert the following definitions into 3.1 in alphabetic order:

aggregate medium access control (MAC) protocol data unit (A-MPDU) subframe: A portion of an A-
MPDU containing a delimiter and optionally containing an MPDU plus any necessary padding.

contiguous transmission: A transmission that uses only one frequency segment.

downlink multi-user multiple input, multiple output (DL-MU-MIMO): A technique by which an access
point (AP) with more than one antenna transmits a physical layer (PHY) protocol data unit (PPDU) to
multiple receiving non-AP stations (STAs) over the same radio frequencies, wherein each non-AP STA
simultaneously receives one or more distinct space-time streams.

frequency segment: A contiguous block of spectrum used by a transmission.
multi-user multiple input, multiple output (MU-MIMO): A technique by which multiple stations

(STAs), each with one or more antennas, either simultaneously transmit to a single STA or simultaneously
receive from a single STA independent data streams over the same radio frequencies.

NOTE—IEEE 802.11 supports only downlink (DL) MU-MIMO. See DL-MU-MIMO.

multi-user (MU) physical layer (PHY) protocol data unit (PPDU): A PPDU that carries one or more
PHY service data units (PSDUSs) for one or more stations (STAS) using the downlink multi-user multiple
input, multiple output (DL-MU-MIMO) technique.

noncontiguous transmission: A transmission that uses nonadjacent frequency segments.

single-user (SU) physical layer (PHY) protocol data unit (PPDU): A PPDU with a format that is capable
of carrying only a single PHY service data unit (PSDU), or no PSDU.

3.2 Definitions specific to IEEE 802.11

Change the following definitions in 3.2:

%%%%MM%%EG&Q—%@%%OHE of the following PPDUs:
a) A Clause 18 PPDU transmitted using the transmit spectral mask defined in Clause 18.

b) A Clause 19 orthogonal frequency division multiplexing (OFDM) PPDU transmitted using the
transmit spectral mask defined in Clause 19.
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c¢) A high-throughput (HT) PPDU with the TXVECTOR parameter CH BANDWIDTH equal to
HT_CBW?20 and the CH_OFFSET parameter equal to CH_OFF 20 transmitted using the 20 MHz
transmit spectral mask defined in Clause 20.

d) A very high throughput (VHT) PPDU with TXVECTOR parameter CH_BANDWIDTH equal to

CBW?20 transmitted using the 20 MHz transmit spectral mask defined in Clause 22.

A Clause 18 PPDU transmitted by a VHT STA using the transmit spectral mask defined in

Clause 22.

f) A HT PPDU with the TXVECTOR parameter CH_BANDWIDTH equal to HT_CBW?20 and the
CH_OFFSET parameter equal to CH_OFF 20 transmitted by a VHT STA using the 20 MHz
transmit spectral mask defined in Clause 22.

L

20 MHz physical layer (PHY) eervergenceproecedere{PEER)-protocol data unit (PPDU): A Clause 16
PPDU, Clause 18 PPDU_(when using 20 MHz channel spacing), Clause 17 PPDU, Clause 19 orthogonal

frequency division multiplexing (OFDM) PPDU, e¢ Clause 20 20 MHz high-throughput (HT) PPDU with
the TXVECTOR parameter CH_BANDWIDTH equal to HT_CBW20_or _Clause 22 20 MHz very high
throughput (VHT) PPDU with the TXVECTOR parameter CH_BANDWIDTH equal to CBW20.

40 MHz mask physical layer (PHY) eenvergeneceprecedure{PECGP)-protocol data unit (PPDU): One
of the following PPDUs:

1) aA 40 MHz high-throughput (HT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal

to HT_CBW40)_transmitted using the 40 MHz transmit spectral mask defined in Clause 20.;
2) aA 40 MHz non-HT duplicate PPDU (TXVECTOR parameter CH_BANDWIDTH equal to
NON_HT_CBWA40)_transmitted by a non-very-high-throughput (non-VHT) STA using the
40 MHz transmit spectral mask defined in Clause 20.:-e+

3) A 40 MHz non-HT duplicate PPDU (TXVECTOR parameter CH_BANDWIDTH equal to
CBWA40) transmitted by a very high throughput (VHT) STA using the 40 MHz transmit
spectral mask defined in Clause 22.

4) aClause20-A 20 MHz HT PPDU with the TXVECTOR parameter CH_BANDWIDTH equal
to HT_CBW20 and the CH_OFFSET parameter equal to either CH_OFF 20U or
CH_OFF_20L transmitted using the 40 MHz transmit spectral mask defined in Clause 20.

A 20 MHz VHT PPDU with the TXVECTOR parameter CH_BANDWIDTH equal to CBW20
transmitted using the 40 MHz transmit spectral mask defined in Clause 22.

A 40 MHz VHT PPDU with the TXVECTOR parameter CH_BANDWIDTH equal to CBW40
transmitted using the 40 MHz transmit spectral mask defined in Clause 22.

A 40 MHz HT PPDU (TXVECTOR parameter CH_BANDWIDTH equal to HT_CBW40)
transmitted by a VHT STA using the 40 MHz transmit spectral mask defined in Clause 22.

A 20 MHz non-HT PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW?20)
transmitted using the 40 MHz transmit spectral mask defined in Clause 20.

A 20 MHz non-HT PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW20)
transmitted by a VHT STA using the 40 MHz transmit spectral mask defined in Clause 22.

=

e

=

|

e

40 MHz physical layer (PHY) eenvergeneeproecedure{RPEGP)-protocol data unit (PPDU): A 40 MHz
high-throughput (HT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal to HT_CBWA40), or a

40 MHz non-HT duplicate PPDU (TXVECTOR parameter CH_BANDWIDTH equal to NON_HT_CBW40
or TXVECTOR parameter CH_ BANDWIDTH equal to CBW40)-as-defined-ir-Clause20, or a 40 MHz very

high throughput (VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBWA40).
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high-throughput (HT) null data packet (NDP) announcement: A physical layer (PHY) eenvergenee
proecedure{PLECP)-protocol data unit (PPDU) that contains one or more +HTC frames (i.e., frames with an
HT {high-threughput-Control field) that have the HT NDP Announcement subfield equal to 1.

modulation and coding scheme (MCS): A specification of the high-threughput-(HH-physical layer (PHY)
parameters that consists of modulation order (e.g., BPSK, QPSK, 16-QAM, 64-QAM, and 256-QAM) and
forward error correction (FEC) coding rate (e.g., 1/2, 2/3, 3/4, 5/6)_and, depending on the context, the
number of space-time streams.

non-high-throughput (non-HT) duplicate: A transmission format of the physical layer (PHY) that
duplicates a 20 MHz non-HT transmission in two adjaeert-or more 20 MHz channels and allows a station
(STA) in a non-HT basic service set (BSS) on either€hannel-any one of the 20 MHz channels to receive the
transmission. A non-HT duplicate format is one of the following:

1) 40 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-
HT transmission in two adjacent 20 MHz channels.

2) 80 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-
HT transmission in four adjacent 20 MHz channels.

3) 160 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-
HT transmission in eight adjacent 20 MHz channels.

4) 80+80 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz

non-HT transmission in two frequency segments of four adjacent 20 MHz channels where the
two frequency segments of channels are not adjacent.

non-high-throughput (non-HT) duplicate physical layer (PHY) eenvergence—procedure—RPECR)
protocol data unit (PPDU): A PPDU transmitted by a Clause 20_or Clause 22 physicaHayer{(PHY?} with
the TXVECTOR FORMAT parameter equal to NON_HT and the CH_BANDWIDTH parameter equal to
NON_HT_CBW40, CBW40, CBW80, CBW160, or CBW80+80.

non-high-throughput (non-HT) physical layer (PHY) eervergenee—precedure{PEGR}-protocol data
unit (PPDU): A Clause 20 or Clause 22 physicaayer{PHY-PPDU with the TXVYECTOR FORMAT

parameter equal to NON_HT.

payload protected (PP) aggregate medium access control (MAC) service data unit (A-MSDU): An
A-MSDU that is protected with CTR with CBC-MAC Protocol (CCMP) or Galois Counter Mode Protocol
(GCMP) but does not include the A-MSDU Present field (bit 7 of the QoS Control field) in the construction
of the additional authentication data (AAD).

per-frame sequence counter: For Temporal Key Integrity Protocol (TKIP), the counter that is used as the
nonce in the derivation of the per-frame encryption key. For Counter mode with Cipher-block chaining
Message authentication code Protocol (CCMP) or Galois Counter Mode Protocol (GCMP), the per-frame
initialization vector (1V).

robust-security-network-association- (RSNA-) capable equipment: A device that contains a station
(STA) that is able to create RSNAs. Such a device might use pre-RSNAs because of configuration. Notice
that RSNA-capable does not imply full compliance with the RSNA Protocol Implementation Conformance
Statement (PICS). A legacy device that has been upgraded to support Temporal Key Integrity Protocol
(TKIP) might be RSNA-capable, but is not compliant with the PICS if it does not also support Counter mode
with Cipher-block chaining Message authentication code Protocol (CCMP)_using CCMP-128.

secondary channel: A 20 MHz channel associated with a primary channel used by high-throughput (HT)
stations (STAs) for the purpose of creating a 40 MHz channel_or used by very high throughput (VHT)
stations (STAs) for the purpose of creating the primary 40 MHz channel.
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signaling and payload protected (SPP) aggregate medium access control (MAC) service data unit
(A-MSDU): An A-MSDU that is protected with CTR with CBC-MAC Protocol (CCMP)_or Galois Counter
Mode Protocol (GCMP) and that includes the A-MSDU Present field (bit 7 of the QoS Control field) in the
construction of the additional authentication data (AAD).

Insert the following definitions in 3.2 in alphabetic order:

80 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using the
80 MHz transmit spectral mask defined in Clause 22 and that is one of the following:

a) An 80 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal
to CBW80)

b) An 80MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW80)

¢) A 20MHz non-HT, high-throughput (HT), or VHT PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW20)

d) A 40 MHz non-HT duplicate, HT, or VHT PPDU (TXVECTOR parameter CH_BANDWIDTH
equal to CBW40)

80 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 22 80 MHz very high throughput
(VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW80) or a Clause 22 80 MHz non-
high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW80).

160 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using the
160 MHz transmit spectral mask defined in Clause 22 and that is one of the following:

a) A 160 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH set to
CBW160)

b) A 160 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW160)

¢) A 20MHz non-HT, high-throughput (HT), or VHT PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW20)

d) A 40 MHz non-HT duplicate, HT, or VHT PPDU (TXVECTOR parameter CH_BANDWIDTH
equal to CBW40)

e) An80 MHz non-HT duplicate or VHT PPDU (TXVECTOR parameter CH_BANDWIDTH equal to
CBWS80)

160 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 22 160 MHz very high throughput
(VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW160) or a Clause 22 160 MHz
non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter CH_BANDWIDTH equal to
CBW160).

80+80 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using the
80+80 MHz transmit spectral mask defined in Clause 22 and that is one of the following:

a) An 80+80 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH
set to CBW80+80)

b) An 80+80 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH set to CBW80+80)

80+80 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 22 80+80 MHz very high
throughput (VHT) PPDU (TXVECTOR parameter CH_BANDWIDTH equal to CBW80+80) or a
Clause 22 80+80 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW80+80).
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bandwidth signaling transmitter address (TA): A TA that is used by a very high throughput (VHT)
station (STA) to indicate the presence of additional signaling related to the bandwidth to be used in
subsequent transmission in an enhanced distributed channel access (EDCA) transmission opportunity
(TXOP). It is represented by the IEEE medium access control (MAC) individual address of the transmitting
VHT STA but with the Individual/Group bit set to 1.

basic service set (BSS) basic very high throughput (VHT) modulation and coding scheme (MCS) and
number of spatial streams (NSS) set (BSS basic VHT-MCS and NSS set): The set of MCS and NSS
tuples that are supported by all VHT stations (STAs) that are members of a VHT BSS.

beamforming steering matrix: A matrix that describes the mapping of space-time streams to transmit
antennas and for which the values have been determined using knowledge of the channel between
transmitter and receiver with the goal of improving reception at the receiver.

dynamic bandwidth operation: A feature of a very high throughput (VHT) station (STA) in which the
request-to-send/clear-to-send (RTS/CTS) exchange, using non-high-throughput (non-HT) duplicate physical
layer (PHY) protocol data units (PPDUS), negotiates a potentially reduced channel width (compared to the
channel width indicated by the RTS) for subsequent transmissions within the current transmission
opportunity (TXOP).

end-of-frame (EOF) pad: The 0 to 3 octets used to pad an aggregate medium access control (MAC)
protocol data unit (A-MPDU) to the last octet of the associated physical layer convergence procedure
(PLCP) service data unit (PSDU) when the A-MPDU is carried in a very high throughput (VHT) physical
layer (PHY) protocol data unit (PPDU).

high-throughput (HT) beamformee: An HT station (STA) that receives an HT physical layer (PHY)
protocol data unit (PPDU) that was transmitted using a beamforming steering matrix and that supports an
HT transmit beamforming feedback mechanism as described in either 9.29.2 or 9.29.3.

high-throughput (HT) beamformer: An HT station (STA) that transmits an HT physical layer (PHY)
protocol data unit (PPDU) using a beamforming steering matrix.

medium access control (MAC) management protocol data unit (MMPDU): The unit of data exchanged
between two peer MAC entities, using services of the physical layer (PHY), to implement the MAC
management protocol. The MMPDU is transported in one or more management MPDUs. The MMPDU
might include a Mesh Control field or Management MIC element, but does not include a MAC header, an
frame check sequence (FCS), or any other security encapsulation overhead.

NOTE—The MMPDU occupies a position in the management plane similar to that of the MAC service data unit

(MSDU) in the data plane. The MMPDU can be fragmented (under certain circumstances) and in that case is carried in
multiple management MPDUs. This illustrates the similarity of the MMPDU to the MSDU.

multi-user (MU) beamformee: A non-access-point (non-AP) station (STA) that receives a physical layer
(PHY) protocol data unit (PPDU) that was transmitted using a multi-user beamforming steering matrix and
that supports the very high throughput (VHT) transmit beamforming feedback mechanism with a VHT null
data packet (NDP) Announcement frame that includes more than one STA Info field as described in 9.31.5.

multi-user (MU) beamformer: An access point (AP) station (STA) that transmits a physical layer (PHY)
protocol data unit (PPDU) using a multi-user beamforming steering matrix.

non-bandwidth signaling transmitter address (TA): An address in the TA field of an medium access
control (MAC) protocol data unit (MPDU) in which the Individual/Group bit has the value 0.

non-high-throughput (non-HT): A modifier meaning neither high-throughput (HT) nor very high
throughput (VHT).
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non-primary channel: In a 40 MHz, 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT) basic
service set (BSS), any 20 MHz channel other than the primary 20 MHz channel.

physical layer (PHY) protocol data unit (PPDU): The unit of data exchanged between two peer PHY
entities to provide the PHY data service. When the PHY is partitioned into physical layer convergence
protocol (PLCP) and physical medium dependent (PMD) sublayers, the format of the PPDU is defined by
the PLCP.

primary 20 MHz channel: In a 40 MHz, 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT)
basic service set (BSS), the 20 MHz channel that is used to transmit 20 MHz physical layer (PHY) protocol
data units (PPDUs). In a VHT BSS, the primary 20 MHz channel is also the primary channel.

primary 40 MHz channel: In an 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT) basic
service set (BSS), the 40 MHz channel that is used to transmit 40 MHz physical layer (PHY) protocol data
units (PPDUSs).

primary 80 MHz channel: In a 160 MHz or 80+80 MHz very high throughput (VHT) basic service set
(BSS), the 80 MHz channel that is used to transmit 80 MHz physical layer (PHY) protocol data units
(PPDUs).

primary access category (AC): The access category (AC) associated with the enhanced distributed channel
access function (EDCAF) that gains channel access.

secondary 20 MHz channel: In a 40 MHz very high throughput (VHT) basic service set (BSS), the 20 MHz
channel adjacent to the primary 20 MHz channel that together form the 40 MHz channel of the 40 MHz
VHT BSS. In an 80 MHz VHT BSS, the 20 MHz channel adjacent to the primary 20 MHz channel that
together form the primary 40 MHz channel of the 80 MHz VHT BSS. In a 160 MHz or 80+80 MHz VHT
BSS, the 20 MHz channel adjacent to the primary 20 MHz channel that together form the primary 40 MHz
channel of the 160 MHz or 80+80 MHz VHT BSS. In a VHT BSS, the secondary 20 MHz channel is also
the secondary channel.

secondary 40 MHz channel: In an 80 MHz very high throughput (VHT) basic service set (BSS), the
40 MHz channel adjacent to the primary 40 MHz channel that together form the 80 MHz channel of the
80 MHz VHT BSS. In a 160 or 80+80 MHz VHT BSS, the 40 MHz channel adjacent to the primary 40 MHz
channel that together form the primary 80 MHz channel.

secondary 80 MHz channel: In a 160 MHz or 80+80 MHz very high throughput (VHT) basic service set
(BSS), the 80 MHz channel not including the primary 20 MHz channel, that together with the primary
80 MHz channel forms the 160 MHz or 80+80 MHz channel of the 160 MHz or 80+80 MHz VHT BSS.

secondary access category (AC): An access category (AC) that is not associated with the enhanced
distributed channel access function (EDCAF) that gains channel access.

NOTE—Traffic associated with a secondary AC can be included in a multi-user (MU) physical layer (PHY) protocol
data unit (MU PPDU) that includes traffic associated with the primary AC. There could be multiple secondary ACs at a
given time.

user: An individual or group of stations (STASs) identified by a single receive address (RA) in the context of
single-user multiple input, multiple output (SU-MIMO) or multi-user multiple input, multiple output
(MU-MIMO).

very high throughput (VHT) basic service set (BSS): A BSS in which a Beacon frame transmitted by a
VHT station (STA) includes the VHT Operation element.
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very high throughput (VHT) beamformee: A VHT station (STA) that receives a VHT physical layer
(PHY) protocol data unit (PPDU) that was transmitted using a beamforming steering matrix and that
supports the VHT transmit beamforming feedback mechanism as described in 9.31.5.

very high throughput (VHT) beamformer: A VHT station (STA) that transmits a VHT physical layer
(PHY) protocol data unit (PPDU) using a beamforming steering matrix.

very high throughput modulation and coding scheme (VHT-MCS): A specification of the VHT physical
layer (PHY) parameters that consists of modulation order (e.g., BPSK, QPSK, 16-QAM, 64-QAM, 256-
QAM) and forward error correction (FEC) coding rate (e.g., 1/2, 2/3, 3/4, 5/6) and that is used in a VHT
PHY protocol data unit (PPDU).

very high throughput (VHT) multi-user (MU) physical layer (PHY) protocol data unit (PPDU): A
VHT PPDU with a format that is capable of carrying up to four PHY service data units (PSDUSs) for up to
four users and is transmitted using the downlink multi-user multiple input, multiple output (DL-MU-MIMO)
technique.

very high throughput (VHT) physical layer (PHY) protocol data unit (PPDU): A PPDU transmitted
with the TXVECTOR parameter FORMAT equal to VHT.

very high throughput (VHT) single medium access control (MAC) protocol data unit (VHT single
MPDU): An MPDU that is the only MPDU in an aggregate MPDU (A-MPDU) carried in a VHT physical
layer (PHY) protocol data unit (PPDU) and that is carried in an A-MPDU subframe with the EOF subfield of
the MPDU delimiter field equal to 1.

very high throughput (VHT) single-user-only (SU-only) beamformee: A VHT beamformee that does not
receive VHT multi-user (MU) physical layer (PHY) protocol data units (PPDUS).

very high throughput (VHT) single-user-only (SU-only) beamformer: A VHT beamformer that does not
transmit VHT multi-user (MU) physical layer (PHY) protocol data units (PPDUs).

very high throughput (VHT) single-user (SU) physical layer (PHY) protocol data unit (PPDU): A VHT

PPDU transmitted with the TXVECTOR parameters FORMAT equal to VHT and GROUP_ID equal to 0 or
63.

3.3 Abbreviations and acronyms
Change the following abbreviation in 3.3:

PPDU PLCP protocol data unit or PHY protocol data unit

Insert the following abbreviations into 3.3 in alphabetic order:

BW bandwidth
DL-MU-MIMO downlink multi-user multiple input, multiple output
EOF end-of-frame
GCMP Galois Counter Mode Protocol
GID group identifier
MU multi-user
MU-MIMO multi-user multiple input, multiple output
NSS number of spatial streams
STF Short Training field
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SuU single-user
SU-MIMO

single-user multiple input, multiple output
VHT very high throughput
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4. General description

4.3 Components of the IEEE 802.11 architecture
4.3.4 Distribution system (DS) concepts

4.3.4.3 Robust security network association (RSNA)
Change the first paragraph of 4.3.4.3 as follows:

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and
IEEE 802.11 authentication. These features include the following:

— Enhanced authentication mechanisms for STAs
— Key management algorithms
— Cryptographic key establishment

— Enhanced data cryptographic encapsulation mechanisms, such as Counter mode with Cipher-block
chaining Message authentication code Protocol (CCMP), Galois Counter Mode Protocol (GCMP),
and, optionally, Temporal Key Integrity Protocol (TKIP).

— Fast basic service set (BSS) transition (FT) mechanism
— Enhanced cryptographic encapsulation mechanisms for robust management frames

Insert the following subclause, 4.3.10a, after 4.3.10:
4.3.10a Very high throughput (VHT) STA

This subclause summarizes the normative requirements for an IEEE 802.11 VHT STA stated elsewhere in
this standard.

The IEEE 802.11 VHT STA operates in frequency bands below 6 GHz excluding the 2.4 GHz band.

A VHT STA is an HT STA that, in addition to features supported as an HT STA, supports VHT features
identified in Clause 8, Clause 9, Clause 10, Clause 13, Clause 18, and Clause 22.

The main PHY features in a VHT STA that are not present in an HT STA are the following:
— Mandatory support for 40 MHz and 80 MHz channel widths
— Mandatory support for VHT single-user (SU) PPDUs
— Optional support for 160 MHz and 80+80 MHz channel widths
— Optional support for VHT sounding protocol to support beamforming
— Optional support for VHT multi-user (MU) PPDUs
— Optional support for VHT-MCSs 8 and 9

The main MAC features in a VHT STA that are not present in an HT STA are the following:
— Mandatory support for the A-MPDU padding of a VHT PPDU
— Mandatory support for VHT single MPDU

— Mandatory support for responding to a bandwidth indication (provided by the RXVECTOR
parameters CH_BANDWIDTH_IN_NON_HT and DYN_BANDWIDTH_IN_NON_HT) in a non-
HT and non-HT duplicate RTS frame

— Optional support for MPDUs of up to 11 454 octets
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— Optional support for A-MPDU pre-end-of-frame (pre-EOF) padding (see 9.12.2 (A-MPDU length
limit rules)) of up to 1 048 575 octets

— Optional support for VHT link adaptation

Most VHT features, among other benefits, increase the maximum throughput achievable between two VHT
STAs over that achievable using HT features alone. The VHT features are available to VHT STAs
associated with a VHT AP in a BSS. A subset of the VHT features is available for use between two VHT
STAs that are members of the same IBSS. Similarly, a subset of the VHT features is available for use
between two VHT STAs that have established mesh peering. A subset of the VHT features is available for
use between two VHT STAs that have established a TDLS link.

The support for VHT transmit beamforming sounding and VHT MU PPDUs in a VHT AP and more than
one VHT STA within a VHT BSS enables the optional use of downlink MU multiple input, multiple output
(DL-MU-MIMO). With DL-MU-MIMO the AP can create up to four A-MPDUs, each carrying MPDUs
destined for an associated MU-capable STA. The AP uses group identifiers (GIDs) to signal potential
recipient STAs. The AP transmits the A-MPDUs simultaneously in separate space-time streams such that
each recipient STA is able to demodulate the space-time streams carrying its A-MPDU. The simultaneous
transmission of A-MPDUs in a single VHT MU PPDU provides a means to increase aggregate throughput
over that achieved by sending the A-MPDUs in separate SU PPDUs.

The use of certain HT features, such as RIFS, is not permitted for STAs operating as VHT STAs.

4.5 Overview of the services

4.5.4 Access control and data confidentiality services

4.5.4.1 General

Change the last paragraph of 4.5.4.1 as follows:

An RSNA uses the IEEE 802.1X authentication service along with enhanced data cryptographic
encapsulation mechanisms, such as TKIP,—ard CCMP, and GCMP to provide access control. The IEEE
802.11 station management entity (SME) provides key management via an exchange of IEEE 802.1X

EAPOL-Key frames. Data confidentiality and data integrity are provided by RSN key management together
with the enhanced data cryptographic encapsulation mechanisms.

4.5.4.7 Replay detection
Change 4.5.4.7 as follows:

The replay detection mechanism defines a means by which a STA that receives a data or protected Robust
Management frame from another STA can detect whether the received frame is an unauthorized
retransmission. This replay protection mechanism is provided for data frames for STAs that use enhanced
data cryptographic encapsulation mechanisms. The replay protection mechanism is also provided for robust
management frames for STAs that use CCMP, GCMP, and Broadcast/Multicast Integrity Protocol (BIP).

4.5.4.9 Robust management frame protection
Change the second and third paragraphs of 4.5.4.9 as follows:

Management frame protection protocols in an infrastructure BSS or IBSS apply to robust management
frames after RSNA PTK establishment for protection of individually addressed frames is completed and
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after delivery of the IGTK to protect group addressed frames. Robust management frame protection is
implemented by CCMP, GCMP, BIP, and the SA Query procedure.

Management frame protection protocols in an MBSS apply to individually addressed frames after
establishment of the RSNA MTK, and to group addressed frames indicated as “Group Addressed Privacy”
in Table 8-38. Robust management frame protection is implemented by-with CCMP_and GCMP.

4.9 Reference model
4.9.1 General
Insert the following paragraph after the first paragraph of 4.9.1:

The description of the VHT PHY in Clause 22 is provided as one layer and is not separated into PLCP and
PMD sublayers.
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5. MAC service definition

5.1 Overview of MAC services
5.1.2 Security services
Change the first, second, and fifth paragraphs of 5.1.2 as follows:

Security services in IEEE Std 802.11 are provided by the authentication service and the CCMP, GCMP, and
BIP mechanisms. The scope of the security services provided is limited to station-to-station data and robust
management frame transmissions. When CCMP_or GCMP is used, the data confidentiality service is
provided for data frames and individually addressed robust management frames. For the purposes of this
standard, CCMP_and GCMP are-is viewed as a-logical services located within the MAC sublayer as shown
in the reference model, Figure 4-14 (in 4.9). Actual implementations of CCMP and GCMP are transparent to
the LLC and other layers above the MAC sublayer.

The security services provided by CCMP_and GCMP in IEEE Std 802.11 are as follows:
a) Data Confidentiality;
b)  Authentication; and
¢) Access control in conjunction with layer management.

BIP provides message integrity and access control for group addressed robust management frames.

During the authentication exchange, both parties exchange authentication information as described in Clause
11 and Clause 12.

The MAC sublayer security services provided by CCMP, GCMP, and BIP rely on information from
nonlayer-2 management or system entities. Management entities communicate information to CCMP,
GCMP, and BIP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributes;
in particular, the decision tree for CCMP, GCMP, and BIP defined in 11.8 is driven by MIB attributes.

5.2 MAC data service specification
5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive
Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. ForHEEE-Std-862-11;
tThe length of the MSDU shall be less than or equal to the value shown in Fable-8-6aTable 8-13c.
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6. Layer management

6.1 Overview of management model
Insert the following paragraph after the third paragraph of 6.1:

The description of the VHT PHY in Clause 22 is provided as one layer and is not separated into PLCP and
PMD sublayers.

6.3 MLME SAP interface

6.3.3 Scan

6.3.3.3 MLME-SCAN.confirm

6.3.3.3.2 Semantics of the service primitive

Insert the following rows at the end of the untitled table describing BSSDescriptions in 6.3.3.3.2:

Name Type Valid range Description IBSS adoption
VHT Capabilities | As defined in As defined in The values from the VHT Do not adopt
frame format 8.4.2.160 Capabilities element. The

parameter is present if
dot11VHTOptionimplemented
is true and a VHT Capabilities
element was present in the
Probe Response or Beacon
frame from which the
BSSDescription was
determined. The parameter is
not present otherwise.

VHT Operation As defined in As defined in The values from the VHT Adopt
frame format 8.4.2.161 Operation element. The
parameter is present if
dot11VHTOptionimplemented
is true and a VHT Operation
element was present in the
Probe Response or Beacon
frame from which the
BSSDescription was
determined. The parameter is
not present otherwise.

6.3.4 Synchronize

6.3.4.2 MLME-JOIN.request

6.3.4.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.4.2.2 as follows:

The primitive parameters are as follows:
MLME-JOIN.request(
SelectedBSS,
JoinFailureTimeout,
ProbeDelay,
OperationalRateSet,
HTOperationalMCSSet,
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Operational VHTMCS NSSSet,

VendorSpecificlnfo

)

Insert the following row before the VendorSpecificlnfo row in the parameter table in 6.3.4.2.2:

strained so that the
MCS values are
expressible using the
encoding described for
the Supported VHT-
MCS and NSS Set
field in 8.4.2.160.3

Name Type Valid range Description
OperationaVHTMCS | Set of <VHT-MCS, As defined in the Rx The set of VHT-MCS values for each
_NSSSet NSS> tuples, con- VHT-MCS Map and number of spatial streams that the STA

Rx Highest Sup-
ported Long Gl Data
Rate subfields in the
Supported VHT-MCS
and NSS Set field in
8.4.2.160.3

desires to use for communication within the
BSS. This set is a superset of the <VHT-
MCS, NSS> tuples in the BSS basic VHT-
MCS and NSS set (see 10.39.7).

The parameter is present if
dot11VHTOptionimplemented is true and

not present otherwise.

6.3.4.2.4 Effect of receipt
Insert the following paragraph at the end of 6.3.4.2.4:

If the MLME of a VHT STA receives an MLME-JOIN.request primitive with a SelectedBSS parameter
containing a BSSDescription with a Basic VHT-MCS and NSS Set field in the VHT Operation element that
contains any unsupported <VHT-MCS, NSS> tuple, the MLME response in the resulting MLME-
JOIN.confirm primitive shall contain a ResultCode parameter that is not set to the value SUCCESS.

6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.2.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.request(

PeerSTAAddress,
AssociateFailureTimeout,
Capabilitylnformation,
ListenInterval,
Supported Channels,
RSN,
QoSCapability,
Content of FT Authentication elements,
SupportedOperatingClasses,
HT Capabilities,
Extended Capabilities,
20/40 BSS Coexistence,
QoSTrafficCapability,
TIMBroadcastRequest,
EmergencyServices,
DMG Capabilities,
Multi-band local,
Multi-band peer,
MMS,
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VHT Capabilities,
VendorSpecificinfo

)

Insert the following row before the VendorSpecificlnfo row in the parameter table in 6.3.7.2.2:

Name Type Valid range Description
VHT Capabilities As defined in VHT As defined in Specifies the parameters in the VHT
Capabilities element 8.4.2.160 Capabilities element that are supported by

the STA. The parameter is present if
dot11VHTOptionimplemented is true and
not present otherwise.

6.3.7.3 MLME-ASSOCIATE.confirm
6.3.7.3.2 Semantics of the service primitive
Change the primitive parameter list in 6.3.7.3.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.confirm(

ResultCode,
Capabilitylnformation,
AssociationlD,
SupportedRates,
EDCAParameterSet,
RCPI.request,
RSNI.request,
RCPLI.response,
RSNI.response,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
HT Capabilities,
Extended Capabilities,
20/40 BSS Coexistence,
TimeoutlInterval,
BSSMaxldlePeriod,
TIMBroadcastResponse,
QoSMapSet,
QMPFPolicy,
DMG Capabilities,
Multi-band local,
Multi-band peer,
MMS,
VHT Capabilities,
VendorSpecificlnfo

)
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