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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of
subject matter covered by patent rights. By publication of this standard, no position is taken with
respect to the existence or validity of any patent rights in connection therewith. ISO/IEEE is not responsible
for identifying essential patents or patent claims for which a license may be required, for conducting
inquiries into the legal validity or scope of patents or patent claims or determining whether any
licensing terms or conditions provided in connection with submission of a Letter of Assurance or a
Patent Statement and Licensing Declaration Form, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this standard are expressly advised that determination of the validity
of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from ISO or the IEEE Standards Association.

ISO/IEC/IEEE 8802-15-4 was prepared by the LAN/MAN of the IEEE Computer Society (as
IEEE 802.15.4-2015). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 6, Telecommunications and information exchange between systems, in
parallel with its approval by the ISO/IEC national bodies, under the “fast-track procedure” defined in the
Partner Standards Development Organization cooperation agreement between ISO and IEEE. IEEE is
responsible for the maintenance of this document with participation and input from ISO/IEC national bodies.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-15-4:2010), which has been
technically revised.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.
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Abstract: The protocol and compatible interconnection for data communication devices using low-
data-rate, low-power, and low-complexity short-range radio frequency (RF) transmissions in a
wireless personal area network (WPAN) are defined in this standard. A variety of physical layers
(PHYs) have been defined that cover a wide variety of frequency bands.

Keywords: ad hoc network, IEEE 802.15.4™  low data rate, low power, LR-WPAN, mobility, PAN,
personal area network, radio frequency, RF, short range, wireless, wireless personal area network,
WPAN
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Docu-
ments

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”’), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://
ieeexplore.ieee.org/Xplore/home.jsp or contact IEEE at the address listed previously. For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE-SA Website at http://

standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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At the time this standard was sent to sponsor ballot, the IEEE P802.15 Working Group had the following
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Introduction

This introduction is not part of IEEE Std 802.15.4™-2015, IEEE Standard for Low-Rate Wireless Networks.

This is the third revision of IEEE Std 802.15.4. From the beginning, the goal of the IEEE P802.15 Working
Group was to produce a standard that enabled very low-cost, low-power communications. The initial
standard, IEEE Std 802.15.4-2003, defined two optional physical layers (PHYSs), operating in different
frequency bands with a simple and effective medium access control (MAC).

In 2006, the standard was revised and added two more PHY options. The MAC remained backward
compatible, but the revision added MAC frames with an increased version number and a variety of MAC
enhancements, including the following:

—  Support for a shared time base with a data time stamping mechanism
—  Support for beacon scheduling
—  Synchronization of broadcast messages in beacon-enabled personal area networks (PANs)

— Improved MAC layer security

In 2011, the standard was revised to include the three amendments approved subsequent to the 2006
revision. This effort added four more PHY options along with the MAC capability to support ranging.
Additionally, the organization of the standard was changed so that each PHY would have a separate clause,
and the MAC clause was split into functional description, interface specification, and security specification.

The current revision of the standard was created to roll in the amendments approved subsequent to the 2011
revision: six PHY amendments and one MAC amendment, with corrigenda and clarifications. The features
added by the amendments include the following:

— Enhanced frame formats maintaining backward compatibility

— Information Elements (IEs)

—  Channel agility

— Extended superframe options

—  Low-energy mechanisms

— An enhanced acknowledgment frame that can carry data and can be secured
—  Prioritized channel access

— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including radio frequency identification (RFID), smart utility networks (SUNs), television
white space (TVWS) operation, low-energy critical infrastructure monitoring (LECIM), and rail
communications and control (RCC).

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2011. Major corrigenda items included changes to the security text to correct errors and clarify the text,
removal of the encrypt only mode, addition of security policy checks for the IEs, corrections regarding
personal area network identifier (PAN ID) compression behavior to eliminate ambiguous specification, and
changes to the IEs subclauses to include more information necessary for users of this standard.

The Project Authorization Request (PAR) for IEEE Std 802.15.4-2015 was first proposed in July 2013 and
was approved in October 2013 by IEEE’s New Standards Committee (NesCom). After three working group
ballots and two sponsor ballots, the final standard was approved in December 2015, just over two years from
start to finish.
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IEEE Standard for Low-Rate
Wireless Networks

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer specifications
for low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements. In addition, the standard provides modes that allow for precision
ranging. PHYs are defined for devices operating various license-free bands in a variety of geographic
regions.

1.2 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and low data
rate wireless connectivity among inexpensive devices. In addition, one of the alternate PHYs provides
precision ranging capability that is accurate to one meter. Multiple PHY's are defined to support a variety of
frequency bands.

35
Copyright © 2016 IEEE. All rights reserved.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:18 UTC from IEEE Xplore. Restrictions apply.

Full document details: ISO/IEC/IEEE 8802-15-4-2018


http://www.avadocuments.com/doc/iso-iec-ieee-8802-15-4-2018
http://www.avadocuments.com/doc/iso-iec-ieee-8802-15-4-2018

ISO/IEC/IEEE 8802-15-4:2018(E)

IEEE Std 802.15.4-2015
IEEE Standard for Low-Rate Wireless Networks

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ANSI X3.66-1979, Advanced Data Communication Control Procedures.!

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio Services,
Subpart S—Regulations Governing Licensing and Use of Frequencies in the 806-824, 851-869, 896-901,
and 935-940 MHz Bands (47 CFR, Part 90, Subpart S).2

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio Services,
Subpart Y—Regulations Governing Licensing and Use of Frequencies in the 4940-4990 MHz Band
(47 CFR, Part 90, Subpart Y).

FIPS Pub 197, Advanced Encryption Standard (AES).3

IEEE Std 802%-2014, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.* 3

IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location
Configuration Information, Internet Engineering Task Force.®

TANSI publications are available from the American National Standards Institute (http://www.ansi.org/)

2CFR publications are available from the U.S. Government Printing Office (http:/www.gpo.gov/).

3FIPS publications are available from the National Technical Information Service (NTIS) (http://www.ntis.org/).

“IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).

5The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
SIETF RFCs are available from the Internet Engineering Task Force (http://www.ietf.org/).
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3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary should be consulted for terms not defined in this clause.’

association: The service used to establish membership for a device in a network.
authentication tag: Information that allows the verification of authenticity of a message.

channel hopping: Periodically switching the channel using a sequence known to both sending and receiving
devices where the entire frame is sent on a single channel.

channel offset: A number used in the channel calculation of a slotted channel hopping system to allow for
different channels to be used in the same slot.

chirp: Linear frequency sweep (frequency may either increase or decrease).

dependent device: A device that operates without direct Internet access to the television white space
(TVWS) database and depends on another device for channel availability information.

encryption: The transformation of a message into a new representation so that privileged information is
required to recover the original representation.

fragment: An individual subset of a MAC protocol data unit.

frame: The format of aggregated bits from a medium access control sublayer entity that are transmitted
together in time.

group key: A key that is known only to a set of devices.

independent device: A device that has direct access to the television white space (TVWS) database via the
Internet.

key: Privileged information that may be used, for example, to protect information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information.

keying material: The combination of a key and associated security information (e.g., a nonce value).
link key: A secret key that is shared between precisely two devices.
mobile device: A device whose location in the network may change during use.

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a time
stamp.

packet: The formatted, aggregated bits that are transmitted together in time across the physical medium.

payload data: The contents of a data message that is being transmitted.

IEEE Standards Dictionary subscription is available at
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
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radio frequency identification (RFID): The use of electromagnetic or inductive coupling in the radio
frequency (RF) portion of the spectrum to communicate to or from a tag through a variety of modulation and
encoding schemes to uniquely read the identity of an RF tag.

slotframe: A collection of timeslots repeating in time, analogous to a superframe in that it defines periods of
communication opportunities.

smart utility network (SUN): a principally outdoor, low data rate wireless network that supports two-way
communications among sensing, measurement, and control devices in the smart grid.

symmetric key: A secret key that is shared between two or more parties that may be used for encryption/
decryption or integrity protection/integrity verification, depending on its intended use.

timeslot: A defined period of time during which a frame and an acknowledgment may be exchanged
between devices.

transaction: The exchange of related, consecutive frames between two peer medium access control (MAC)
entities, required for a successful transmission of a MAC command frame or Data frame.

3.2 Acronyms and abbreviations

Ack acknowledgment

AES advanced encryption standard

AIFS acknowledgment interframe spacing

AR acknowledgment request

ASK amplitude shift keying

ASN absolute slot number

ATI allowed transmission interval

BCH Bose Chaudhuri Hocquenghem

BDE bit differential encoding

BLE battery life extension

BOP beacon only period

BPM burst position modulation

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period

CBC-MAC  cipher block chaining message authentication code

CCA clear channel assessment

CCM counter mode encryption and cipher block chaining message authentication code

CCM* extension of counter mode encryption and cipher block chaining message authentication
code

CFP contention-free period

CID company identifier

CP cyclic prefix

CoU chirp on ultra-wide band

CRC cyclic redundancy check

CS continuous spectrum

CSK chirp-shift keying

CSL coordinated sampled listing
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CSM
CSMA-CA
CSS

DA
DAA
DBS
DEMUX
DFT
DPS
DPSK
DQCSK
DQPSK
DSME
DSN
DSSS
EBSN
ED
EIRP
Enh-Ack
ESDU
EUI-64
EVM
FCC
FCS
FEC
FFD
FICS
FoM
Frak
FSCD
FSK
GDB
GFSK
GMSK
GTS
HCS
HRP

ID

IDFT

1IE

IFS
Imm-Ack
ISR
I-RIT
LBT
LCP
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common signaling mode

carrier sense multiple access with collision avoidance
chirp spread spectrum

device announcement

detect and avoid

dedicated beacon slot

de-multiplexer

discrete Fourier transform

dynamic preamble selection

differential phase-shift keying
differential quadrature chirp-shift keying
differential quadrature phase-shift keying
deterministic and synchronous multi-channel extension
data sequence number

direct sequence spread spectrum
enhanced beacon sequence number
energy detection (also in 6.2.8, extended duration)
effective isotropic radiated power
enhanced acknowledgment

encapsulated service data unit

64-bit extended unique identifier
error-vector magnitude

Federal Communications Commission
frame check sequence

forward error correction

full-function device

fragment integrity check sequence
figure of merit

fragment acknowledgment

fragment sequence context description
frequency shift keying

geolocation database

Gaussian frequency-shift keying
Gaussian-filtered minimum shift keying
guaranteed time slot

header check sequence

high rate pulse repetition frequency
identifier

inverse discrete Fourier transform
information element

interframe space or spacing

immediate acknowledgment
interference-to-signal ratio

implicit receiver initiated transmission
listen before talk

linear combination of pulses
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LE
LECIM
LEIP
LFSR
LIFS
LMR
LRP
LQI
LR-WPAN
LSB
LTF
MAC
MBAN
MCPS
MCPS-SAP
MCS
MD
MDSSS
MFR
MHR
MIC
MLME
MLME-SAP
MPM
MSB
MSK
MPDU
MPSK
MSDU
NRNSC
00K
0-QPSK
oUI
OVSF
PAN

PC

PCA

PD
PD-SAP
PER
P-FSK
PHR
PHY
PIB
PICS
PLME
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low energy

low-energy, critical infrastructure monitoring
location enhancing information postamble
linear feedback shift register

long interframe spacing

land mobile radio

low rate pulse repetition frequency

link quality indication

low-rate wireless personal area network
least significant bit

long training field

medium access control

medical body area network

MAC common part sublayer

MAC common part sublayer service access point
modulation and coding scheme
multi-superframe duration

multiplexed direct sequence spread spectrum
MAC footer

MAC header

message integrity code

MAC sublayer management entity

MAC sublayer management entity service access point
multi-PHY management

most significant bit

minimum shift keying

MAC protocol data unit

m-ary phase shift keying

MAC service data unit

nonrecursive and nonsystematic code

on-off keying

offset quadrature phase-shift keying
organizationally unique identifier
orthongonal variable spreading factor
personal area network

personal computer

priority channel access

physical layer data

physical layer data service access point
packet error rate

position-based frequency shift keying

PHY header

physical layer

personal area network information base
protocol implementation conformance statement
physical layer management entity
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PLME-SAP
PN
PPDU
PPM
PRBS
PRF
PSD
PSDU
PSSS
QAM
QPSK
RCC
RCCN
RDEV
RF

RFD
RFD-RX
RFD-TX
RFID
RFRAME
RIT

RIV
RMARKER
RSC
RSSI
RX

SAB

SD

SF

SFD
SHR
SIFS
SNR
SPC
STF
SUN
TID
TMCTP
TPC
TRLE
TSCH
TVWS
TX
UWB
WPAN
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physical layer management entity service access point
pseudo-random noise

PHY protocol data unit

pulse position modulation
pseudo-random binary sequence

pulse repetition frequency

power spectral density

PHY service data unit

parallel sequence spread spectrum
quardrature amplitude modulation
quadrature phase-shift keying

rail communications and control

rail communications and control network
ranging-capable device

radio frequency

reduced-function device

reduced function device—receive only
reduced function device—transmit only
radio frequency identification

ranging frame

receiver initiated transmission
remainder initialization value

ranging marker

recursive and systematice code
receive signal strength indicator
receive or receiver

slot allocation bitmap

superframe duration

spreading factor

start-of-frame delimiter
synchronization header

short interframe spacing
signal-to-noise ratio

super PAN coordinator

short training field

smart utility network

transaction identifier

TVWS multichannel cluster tree PAN
turbo product code

time-slot relaying based link extension
timeslotted channel hopping

television white space

transmit or transmitter

ultra-wide band

wireless personal area network
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4. Format conventions

4.1 General

Throughout this standard, unless otherwise stated, data structures exposed in interfaces are represented using
the conventions and formats defined in this clause.

NOTE—It is important to note that interfaces are depicted in this standard as bit serial by convention but may be
implemented in other forms, e.g., 4- or 8-bit patrallel.8

Within the PHY, data structures are passed to the reference modulator input in bit-serial convention. PHY
specific coding may change the bit-order and encode multiple information bits into symbols. Hence the

over-the-air interface may express the data structure content in a manner different than the conventions
defined here.

After all applicable expansion, the size of a MAC frame shall be less than the maximum PSDU size
supported by the PHY in use.

4.2 Fields

The general format of a data structure is shown in Figure 4-1. Each field is represented by a column in the
figure giving the size of the field and the name and/or type of the datum encoded in the field. The convention
of a data structure is recursive in that a field may contain a data structure which is in turn composed of fields.

Octets: 2 Bits: 0-5 6-7

Field Name/Type Field Name/Type Field Name/Type
(Number datum) (Bit string datum) | (Bit string datum)

Figure 4-1—General data structure format

The form <Octets: n> means the field is n octets long. The form <Bits: #n> or <Bits: m-n> means bit number
n or bits m to n of the data structure. The terms octet and bit may also be written as octets or bits. In a figure,
if a field length appears without either Octets or Bits, then the preceding units apply.

The form <Octets: n/m/I[> means the field can be n, m or [ octets long.

Fields are concatenated into larger data structures, e.g., Figure 4-1 represents a data structure with 3 fields of
length 2 octets, 6 bits and 2 bits for a total size of 3 octets.

Order of representation is strict with the leftmost field as shown in any figure occurring before the next field
to its right. The second field from the left occurs before the third field and so on.

Significance, as expressed in the terms LSB and MSB, only applies to numbers as defined in 4.3. All other
fields are treated as strings.

The convention of 'processing a data structure' or 'transmitting a data structure' mean treatment of the
content of the data structure in the order defined in the following subclauses.

8Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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4.3 Numbers

Numbers are represented in decimal (nnn), binary (Obnnn), or hexadecimal (Oxnnn) notation with the
number of digits indicated. For example, 0b001 is a 3 digit binary number of value 1 and 0x001 is a 3 digit
hexadecimal number of value 1. Numbers encoded in fields may be signed or unsigned integers. Other
formats (e.g., a field containing a floating point number) are stated in the field definition where applicable.

When represented in fields, numbers are expressed with LSB leftmost and MSB rightmost as shown in
Figure 4-2 for an n-bit unsigned integer. (Note that this is the inverse of the number representations Obnnn
and Oxnnn and of common number representations used in mathematical notations.) For example, the
number 0x47 would be represented in an 8-bit field as 1110 0010.

Bit:0 7 Bits 8—(n-2) n-1
LSB .. - Subsequent MSB
octets

Figure 4-2—General number field format

Numbers of size greater than 1 octet occur with the octet containing the least significant bits first (leftmost)
followed by octets containing bits of increasing significance to the right.

Unless otherwise stated in the definition of a field, a number in a field shall be formatted as an unsigned
integer.

4.4 Strings

A string of length k bits is represented as a bit sequence numbered from 0 to k-1. Bit 0 occurs first and is
represented as the leftmost bit of a string field. Bit 1 occurs to the right of bit 0 and so on until bit (k-1). This
is illustrated in Figure 4-3.

Bits:0 7 Bits 8—(k—1)

String bit 0 String bit 7 | String bits 8 to k — 1

Figure 4-3—General string field format

A string of length greater than 1 octet is represented by the octet containing the lowest numbered bits first
and leftmost, followed by octets containing increasing bit numbers to the right.

4.5 Reserved fields and values
Each bit within any Reserved field shall be set to zero on transmission and shall be ignored on reception.

No decision should be made on the contents of any Reserved field or field containing a reserved value.
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5. General description

5.1 Introduction

A low-rate wireless personal area network (LR-WPAN) is a simple, low-cost communication network that
allows wireless connectivity in applications with limited power and relaxed throughput requirements. The
main objectives of an LR-WPAN are ease of installation, reliable data transfer, extremely low cost, and a
reasonable battery life, while maintaining a simple and flexible protocol.

This standard defines multiple PHY's operating in a variety of frequency bands, as described in 10.1.1.

Two different device types can participate in an IEEE 802.15.4 network: a full-function device (FFD) and a
reduced-function device (RFD). An FFD is a device that is capable of serving as a personal area network
(PAN) coordinator or a coordinator, as defined in 6.1. An RFD is a device that is not capable of serving as
either a PAN coordinator or a coordinator. An RFD is intended for applications that are extremely simple,
such as a light switch or a passive infrared sensor; it does not have the need to send large amounts of data
and only associates with a single FFD at a time. Consequently, the RFD can be implemented using minimal
resources and memory capacity.

Supplemental information for different industrial domains is described in “Applications of
IEEE Std 802.15.4” [B3].°

5.2 Special application spaces

Although this standard is intended address many diverse application spaces, some application spaces have
unique requirements which required specific elements added to this standard. These elements are described
in this subclause.

5.2.1 Smart utility network (SUN)

SUNSs enable multiple applications to operate over shared network resources, providing monitoring and
control of a utility system. SUN devices are designed to operate in very large-scale, low-power wireless
applications and often require using the maximum transmit power available under applicable regulations, in
order to provide long-range, point-to-point connections. Frequently, SUNs are required to cover
geographically widespread areas containing a large number of outdoor devices. In these cases, SUN devices
are able to employ mesh or peer-to-peer multihop techniques to communicate with an access point.

5.2.2 Rail communications and control (RCC)

RCC refers to a wireless information exchange and sensor or control communications deployed in areas
such as the following:

— A wireless link between trains, locomotives, or other mobile rolling stock to fixed trackside or
network infrastructure

— A link between connected fixed, remote trackside infrastructure and fixed network infrastructure

— A link between vehicles in the same train or between two or more trains

RCC devices are intended to support mobile rail vehicle communications at high speeds with data rates that
enable connections at distances of over 50 km. The RCC PHYSs are designed to take advantage of relatively
small amounts of spectrum where spectrum is costly or scarce.

9The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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5.2.3 Television white space (TVWS)

TVWS operation has the requirement to determine which TVWS frequency allocations are available for use
at a given time and geographic location. TVWS devices need to have have access to TVWS channel
availability information, for example, via a central database that is accessed over the Internet. A TVWS
device that has no connection to the Internet must depend upon another TVWS device that has access to the
TVWS database via the Internet to acquire channel availability information.

5.2.4 Radio frequency identification (RFID)

Active RFID devices are used to identify and often locate people or objects in industrial or commercial
environments. Typical applications include asset management, inventory management, process control and
automation, safety and accountability.

In its simplest form an active RFID system comprises a number of transmit-only tags that periodically
transmit a packet containing a unique ID and a small amount of data. The packet is received by one or more
readers that may simply register the tag as present, may employ further processing to determine the location
of the tag, or forward data to an application server. More complex active RFID systems might employ two-
way communications with the tag for control, communication, and coordination.

5.2.5 Low-energy, critical infrastructure monitoring (LECIM)

The LECIM portions of this standard are designed to implement a minimal network infrastructure that
enables the collection of scheduled and event data from a large number of non-mains powered end points
that are widely dispersed, or are in challenging propagation environments. To facilitate low energy operation
necessary for multi-year battery life, MAC protocols that minimize network maintenance traffic and device
wake durations have been defined.

5.2.6 Medical body area network (MBAN) services

Some countries have allocated spectrum for MBAN services on a secondary basis such that MBAN devices
are required to protect all primary users and accept possible interference from those users. MBAN devices
operating within this allocated spectrum conform to a set of rules which restrict use of the band to only
medical, non-voice use under direction of a healthcare practitioner, among other requirements. When a
primary user is making use of a portion of the band, MBAN devices vacate that portion of the band. Use of
the band by the primary user is, in general, scheduled well in advance allowing MBAN users to share the
band in an orderly manner.

5.3 Components of the IEEE 802.15.4 WPAN

A system conforming to this standard consists of several components. The most basic is the device. A device
has a single radio interface that implements an IEEE Std 802.15.4 MAC and PHY. Two or more devices
communicating on the same physical channel constitute a wireless personal area network (WPAN). A
WPAN includes at least one FFD, operating as the PAN coordinator.

5.4 Multi-PHY management (MPM) of the SUN WPAN

Multiple, different SUN PHY's can operate in the same location and within the same frequency band. In
order to mitigate interference, an MPM scheme is specified for SUNs to facilitate inter-PHY coexistence.
For this purpose, the MPM scheme facilitates interoperability and negotiation among potential coordinators
with different PHYs by permitting a potential coordinator to detect an operating network during its
discovery phase using the common signaling mode (CSM) appropriate to the band being used. The MPM
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procedure can be used in conjunction with the clear channel assessment (CCA) mechanism to provide
coexistence.

5.5 Network topologies

Depending on the application requirements, an IEEE 802.15.4 LR-WPAN operates in either of two
topologies: the star topology or the peer-to-peer topology. Both are shown in Figure 5-1. In the star
topology, the communication is established between devices and a single central controller, called the PAN
coordinator. A device typically has some associated application and is either the initiation point or the
termination point for network communications. The PAN coordinator is the primary controller of the PAN.
All devices operating on a network of either topology have unique addresses, referred to as extended
addresses. In addition, a device can be assigned a short address during the association process. A device will
use either the extended address or the short address for communication within the PAN. The transmission of
the extended and short address fields is optional for RFD-TX devices. The PAN coordinator will often be
mains powered, while the devices will likely be battery powered. Applications that benefit from a star
topology include home automation, personal computer (PC) peripherals, games, and personal health care.

Star Topology Peer-to-Peer Topology

R
\T/ <.
A N/ corin

@ Full Function Device
O Reduced Function Device

Communication Flow

PAN
Coordinator O

Figure 5-1—Star and peer-to-peer topology examples

The peer-to-peer topology also has a PAN coordinator; however, it differs from the star topology in that any
device is able to communicate with any other device as long as they are in range of one another. Peer-to-peer
topology allows more complex network formations to be implemented, such as mesh networking topology.
Applications such as industrial control and monitoring, wireless sensor networks, asset and inventory
tracking, intelligent agriculture, and security would benefit from such a network topology. A peer-to-peer
network allows multiple hops to route messages from any device to any other device on the network. Such
functions can be added at the higher layer, but they are not part of this standard.

Each independent PAN selects a unique identifier. This PAN identifier (ID) allows communication between
devices within a network using short addresses and enables transmissions between devices across
independent networks. The mechanism by which identifiers are chosen is outside the scope of this standard.

The network formation is performed by the higher layer, which is not part of this standard.
5.5.1 Star network formation

The basic structure of a star network is illustrated in Figure 5-1. After an FFD is activated, it can establish its
own network and become the PAN coordinator. All star networks operate independently from all other star
networks currently in operation. This is achieved by choosing a PAN ID that is not currently used by any
other network within the radio communications range. Once the PAN ID is chosen, the PAN coordinator
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