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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. 1ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with 1SO and 1EC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, 1SO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when a technical committee has collected data of a different kind from that which is normally
published as an International Standard ("state of the art”, for example), it may decide by a simple majority vote of its
participating members to publish a Technical Report. A Technical Report is entirely informative in nature and does not have to
be reviewed until the data it provides are considered to be no longer valid or useful.

In exceptional circumstances, when a technical committee has collected data of a different kind from that which is normally
published as an International Standard (“state of the art”, for example), it may decide by a simple mgjority vote of its
participating members to publish a Technical Report. A Technical Report is entirely informative in nature and does not have to
be reviewed until the data it provides are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC TR 10021 may be the subject of patent
rights. ISO and |EC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 10021-11 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee
SC 6, Telecommunications and information exchange between systems, in collaboration with ITU-T. The identical text is
published as ITU-T Recommendation X.404.

ISO/IEC TR 10021 consists of the following parts, under the general title Information technology — Message Handling
Systems (MHYS):

— Part 1: System and Service Overview

— Part 2: Overall architecture

— Part 3: Abstract Service Definition Conventions

— Part 4: Message transfer system: Abstract service definition and procedures
— Part 5: Message store: Abstract service definition

— Part 6: Protocol specifications

— Part 7: Interpersonal messaging system

— Part 8: Electronic Data Interchange Messaging Service

— Part 9: Electronic Data Interchange Messaging System

— Part 10: MHSrouting

— Part 11: MHS Routing — Guide for messaging systems managers

Annexes A and B of this part of ISO/IEC 10021 are for information only.
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I ntroduction

This Recommendation | Technical Report is one of a set of Recommendations | nhumber of parts of 1SO/IEC 10021
defining Message Handling in a distributed open systems environment.

ITU-T Rec. X.412 | ISO/IEC 10021-10 defines a method for routing messages through the Message Handling System
(MHS). This Recommendation | Technical Report provides guidance for Configuring MTS Routing using the Directory,
and suggests the characteristics of a Directory User Agent for managing that process. It allows OR-address plans, MTA
interconnection topology and the management structures applied to MHS to be dealt with independently of each other
whilst remaining within a co-ordinated framework.
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TECHNICAL REPORT

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — MESSAGE HANDLING SYSTEMS (MHS):
MHS ROUTING — GUIDE FOR MESSAGING SYSTEM MANAGERS

1 Scope

This Recommendation | Technical Report specifies the means by which the administrator of various aspects of an MHS
system may configure information into the directory for MTAs to use to determine the routing of messages.

ITU-T Rec. X.412 | ISO/IEC 10021-10 provides a set of directory structures that may be configured in many different
ways to support a particular MHS routing strategy. In order to illustrate the use of these directory structures, this
document contains advice on how an MHS Administrator might organize the configuration of directory trees and entries
in the directory. In particular, it contains suggestions on the following:

— The types, construction and location of different OR-address subtrees that may be needed;

—  The location of routing collective and MTA entries in the directory.
Other ways of using the routing capabilities specified in ITU-T Rec. X.412 | ISO/IEC 10021-10 are also valid.

Other Recommendations | International Standards define other aspects of the MHS. ITU-T Rec. F.400/X.400 |
ISO/IEC 10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2
provides an architectural overview of the MHS. ITU-T Rec. X.411 | ISO/IEC 10021-4 defines the abstract-service of the
Message Transfer System. ITU-T Rec. X.412 | ISO/IEC 10021-10 defines MHS Routing using the directory.

2 Nor mative Refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | Technical Report. At the time of publication, the editions indicated were
valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | Technical Report are encouraged to investigate the possibility of applying the most recent edition of
the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

21 Identical Recommendations| I nternational Standards

— ITU-T Recommendation X.216 (1994) | ISO/IEC 8822:19%formation technology — Open Systems
Interconnection- Presentation service definition.

— ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1986rmation technology — Message
Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.412 (1999) | ISO/IEC 10021-10:196&yrmation technology — Message
Handling Systems (MHS): MHS routing.

— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1988prmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

2.2 Paired Recommendations | Inter national Standards equivalent in technical content
—  CCITT Recommendation X.208 (1998pecification of Abstract Syntax Notation One (ASN.1).
ISO/IEC 8824:1990Information technology — Open Systems Interconnection — Specification of Abstract

Syntax Notation One (ASN.1). Documents
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— ITU-T Recommendation F.400/X.400 (199Message handling services: Message handling system and
service overview.

ISO/IEC 10021-1:1990)nformation technology — Text Communication — Message Oriented Text
Interchange Systems (MOTIS) — Part 1. System and service overview.

3 Definitions
For the purposes of this Recommendation | Technical Report, the following definitions apply.

3.1 MHS definitions

The following terms are formally defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:
— OR-address;
- MTA;
- MTS;
— MHS;
— Message Store;
— User Agent;
- P
-  P3;
- MD;
— ADMD;
— PRMD;
—  Security Context.

3.2 ASN.1 definitions

The following term is formally defined in ITU-T Rec. X.208 | ISO/IEC 8824:
— ASN.1.

33 Directory definitions

The following terms are formally defined in ITU-T Rec. X.500 | ISO/IEC 9594:
—  Directory Name;
— Relative Distinguished Name.

34 Presentation Service definitions

The following term is formally defined in ITU-T Rec. X.216 | ISO/IEC 8822:
— Presentation Service Access Point.

35 MHS-routing definitions

The following terms are formally defined in ITU-T Rec. X.412 | ISO/IEC 10021-10:
—  Connection Group;
—  Enumerated Connection Group;
— Next Level Complete;
— Routing collective;

— Routing-MTA;
— Target MTA;
— Un-enumerated Connection Group. Documents
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3.6 MHS Routing Methodology Definitions

The following terms are defined in clauses 6 to 10 of this Recommendation | Technical Report:

3.6.1 adjacent MTA: An MTA that isdirectly connected (i.e. through some connection group) to the current MTA.
3.6.2 administrator: A person or role which manages a particular routing collective in the MHS.

3.6.3 current MTA: The MTA taking arouting decision for a message.

3.6.4 exit MTA: A routing MTA within the routing collective which has access to connection groups allowing it to
transfer messages to MTAS outside a routing collective. In an extreme case, each MTA in arouting collective might be
an Exit MTA.

3.6.5 external OR-address subtree: An OR-address subtree which holds routing information to parts of the MTS
lying outside the routing collective under construction.

3.6.6 external Route: A route from arouting collective Exit MTA to another MTA outside the routing collective.
3.6.7 internal Route: A route between two MTAs within arouting collective.

3.6.8 mailbox: term used to indicate the delivery point for messages located by an OR-address. This may be a P7
accessed message store, a P3 accessed user agent or a proprietary protocol accessed user process. The distinction
between these variantsisirrelevant to MHS routing.

3.6.9 OR-address plan: A plan of OR-address attribute types used to identify an organization's departments,

divisions and users of MHS. An OR-address plan is specified by the Organisational and MHS administrators to select
the particular OR-address forms and attributes for use within the organisation from all those possibilities that are
specified in the MHS base standards. Organizational Administrator are persons or roles which manage non-MHS aspects
of an organization, but who place requirements on an MHS system.

3.6.10 reference OR-address subtree: an OR-address subtree that contains a routing collective’s internal routing and
message delivery information.

3.6.11 registration Authority: An administrative role which ensures that OR-addresses are unambiguous, i.e. that
each OR-address is allocated to one and only one user.

3.6.12 routing Information: Information held in OR-address subtrees which instructs an MTA on how to process a
message for a particular OR-address.

NOTE — This is more general than the ASN.1 construct 'routing advice', since it is oriented to the discrete actions that an
administrator will take, and includes Recipient MD Assigned Alternate Recipients etc.

3.6.13  top level routing collective: A routing collective which does not belong to a superior routing collective.

4 Abbreviations

For the purposes of this Recommendation | Technical Report, the following abbreviations apply.
ISDN Integrated Services Digital Network
LAN Local Area Network
PSDN Packet Switched Digital Network
PSTN Public Switched Telephone Network

5 Overview

5.1 The role of MHS Routing

Message Handling Systems exchange messages between users on a store-and-forward basis. A message submitted by
one user (the originator) will be transferred through one or more Message Transfer Agents (MTAS) in the Message-
Transfer-System (MTS) and delivered to one or more other users (the recipients). The sequence of MTAS through which

a message is transferred on its way from originator to recipient is the message's route. The originatmﬂtﬁm%
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the route but identifies the recipient in the MTS by means of an unambiguous Originator/Recipient Address
(OR-address) or directory name which is translated by the directory into the recipient's OR-Address. A recipient’'s OR-

Address indirectly specifies which MTA the recipient is attached to. Each user is supported by a single MTA that is
responsible for delivering messages addressed to the user. Each MTA that handles a message on its way towards its
destination uses the recipient's OR-address on the message’s envelope to select the most appropriate subsequent rout:
This process eventually leads to the delivering MTA.

To achieve store and forward messaging, each MTA is configured with routing information indicating the OR-addresses
for which it has delivery responsibility and also the routes through adjacent MTAs which should be taken towards all
other OR-addresses. In general, each MTA requires different routing information to reflect its location and connectivity
within the MTS with respect to MTAs supporting other OR-addresses.

5.2 Administrative Roles

MTAs are configured with routing information by MHS administrators. The information that (possibly different)
administrators supply to their MTAs should be co-ordinated to ensure that each message is correctly and efficiently
routed towards its recipients, and that routing conflicts and loops do not occur.

MHS routing is influenced by a number of different organizational roles:

— an organizational administrator who is primarily concerned with the operational aspects of the
organisation, and regards MHS as a resource. Organisational administrators specify requirements of
MHS, but do not get involved in the realisation of MHS;

— an MHS Administrator who is directly responsible for all aspects of the installation and operation of the
MHS, including the connectivity between MTAs etc.;

— an administrative role to ensure the allocation of unambiguous OR-addresses to MHS users. This role is
formally identified as a 'RegistrationAuthority’. However its realisation, and the way it is administered
will vary from organization to organization, and it will also vary according to the type of OR-address
attribute being administered and the type of users the attributes are being registered for.

The MHS requirements are determined primarily by organizational administrators, and the MHS routing strategy
supporting those requirements is designed and configured by MHS administrators. In some cases, the MHS
administrator’s role may be further subdivided e.g. into those who deal with creating and managing mailboxes and those
who are primarily involved in managing MTAs and their interconnectivity.

In addition, a registration authority is also assumed to be responsible for registering the OR-addresses assigned to users
ensuring that they are unambiguous and that the OR-addresses conform to the OR-address plan. Each registration
authority will administer values for some OR-address attributes within the scope of one or more well defined sets of OR-
addresses. Some registration authorities will act at higher levels in the global OR-address space (e.g. to register Country
Names, PRMD Names, ADMD Names and organization Names). Others will act at lower levels, (e.g. to register
organization Names, organizational Unit Names, Personal Names etc. within ADMDs, PRMDs, organizations etc.).
Registration of Country names, MD names and Organisation names is performed by a hierarchy of formal registration
authorities. However, the way that the remaining OR-address attributes are administered within an organization may be
less formal, and it will differ dependent on the type of organization.

The sole collective technical requirement of registration authorities as far as MHS routing is concerned is that all
OR-addresses should be unambiguous — i.e. no two MHS users should be allocated (or granted) the same OR-address.

In some organizations, one or more of the above roles may be carried out by the same department or person, however
they will often be dispersed and, for the purposes of this Recommendation | Technical Report the functions they carry
out are regarded as separate and independent of each other.

Documents
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Organizational administrators are concerned with the day to day business of the organization and regard the MHS as a
facility to support the organization. They are not directly involved in MHS administration. They determine the internal
structure of the organization into departments, and the distribution of the organization and the departments over different
geographically dispersed sites. In doing this, they determine the geographical site at which each MHS user is located.
Their primary concerns with MHS routing are:

— that the MHS supports an OR-address plan which reflects each user’s departmental or sit8;location
— that the OR-address plan makes it easy to guess a user’'s OR-address; and

— that OR-addresses are stable and do not need to be changed when users are relocated or connected to
different MTA.

It is essential that the OR-address plan is determined by these factors alone, and that these requirements are nof
compromised by any MHS configuration choices or limitations imposed by MHS products or services. The
organizational administrator’'s input into the MHS routing design is therefore a specification of an OR-address plan
suited to the organization, and, for each user, a specification of the geographical and departmental locations and the
user's OR-address.

MHS administrators are concerned with supporting the messaging requirements specified by organizational
administrators. There are two independent aspects of the MHS administrator’s role:

— To develop and maintain the interconnectivity of MTAs together with a message routing strategy which
supports the organization’s OR-address plan. These must take into consideration the geographical
distribution of the organization and the available MHS systems and data communications links connecting
the organization’s different sites;

—  Configuring each user's MHS OR-addresses and mailbox at a particular location and with an OR-address
specified by the organizational administrator.

It should be noted that an organization’s operational internal structure, which should be the sole factor determining its
OR-address plan, is often quite different to the organizational structure of the MHS administration, and it may be
different again to the topology of MTA interconnections. It is therefore important that the three following aspects of
MHS routing design should be maintained independently of each other, and that:

— the OR-address plan can be constructed to reflect the requirements of the organizational administrator,
and to provide as short an OR-address as is possible whilst remaining intuitively 'guessable’ by users. This
aim should not be compromised by any aspects of the design or configuration of the MHS;

— an MHS administrative structure can be constructed to fulfil the requirements of the organizational
administration, recognizing that it may be centralised or devolved, and may need to be quite different to
the organization’s structure as specified by the organizational administrator (e.g. it must allow for cases
where individual organizational departments are distributed over different geographical locations and
served by different MTAS);

— the OR-address plan remains independent of the topology of the MTS.

53 The Role of the MHS Routing Standard

In the absence of ITU-T Rec. X.412 | ISO/IEC 10021-10, different MTA products tended to adopt different approaches
to routing and often, no tools were provided to support the specification of an overall routing strategy among groups of
MTASs. This was particularly so in multi-vendor environments in which MTS designs were often compromised because
the specification of the OR-address space and MTS topology and message routing could not be done independently of
each other. In these cases, to achieve a workable routing strategy, each MTA had to be assigned the delivery
responsibility for a complete OR-address space (e.g. by assigning delivery responsibility for all OR-addresses containing
a particular OU Name to a particular MTA). This strategy creates an unfortunate binding between the OR-address space
and the topology of the MTS, and had a number of disadvantages:

1) Distribution of an organizational department’s users over several MTAs forced MHS administrators to
introduce unnecessary extra OR-address attributes into the OR-address plan. These attributes were of no
real significance within the organization but were necessary to identify the delivering MTA (e.g. by
adding extra Organizational Unit attributes to distinguish between the different MTAs which supported a
single organizational department, so that each MTA had delivery responsibility for all OR-addresses
containing a particular value of the extra attribute);

D Organizational administrators can choose whether to develop an OR-address plan reflecting the departmental structure or
geographic distribution of the Organization, or they can choose a mixture of both. D ocum ents
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2) Routing strategies often had to be constructed that concentrated routing knowledge in central MTAs, and
required that all message traffic should pass through that MTA. This inhibited direct routing between the
originator and recipient's MTAS, it introduced a single point of failure, and was the source of potential
traffic overload situations and unnecessarily long delivery delay times;

3) When users had to be relocated to another MTA (e.g. because they were moved to another building or site
or department), their OR-address had to be changed to reflect the fact that they were served by a
different MTA,;

4) It was sometimes not possible to determine whether an OR-address was valid, other than by passing the
message through all MTAs in an area of the MTS until all possibilities had been tried.

MHS administrators were also confronted with a variety of different mechanisms to configure different MTAs, and
many MTA products placed restrictions on the OR-address plans that they could specify.

54 The advantages of using MHS Routing

ITU-T Rec. X.412 | ISO/IEC 10021-10, and this Recommendation | Technical Report, specify MHS routing and routing
techniques using the directory. The directory enables the information required for MTA routing decisions to be held in a
standardized, distributed store which can be accessed by each MTA using a standardized access protocol. Using the
directory in this way to support MHS routing has a number of advantages for the administration of ADMDs and
PRMDs:

a) It allows MHS and organizational administrators to allocate shorter OR-addresses which remain stable
over longer time periods. This is particularly important where a department within an organization (e.g.
identified by a particular organizational Unit OR-address attribute value) is geographically distributed, or
where it is necessary to spread the processing load of a large department over two or more MTAS;

b) It allows enhancement of MTS performance, since although it might be considered that use of the
directory is an overhead, the method can improve the performance of MTS routing because of its ability
to select more direct routes and reduce the number of MTAs which have to be traversed by messages;

¢) The MHS administrator can avoid single points of failure (i.e. by avoiding the need to configure star
connectivity to centralised MTAs, or having to route in a ‘hierarchic' fashion as dictated by the OR-
addresses attributes);

d) It is possible to construct alternate routes from any MTA to any destination in order to avoid congested
areas or system failures;

e) Itallows MHS administrators to avoid routing strategies which lead to traffic congestion situations;

f) It provides a uniform approach and a single method to ease the MHS administrative tasks of routing by
providing a standard (abstract) interface to the routing controls of MTAs through a single point of access
to the directory which may be remote from the MTAs being configured,;

g) It can be used for ADMDs and PRMDs to exchange routing information identifying which MTAs should
be used as entry points into the MD and it will be of particular use where the single space country name
or 'XX' country code are in use. Such information may assist other MDs to make optimum routing
choices.

Because of these characteristics, MHS administrators using systems that conform to the MHS-Routing standards and this
methodology can provide a better user service to the organization and MHS users.

6 MHS Routing Concepts

6.1 Introduction

This clause introduces MHS Routing administrators to the concepts of the MHS Routing Standard (ITU-T Rec. X.412 |
ISO/IEC 10021-10). Clause 6 of ITU-T Rec. X.412 | ISO/IEC 10021-10 contains a more formal and detailed description.
The following concepts are explained here:

1) MHS;
2) MHS Routing and the MHS Routing problem;

3) The Directory; Documents
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4) Therationale for aDirectory based solution;
5) TheMode of Directory Based MHS Routing;
6) Directory schema configuration for MHS Routing.

6.2 MHS

Message Handling Systems (MHS) enable users to exchange messages on a store-and-forward basis. A message
submitted on behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently
delivered to the agents of one or more other users, the recipients. The MTS comprises a collection of Message Transfer
Agents (MTAS). The MTASs are highly distributed, and connected directly or indirectly to each other in a networked
fashion. A message will traverse one or more MTASs on itsjourney from its originator to its recipient.

MHS routing takes place in the OS| Application Layer (i.e. in MTAS), and is distinct from network layer routing (MHS
routing deals with complete messages, the Network layer routes data streams that carry messages between different
MTAS).

A more complete description of the MHS is provided in ITU-T Rec. F.400/X.400 | ISO/IEC 10021-1.

6.3 The Message Routing Problem

In MHS, the message originator does not specify a path through different MTASs to reach a recipient, but specifies the

recipient's OR-address (or a directory name that is used to determine the OR-address from the directory). An OR-
address consists of a set of OR-address attributes, each of which identifies a particular characteristic of the recipient,
e.g. Country, Management Domain, Organization, Personal Name etc.

It is the responsibility of each MTA to determine the next MTA to which the message should be transferred to progress
the message’s journey to its recipient. Any given MTA is connected to a number of other MTAs, and an MTA routing a
particular message must choose another MTA to which it will forward the message towards its destination. Some
choices will be more efficient than others. The selection of the next MTA is based on the recipient's OR-address.
Routing is therefore the process of selecting, given an OR-address, the MTA to which the message should next be
transferred. The path taken between an originator and recipient may vary on different occasions, since there will in
general be a number of possible paths through different MTAs between them, and factors such as congestion and
availability may influence route selection dynamically.

MHS Routing presents a number of significant problems:

— MHS is envisaged as a global service and therefore has a very large OR-address space. It is not feasible to
configure MTAs with direct routing knowledge for all possible OR-addresses because of the size of the
information and the logistics of distributing OR-address update information;

— MTAs are often sparsely connected (i.e. they do not all directly connect to each other) because it is not
feasible to provide a single underlying data communications network to connect all of them. In the
absence of complete MTA interconnectivity, this has the implication that different MTAs need to have
different routing information dependent on their location with respect to each recipient’s delivering MTA
and OR-address;

— Different MTAs require different levels of detail about different OR-addresses. An MTA that is
responsible for a set of OR-addresses must have all the delivery information in detail. However, an MTA
that is remote from the delivering MTA will only need to know the identity of the delivering MTA or
some other MTA on a path towards the delivering MTA.

Because of these problems, MTA implementations have tended to simplify their routing strategy by binding the delivery
responsibilities for complete OR-address spaces summarized by a particular OR-address attribute value to a particular
MTA (e.g. where an MTA has delivery responsibility for a complete Organizational Unit). Whilst this approach may be
efficient in terms of administration, it causes a number of problems e.g.:

1) Where the personnel of a particular organization’s department (e.g. the sales force) are geographically
widely distributed, MHS administrators may need to impose further unnecessary layers of Organizational
Unit attributes (or some other attribute) in the OR-address plan to represent that geographic distribution,
and to enable MTAs to identify the correct delivering MTA,;

2) When user's move location (geographically), their OR-address may need to change to one served by the

MTA at the new location; Documents
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3) A user's OR-address may be constrained by the MTA to which the user connects;

4) the distortion of the relationship between OR-addresses and delivering MTAs means that message traffic
must often be routed through intermediate MTAs unnecessarily (e.g. where a star network has been
implemented to overcome routing difficulties). This leads to traffic congestion, single points of failure
and unnecessary throughput delays.

Because of this, many organizations have had difficulties in establishing an acceptable OR-address scheme and
supporting it with an efficient routing strategy. There has always been a trade off between address scheme tailored to the
organization and routing strategy imposed by MTA products. These difficulties have primarily been caused by the
binding of particular OR-address spaces to specific MTAs, leading to inappropriate OR-address schemes being imposed
on organizations, restrictions on mobility of OR-addresses, traffic bottlenecks and conflicts between management of the
organization and management of messaging systems.

6.4 A Directory Solution to M essage Routing

Use of ITU-T Rec. X.412 | ISO/IEC 10021-10, MHS Routing, avoids these problems by utilising standard directory
systems in a special way. It specifies how directories are used by MHS administrators to configure routing information
for groups of MTAs, and how individual MTAs are provided with access to routing information which is appropriate to
their role and location in the MTS.

The standard directory technology has been used to support a directory schema specific to the MHS routing task. This
technique can be used in a number of different ways to support different MHS routing objectives:

— to support a global routing strategy, in which case a global directory is required;

— to support a local routing strategy (e.g. within an MD), in which case a local directory is required, but a
global directory is not.

Both of these are the subject of this Recommendation | Technical Report. MHS routing encompasses all global and local
routing requirements.

6.5 General Directory Servicesand Functions

The Directory is specified in ITU-T Rec. X.500 | ISO/IEC 9594. Directories are traditionally used to provide a service
for storing and retrieving a wide range of types of information to support global communications services such as
Telephony, Fax, MHS and EDI in a similar fashion to paper based White Pages and Yellow Pages.

A Directory typically contains communications related information held in one or more Directory System Agents
(DSAs) which users access using a Directory User Agent (DUA). The DUA aids users to form directory updates and
gueries and returns the results to the user.

DSAs are generic and can be configured to support many different types of schemas reflecting the different requirements
of different communications services, whereas DUAs are generally specific to a particular task.

The directory stores information concerning objects (e.g. people, machines in the real world that communicate with each
other by telephone/fax/MHS etc.). The tree structure is referred to as the Directory Information Tree (DIT). Each node
in the DIT locates a Directory Entry. The topmost entry in the DIT is referred to as 'Th&.Root'

Each object’s directory entry is identified in the directory by a Directory Name that is determined by its location in the
tree structure. Each entry is allocated a name in the context of its superior entry. This name is known as a Relative
Distinguished Name (RDN). Each of an entry’s subordinate entries is allocated a different RDN in order to distinguish
between the subordinates. The sequence of RDNs, starting from the Root, down to a particular entry is the entry’'s
Directory Name. In this way, entries, and the corresponding real world objects they represent, are identified by a
Directory Name which corresponds to the entry’s location in the DIT. The DIB can be constructed to hold many
different types of directory names forms to identify different types of objects (e.g. persons, groups, houses and
buildings) and different entry content types to reflect those different objects.

Each Directory entry contains information about a single real world object in the form of a set of Directory Attributes.
Each attribute holds a particular type of information about the object, e.g. a telephone number.

Directory service administrators may create and delete entries, and perform read, write and modify operations on entries
identified by a directory name. Search operations can be applied to a whole DIT subtree that has been identified by its
directory name to retrieve information from all entries with specified attribute values.

2 In practice, the root will not actually exist, however, its subordinates will. Docu ments
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The Directory also provides a comprehensive set of access controls which can be applied to allow read, write and modify
access to identified directory users to directory attributes, entries and whole directory subtrees. These can be used to
prevent un-authorized read or write access.

Severa Directory applications have already been developed, each specifies a directory schema, e.g. for:

—  Telephony information;
— Fax Information;
—  Security Information;

— OSI data communications applications, including EDI, Transaction Processing, FTAM and the Virtual
Terminal.

However, the schema components provided in ITU-T Rec. X.500 | ISO/IEC 9594 can be extended and adapted or
replaced with new ones for other tasks. MHS Routing specifies such a directory schema to support the particular task of
MHS message routing. It consists of attributes, collections of attributes for routing entries, and directory name forms
specific to the routing task.

6.6 MHS-Routing use of the Directory

MHS routing uses directory systems in a slightly different way to the global communications services use it. However,
as far the MHS administrator is concerned, each Directory Name locates a particular directory entry containing MHS
routing related information, and that entry contains a set of attributes of the real world object identified by the directory
name.

A DUA customised to the particular task of MHS routing will considerably simplify the administrative task of
constructing and maintaining directory information for MHS routing.

6.7 Scenario

In MHS Routing, the MHS administrator can use a Directory User Agent (DUA) or some other mechanism (such as
exporting/importing or shadowing) to configure MHS routing information into the directory for the set of MTAs
administered by the routing collective. Each MTA has a local embedded DUA to read the directory, and possibly builds
a cache of directory information which is most relevant to its own operation. Clause 10 of this Recommendation |
Technical Report provides details of how an MHS administrator should identify and configure the directory information.

MHS Routing Administration

MHS Routing Scenario Messages In
Administrator

/ Messages
DSA/DIB MTA Out

% DUA —
l

Registration
Messages Out

Authority

MTA Definition

Routing Collective Definitions
Connection Group Definitions
OR-address subtrees

T0732240-99/d01

Figure 1 — MHS Routing Information flows
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Figure 1 illustrates MHS routing in terms of the flow of information controlling message routing. OR-addresses, MTS
topology and configuration, and the routing information for specified MTAS are prepared by the organizationa
administrator, the MHS administrator and the Registration Authority. The directory entries are read by MTAs during the
message routing process to determine whether the MTA can deliver the message or to determine the next MTA to which
the message should be transferred if the message is to be relayed.

The MHS administrator’s task is to configure the MHS Routing Directory Information prior to initializing MTAs and
putting them into service. It should be noted that different types of information may be prepared and input to the
directory by different administrators; (e.g. MHS system administrative structures and MTA interconnectivity information
may be prepared by one administrator, and user mailbox creation and deletion may be may be carried out by a different
administrator). The routing standard and methodology do not specify how user mailboxes are administered.

Each MTA is configured to access this information to configure its internal routing knowledge and to be able to access
routing information for each OR-address. Each MTA uses this directory information to route messages to adjacent
MTAs which are 'neareé¥ the message’s destination.

The MHS Routing Model consists of the following elements:

— Routing Collectives, which provide a hierarchic model of the MTS administrative structures. Each routing
collective is a portion of the MTS consisting of a group of MTAs managed by an MHS administrator;

— Connection Groups, which model the topology of interconnection of MTAs in the MTS. They represent
connectivity between two or more MTAs, and hence the topology of the MTS;

— The OR-address plan;
— OR-address subtrees;

— Routing Information, held in OR-address subtree entries, and which contain instructions to MTAs. Each
instruction may be to either deliver, Non-Deliver, DL-expand, Redirect or to Route the message through
another MTA,;

— MTA definitions, which hold basic configuration information for each MTA from which it MTA can
'bootstrap' its routing information from the directory. Each MTA is considered to be a routing collective
in its own right.

The following subclauses elaborate on these concepts and outline how the necessary information is configured in the
directory. Clause 7 onwards provide details on each of the tasks which administrators must perform with respect to each
of these concepts.

6.8 Routing Collectives and Connection Groups

Figure 2 illustrates a routing collective 'X' that is internally divided into a number of subordinate routing collectives (A,

B and C). These, in turn, are divided into further subordinate routing collectives (A.1, A.2, A.3, B.1, B.2, B.3, and C.1,
C.2, C.3 etc.). Each of the lowest level routing collectives is supported by a single MTA, which assumes the name of the
lowest level routing collective it supports. So, each routing collective (X, A, B, C, A.1, A.2, A3,B.1,B.2,B.3,C.1, C.2,
C.3, C3.1 and C3.2) might each be administered by a different MHS administrator

Y and Z are other parts of the MTS outside the routing collective which, for the purposes of MHS routing are modelled
in the directory as routing collectives (irrespective of whether they practice MHS routing or not). In this
Recommendation | Technical Report, these are called External Routing Collectives.

Also, some of the internal routing collectives might not consist of Routing MTAs that conform to ITU-T Rec. X.412 |
ISO/IEC 10021-10 and they cannot be configured with routing information as specified in that Recommendation |
International Standard. However, these routing collectives will be represented in the directory as routing collectives for
the benefit of all other MTAs needing to route to these non-routing MTAs.

A number of connection groups connecting MTAs within and outside the routing collective are illustrated
(CG1, CG2, etc.).

3 In terms of the number of hops through subsequent MTAS. D ocume nts
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O routing-collective

connection-group

Figure 2 — Routing Collective structure example

Figure 3 illustrates the resultant routing collective hierarchy as a tree structure. It does not model the connection groups.
The routing collective hierarchy is directly represented as a directory subtree, the entries of which contain the connection
groups available to each routing collective.
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Figure 3 — Routing Collective Hierarchy example
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Thus, from an MHS administrator’'s point of view the MTS is partitioned along administrative boundaries, and the
MTAs are formed into a hierarchy of routing collectives. The MTAs directly supporting a routing collective are all
managed as a single unit by the same MHS administrator. A routing collective may be partitioned into a number of
subordinate routing collectives. The MHS administrator of a superior routing collective delegates administrative
authority for the subordinate routing collective to a different MHS administrator. Routing collectives thus form a
hierarchy reflecting MHS administrative boundaries.

Each routing collective is supported by one or more MTAs. Each MTA is also modelled as an individual routing
collective. All MTAs within a routing collective are configured to know of one or more direct or indirect routes to each
other. The Routing Collective concept also provides a convenient way of summarizing and identifying the routing
capability of groups of MTAs by hiding the internal structure and connectivity of those MTAs (this allows other
administrators to construct routes to it without getting involved in its internal structure). The primary characteristic of a
routing collective is its message delivery and routing capability. Examples of routing collectives include:

— A Management Domain;
— The group of MTAs within an organization operated by a particular department or division;
— A collection of co-operating MDs;

— Asingle MTA (each MTA is considered to be a routing collective in its own right).

Parts of the MTS outside a routing collective (e.g. in another MD) are also modelled as routing collectives with distinct
routing and delivery responsibilities for specified sets of OR-addresses.

Where a number of MTAs are subject to a common routing strategy (e.g. to support a Management Domain, or the
MTASs supporting an organization), they may be defined to belong to a single superior routing collective. This will result
in a two level routing collective hierarchy, where the top level is the collection of all the MTAs, and the subordinate
routing collectives represent the individual MTAs.

However, in complex cases where a more devolved management of the MHS is necessary, a subordinate routing
collective may be subdivided into further subordinate routing collectives. Subordinates may need to be defined for the
following cases:

1) Departments within the organization which have autonomous control over one or more of their own
MTAs or which fund their own private data communications links to external parts of the MTS;

2) Departments who wish to maintain anonymity of their user population (i.e. operating an ex-directory
facility).

Routing collectives are designed and specified by MHS administrators independently of connection groups and OR-
address plans.

6.9 Routing Coallective Directory Representation

A routing collective directory subtree is constructed to model the hierarchy of routing collectives within each top level
routing collective. For instance, the tree of Figure 3 can be implemented in the directory to model the administrative
structure of routing collective X in Figure 2. The routing collective administrator allocates a directory name to each of
the routing collectives, and sets up a corresponding directory entry to contain information about it. Routing collectives
are hierarchically related to each other, and this is reflected by their directory entries and their respective directory names
that form a routing collective subtree in the directory. The name of each subordinate routing collective is derived from
its superior’'s directory entry. Each routing collective’s entry contains a list of one orcommestion groups through

which it can access MTAs in other routing collectives, and through which other MTAs can pass messages into the
routing collective. A routing collective’s connection groups therefore express the topological connectivity of a routing
collective within the MTS as is detailed in 6.8.

6.10  Connection Groups

A connection group is defined as a number of MTAs which can exchange messages directly with each other and which
therefore represent an element of connectivity between MTAs, i.e. the MTS topology.
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