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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
The main task of technical committees is to prepare International Standards, but in exceptional circumstances a technical

committee may propose the publication of a Technical Report of one of the following types:

— type 1, when the required support cannot be obtained for the publication of an International Standard, despite repeated
efforts;

— type 2, when the subject is still under technical development or where for any other reason there is the future but not
immediate possibility of an agreement on an International Standard;

— type 3, when a technical committee has collected data of a different kind from that which is normally published as an
International Standard (*‘state of the art”, for example).

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide whether they can be
transformed into International Standards. Technical Reports of type 3 do not necessarily have to be reviewed until the data they
provide are considered to be no longer valid or useful.

ISO/IEC TR 13335-2, which is a Technical Report of type 3, was prepared by the Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee 27, IT Security techniques.

ISO/IEC TR 13335 consists of the following parts, under the general title Information technology — Guidelines for the
management of IT Security:

—  Partl: Concepts and models for IT Security

—  Part2: Managing and planning IT Security

—  Part 3: Techniques for the management of IT Security
—  Part4: Selection of safeguards

—  Parts: Safeguards for external connections
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Introduction

The purpose of this Technical Report (JISO/IEC TR 13335) is to provide guidance, not solutions, on management aspects of IT
security. Those individuals within an organization that are responsible for IT security should be able to adapt the material in
this report to meet their specific needs. The main objectives of this Technical Report are:

e to define and describe the concepts associated with the management of I'T security.

e toidentify the relationships between the management of IT security and management of IT in general,

e to present several models which can be used to explain IT security, and

¢ to provide general guidance on the management of IT security.

ISO/IEC TR 13335 is organized into multiple parts. Part 1 provides an overview of the fundamental concepts and models used
to describe the management of IT security. This material is suitable for managers responsible for IT security and for those who
are responsible for an organization’s overall security programme.

Part 2 describes management and planning aspects. It is relevant to managers with responsibilities relating to an organization’s
IT systems. They may be:

¢ IT managers who are responsible for overseeing the design, implementation, testing, procurement, or operation of I'T
systems, or

e managers who are responsible for activities that make substantial use of IT systems,

e as well of course as managers responsible for IT security.

Part 3 describes security techniques appropriate for use by those involved with management activities during a project life-
cycle, such as planning, designing, implementing, testing, acquisition or operations.

Part 4 provides guidance on the selection of safeguards, and how this can be supported by the use of baseline models and
controls. It also describes how this complements the security techniques described in Part 3, and how additional assessment
methods can be used for the selection of safeguards.

Part 5 provides guidance to an organization connecting its IT systems to external networks. This guidance includes the selection
and use of safeguards to provide security for the connections and the services supported by those connections, and additional
safeguards for the IT systems being connected.
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Part 2:
Managing and planning IT Security

i Scope

The guidelines in this part of ISO/IEC TR 13335 address subjects essential to the management of IT security, and the
relationship between those subjects. These guidelines are useful for the identification and the management of all aspects of IT
security.

Familiarity with the concepts and models introduced in Part 1 is essential for a complete understanding of this part.

2 Reference

ISO/IEC TR 13335-1:1996, Information technology — Guidelines for the management of IT Security — Concepts and models
for IT Security.

3 Terms and definitions

For the purposes of this part of ISO/IEC TR 13335, the definitions given in ISO/IEC TR 13335-1 apply. The following terms

are used: qr‘r‘nnnrah‘ht\/ asset, Allﬂ'\Pn!’l(‘lf\/ a\lmlthllt\/ baseline controls, (‘npﬂdpnhnhf\/ data integrity, impact, integrity, IT

ail WSLl, aclouililabiiity, assty, auuitihiulin valiaiiin LAasTLIne LONI: Lliivialiy Gaia IiRCgiily, unpacy, i SiLY

security, IT security pollcy, rellablllty, r651dua] risk, rrsk, risk analysis, rrsk management, safeguard, system integrity, threat,
vulnerability.

4 Structure

Part 2 is divided into 17 clauses. Clauses S and 6 provide information on the aim and background of this document. Clause 7

provrucs an OVCFVICW Ul lllC varmus dLllVllle lllVUlVCU lll bUQLCbblU] il thUllly llldlldgclllc”l leUbCS o} l lrUUEll 10 CldU()rdlC
on these activities. Clause 17 provides a summary.

5 Aim

The aim of this part is to present the different activities related to the management and the planning of IT security, as well as
the associated roles and responsibilities within an organization. It is relevant to IT managers who typically have responsibility
for procurement, design, implementation, or operation of IT systems. Apart from managers with responsibility for IT security, it
is also relevant to managers who are responsible for activities that make substantial use of IT systems. Generally, this part is
useful for anybody having managerial responsibilities relating to an organization’s IT systems.

Government and commercial organizations rely heavily on the use of information to conduct their business activities. Loss of
confidentiality, integrity, availability, accountability, authenticity and reliability of information and services can have adverse
impacts on organizations. Consequently, there is a critical need to protect information and to manage the security of
information technology (IT) systems within organizations. This requirement to protect information is particularly important in
today's environment because many organizations are internally and externally connected by networks of IT systems.

IT security management is a process used to achieve and maintain appropriate levels of confidentiality, integrity, availability,

~countability anthpntitw tv and reliability TT security manacement anr‘hnnc include:
aClOuaohly, autncniCily and 1¢ilaochuily. SCCUrily manageiment nuncilions mciuac.

¢  determining organizational IT security ObjeClIVCS strategies and policies,
- /‘lprprminrnn araanizatinonal IT cecurity reqt mentc
determining organizational IT security ments,
e identifying and analyzing the security threats to, and vulnerablilities of, the assets of IT systems within the organization
- identifuing and analuzine cecnrity ricke
-~ lublllll] llls ariv ulluljbllls ovLulIL LIONO,

a  manitoring fl—\ trmnlamantatis on and Aanaration of cafagniarde that ara nacaccary in order to cogt affartivaly neatact tha
- lllUllllUl lllé (9 9% llllplb elatiusl alg Up\zlallU Ul oalvsualuo uilat are l\/\/\/bbal)’ I ULUCI LU LuUdL LlivL V\/ly Pl AV A D O 8 1w
information and services within the organization, D
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e developing and implementing a security awareness programme, and
®  detecting and reacting to incidents.

In order to fulfill these management responsibilities for IT systems, security must be an integral part of an organization’s
overall management plan and be integrated into all functional processes of the organization. As a result, several of the security
topics addressed in this report have broader management implications. This report will not attempt to focus on the broad
management issues, but rather on the security aspects of the topics and how they are related to management in general.

7 Management of IT Security

7.1 Planning and Management Process Overview

© ISO/IEC

IT security planning and management is the overall process of establishing and maintaining an IT security programme within an
organization. Figure 1 shows the main activities within this process. Because management styles and organizational sizes and
structures differ, this process should be tailored to the environment in which it is used. It is important that all of the activities
and functions identified in Figure 1 are addressed within the style, size and structure of the organization, and its manner of
doing business. It is implicit that management reviews are conducted as part of all these activities and functions.

The starting point is to establish a clear view of the organization’s IT security objectives. These objectives follow from higher

level objectives (e.g. the business objectives) and, in turn, lead to the IT security strategy for the organization and the corporate
IT security policy, as detailed in Clause 8. Therefore, a part of the corporate 1T security policy is the creation of an appropriate
organizational structure that will ensure that the defined objectives can be reached.

[

Corporate IT Security Policy
(Clause 8)

v

Organizational Aspects of IT Security

Figure 1 — Overview of the Planning and Management of IT Security

Full document details: ISO IEC TR 13335-2-1997

(Clause 9)
- Y Risk Management (Clause 7.2)!
: Corporate Risk Analysis Strategy Options :
: (Clause 10) I
[ <«—<choice of options . :
|
| Baseline Informal Detailed Combined i
E Approach Approach Risk Analysis Approach |
I |
| IT Security Recommendations t
| (Clause 11) :
| ! |
[ IT System Security Policy |
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! IT Security Plan !
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Implementation (Clause 7.3)
Safeguards Security Awareness
(Clause 14) (Clause 15)
Follow Up
(Clause 16)
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