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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology, SC 27, IT
Security techniques.

This third edition cancels and replaces the second edition (ISO/IEC TR 15446:2009), which has been
technically revised.
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Introduction

This document is an adjunct to ISO/IEC 15408 (all parts). ISO/IEC 15408 introduces the concepts
of Protection Profiles (PPs) and Security Targets (STs). A Protection Profile is an implementation-
independent statement of security needs for a type of IT product that can then be evaluated against
ISO/IEC 15408, whereas a Security Target is a statement of security needs for a specific ISO/IEC 15408
target of evaluation (TOE).

Unlike previous editions, the third edition of ISO/IEC 15408 (all parts) provides a comprehensive
explanation of what needs to go into a PP or ST. However, the third edition of ISO/IEC 15408 still does
not provide any explanation or guidance of how to go about creating a PP or ST, or how to use a PP or ST
in practice when specifying, designing or implementing secure systems.

This document is intended to fill that gap. It represents the collective experience over many years from
leading experts in ISO/IEC 15408 evaluation and the development of secure IT products.
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TECHNICAL REPORT ISO/IEC TR 15446:2017(E)

Information technology — Security techniques — Guidance
for the production of protection profiles and security targets

1 Scope

This document provides guidance relating to the construction of Protection Profiles (PPs) and Security
Targets (STs) that are intended to be compliant with the third edition of ISO/IEC 15408 (all parts). It is
also applicable to PPs and STs compliant with Common Criteria Version 3.1 Revision 4[€], a technically
identical standard published by the Common Criteria Management Board, a consortium of governmental
organizations involved in IT security evaluation and certification.

NOTE This document is not intended as an introduction to evaluation using ISO/IEC 15408 (all parts).
Readers who seek such an introduction can read ISO/IEC 15408-1.

This document does not deal with associated tasks beyond PP and ST specification such as PP
registration and the handling of protected intellectual property.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 15408-1:2009, Information technology — Security techniques — Evaluation criteria for IT
security — Part 1: Introduction and general model

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 15408-1 and the
following apply.

COTS Commercial Off The Shelf
CRL  Certificate Revocation List
LDAP Lightweight Directory Access Protocol
SPD  Security Problem Definition
SSL Secure Sockets Layer
TLS  Transport Layer Security
Documents
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5 Purpose and structure of this document

This document is intended to help people who have to prepare Protection Profiles (PPs) or Security
Targets (STs) for use in evaluation against the third edition of ISO/IEC 15408 (all parts). It provides
detailed guidance relating to the various parts of a PP or ST, and how they interrelate.

This document applies only to the third edition of ISO/IEC 15408 (all parts). Earlier versions of
ISO/IEC 15408 have different and incompatible technical requirements. However, the strategies
proposed in this document will, in the main, also be applicable to earlier versions of ISO/IEC 15408.

This document is primarily aimed at those who are involved in the development of PPs and STs. It will
also be of interest to consumers and users of PPs and STs who wish to understand the contents of PPs
and STs developed by others, and wish to confirm the relevance and accuracy of the information that
they contain. It is also likely to be useful to evaluators of PPs and STs and to those who are responsible
for monitoring PP and ST evaluation.

It is assumed that readers of this document are familiar with ISO/IEC 15408-1:2009, and in particular,
Annexes A and B which describe STs and PPs, respectively. PP and ST authors will need to become
familiar with the other parts of ISO/IEC 15408 as described in this document, including introductory
materials such as the functional requirements paradigm described in ISO/IEC 15408-2:2008, Clause 5.

This document is intended for guidance only. It should not be cited as an International Standard on
the content or structure for the evaluation of PPs and STs. It is intended to be fully consistent with
ISO/IEC 15408 (all parts); however, in the event of any inconsistency between this document and
ISO/IEC 15408 (all parts), the latter as a normative International Standard takes precedence.

Clauses 1 to 4 contain introductory and reference material, and are followed by this overview clause
(Clause 5).

Clause 6 provides an introduction to Protection Profiles and Security Targets — what they are, when
and why they may be used. Clause 6 also discusses the relationship between PPs and STs and issues
relating to the PP/ST development process.

Clauses 7 to 13 provide information on how to specify the seven mandatory parts of the contents of a
PP or ST, following the order outlined in ISO/IEC 15408-1:2009, A.2 and B.2.

Clause 14 examines the issues specific to PPs and STs for composed TOEs, i.e. TOEs that are composed
of two or more component TOEs, each of which has its own PP or ST.

Clause 15 deals with some special cases, namely, low assurance reduced PP/ST contents, conforming
to national restrictions and interpretations and some new concepts for enhancing the flexibility and
usability of Protection Profiles.

Clause 16 discusses the topic of use of automated tools in PP/ST development.

6 Overview of PPs and STs

6.1 General

This clause provides an overview of the roles of PPs and STs in information security evaluation using
ISO/IEC 15408 (all parts).

6.2 Audience
This document is intended for use by two distinct audiences:

a) IT professionals with security knowledge (e.g. security officers/architects with an understanding
of a security requirement) but who are not experts in information security evaluation, and who
have no prior knowledge of ISO/IEC 15408 (all parts);
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b) expertsininformation security with good knowledge of ISO/IEC 15408 (all parts), who are engaged
in developing PPs and STs as part of their professional activities.

If the reader falls into the former category, this clause should provide the information needed to
understand the purpose and structure of PPs and STs. It should also provide the background information
needed to read and understand PPs and STs, and to identify their relevance and correctness with
respect to the particular circumstances. Clauses 7 to 13 explain the contents of each part of PPs and
STs in detail, but are oriented towards the production of such documents and assume knowledge of
ISO/IEC 15408 (all parts).

If the reader is an expert, she/he should already be familiar with the contents of this clause. Subsequent
clauses will provide the methodologies, techniques and practical tips that can be used to prepare PPs
and STs in an efficient yet consistent manner.

If the reader is not an expert in information security, and needs to produce a PP or ST, this document
will help to do so. However, the reader will also need to find, read and understand published examples
of PPs or STs similar to the requirements she/he has. The reader should also consider calling on the
services of others who do have the necessary specialist knowledge and experience.

6.3 Use of PPs and STs

6.3.1 General

The main use of ISO/IEC 15408 (all parts) is to assess the security of IT products. The term “IT product”
isnever actually defined in ISO/IEC 15408; however, it can be understood to cover any type of entity built
using information technology, whether a complete IT system used exclusively by one organization, or a
COTS package created by a product manufacturer for sale to many different and unrelated customers.
In this document, when this document talks about IT products, or just products, the advice is intended
to apply to all such entities. Where the scope of our advice is limited to a particular type of product, this
document talks about systems, or COTS products, or some other explicitly specific wording.

As IT products may be used in many ways, and in many types of environment, the notion of security
will vary with the product. The end result of an ISO/IEC 15408 evaluation is, therefore, never “this IT
product is secure”, but is always “this IT product meets this security specification”.

ISO/IEC 15408 has standardized security specifications to (among others):
— mandate-specific content needed to assess a product against the security specification;
— allow comparison of security specifications of different products.

ISO/IEC 15408 recognizes two different types of security specifications: Protection Profiles (PPs)
and Security Targets (STs). The difference between these two is best explained by the roles they are
intended to play in a typical product purchasing process, where a customer seeks to buy a product from
a developer.

The notions of customer, developer and product are deliberately kept abstract. A customer is someone
who wants to buy a product. It can be a single individual, an organization, a group of organizations, a
government department, etc. A developer is someone who wants to sell a product. It can be a single
programmer, a small company, a large company, a group of companies working together, etc. Finally,
a product could be anything from a small software application or a smart card to a large operating
system or a complete computer system containing hundreds of distinct components.

When our customer wishes to buy a product, he has essentially two possibilities.

— The customer contacts a developer, specifies his needs, and the developer creates a product that
is specifically targeted towards that customer and exactly fulfils the demands of that customer.
This may be expensive but the customer gets what he wants. In the remainder of this clause, this
document will call this a specification-based purchasing process.
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— The customer selects a product from a number of existing products. This is probably cheaper, but
the resulting product may or may not exactly fulfil the customer’s needs. In the remainder of this
clause, this document will call this a selection-based purchasing process.

When IT security is important, these purchasing processes have an added difficulty. For the average
customer, it is

— hard to define what kind of IT security he needs,

— harderto determine whether the IT security thata given product claims to have is useful or sufficient
to meet his needs, and

— even harder to determine that if a product claims to have security properties, that these claims
are true.

To assist a customer through a purchasing process and address the difficulties listed above, an
evaluation of the product using ISO/IEC 15408 may be useful, and in this case, Protection Profiles and
Security Targets play an important role. In 6.3.2 and 6.3.3, this document shows how an evaluation may
assist each type of process: specification-based and selection-based.

Of course, IT products do not work in isolation. The product is used by the customer in an operational
environment, which may contain security measures of its own. Sometimes, the product will make
assumptions that certain types of security features exist within that operational environment. These
assumptions will also form part of the PP or ST.

6.3.2 Specification-based purchasing processes

6.3.2.1 Overview

In a specification-based purchasing process, a customer writes a specification, provides this
specification to a developer, and the developer then creates a product based on this specification. In
more detail, the following steps should be performed.

a) The customer has to determine his security requirements informally.

b) The customer has to transform these informal security requirements into a more formal
specification suitable for use by a developer.

c¢) The developer has to build a product based on this specification.

In the end, the customer wants to know that “this product is useful for me”. Therefore, the quality of
each of these steps is important.

6.3.2.2 Informal security requirements

The process of determining informal security requirements, that is determining “what is my security
problem, and how should I address it?” is outside the scope of ISO/IEC 15408 and therefore outside the
scope of this document. However, this does not mean that this is unimportant or easy by any means.

Nevertheless, ISO/IEC 15408 assumes that the customer is capable of defining his or her informal
security requirements. If this is done incorrectly, the product that is purchased in the end may not meet
the true security requirements.

Customer requirements, once written down, often have a number of problems associated with them,
especially in the area of security. Customer requirements are typically

a) incomplete (not all the requirements are present). For example, important threats that the product
should counter are missing;

b) not embedded. They are insufficiently tuned to the specific environment in which the product has
to function, or do not describe this environment clearly enough; Documents
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c) implicit. Some product requirements have consequences, but these consequences are not included
themselves. The developer may not take these implicit requirements into account;

d) nottestable. The requirements are phrased ambiguously, so that it is not possible to verify whether
a product meets the requirement or not;

e) too detailed. The implementation has in fact already been written down but not the reason why
this was chosen. If, in a later stage, the requirements change, it is often unclear how these changes
should be made;

f) filled with ambiguous terms, like "the communication shall be secure”, without defining what
"secure" means; and

g) inconsistent. The requirements are internally self-contradictory.

Providing these customer requirements to a developer in a raw form will generally lead to problems,
as the developer may misunderstand them. Security evaluation may lead to even more problems, since
evaluators may interpret requirements differently from both the customer and the developer.

For these reasons, an important step in the whole specification-based purchasing process is the
formalizing of customer requirements. For security requirements based on ISO/IEC 15408, this
formalization takes place using a so-called Protection Profile (PP). A PP is in essence a document that
defines the customer’s security requirements in a formalized, standardized way.

6.3.2.3 Using PPs as specifications

PPs are typically written as a collaborative effort by a group consisting of large organizations, groups
of organizations, government departments, as consumers and a group of developers. This collaboration
should ensure that the customer needs are not only addressed, but also the technical feasibility of the
requirements specified is given.

A PP contains many sections, but as a security specification, the most important is the “security
functional requirements”. Using ISO/IEC 15408, it is mandatory to write these requirements in a special
language, defined within that International Standard. Use of this language ensures that the Protection
Profile is

a) not ambiguous. The language contains well-defined terms, so that a developer can understand the
requirements and interpret them correctly;

b) testable. The language is defined to contain only testable terms. Thus, it will be possible to assess
in a later stage whether the product actually fulfils the PP;

c) not too detailed. The language enforces a certain level of abstraction. This closely follows what
should be the consumer requirements: the consumer wants something to be done but does not
want to worry how this is accomplished; and

d) more complete. The language contains several constructions ("if this functionality is required then
this other functionality is also required") to help ensure that implicit requirements are included.

A PP may also contain technology-specific refinements of the "security assurance requirements”,
describing in detail how the correctness and effectiveness of specific security functions need to be
assessed. An example would be to demand the use of a defined test suite developed for testing the
correctness of the implementation of a cryptographic algorithm or cryptographic protocol.

6.3.2.4 Building a product from a PP

The customer can now give the PP, i.e. his formalized requirements, to one or more developers. Each
developer uses this PP as a starting point for the development of a product. As a first step in this process,
he writes a Security Target (ST).
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An ST used for this purpose is very similar to a PP, but where a PP defines the customer requirements
and is in principle written by the customer, the ST is a product specification and written by the
developer.

The developer can of course not deliver an arbitrary ST as a reaction to the customer’s PP; his ST has to
conform to the PP. This means that the product has to cover all the customer requirements, but

— the ST may specify more than the PP. The product will offer more security functionality than the
customer requirements (note that this extra functionality is not allowed to be incompatible with
the PP), because, for example, the product will be sold to several customers, each with similar
but slightly different requirements, or because the product is derived from an existing, standard
product; and

— the ST contains more detail than the PP. While the PP explains “what” needs to be secured, the ST
also explains “how”. The developer points out, in general terms, how he will implement the customer
requirements.

A PP may permit the ST author flexibility to offer something that is equivalent but different in terms of
security functionality provided (see 6.5.6).

The ST defines for the developer the security functionality his product should deliver, and serves as a
“Specification of Security Requirements” for the rest of the development process.

The result of the development process should be a product that can be delivered to the customer, who in
turn can install it and use it. Naturally, this product should perform as described in the ST.

6.3.2.5 Role of evaluation in a specification-based purchasing process

Until now, this document has only described the role of the customer and the role of the developer in
this process. Based on this process, the developer could simply say to the customer (without further
evidence):

a) “my ST complies with your PP”;

b) “my product complies with my ST”;

c) “therefore, my product complies with your PP and meets your requirements”.
If the customer accepts these statements, the process ends here.

However, if a customer requires independent verification of these statements, he can enlist a third party
(an evaluation facility) to check these claims of compliance by performing an ISO/IEC 15408 security
evaluation. In this process, an evaluation facility uses the PP, the ST, the product and ISO/IEC 15408 to
assess two statements:

a) the ST complies with the PP;
b) the product complies with the ST.
Note that two issues are still left open, despite evaluation.

a) The translation of the customer's informal security requirements to a Protection Profile. As said
earlier, this process falls outside the scope of ISO/IEC 15408, but if this is not done correctly, the
PP will not match the customer's requirements and therefore the product will likely also not match
the customer's requirements.

b) Evaluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide an absolute
guarantee that the product meets the PP. It can only deliver a certain degree of assurance depending
on the depth and scope of evaluation as specified in the PP or ST. If the PP requires compliance
testing for some functions by using a specific test procedure as part of the assurance activities, the
evaluation will ensure compliance for those functions as far as defined by the test procedure used.
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6.3.3 Selection-based purchasing processes

6.3.3.1 Overview

6.3.2 discusses a customer delivering a specification and a developer implementing that specification.
This subclause discusses a situation where a customer does not have the luxury of having a product
made for him: he has to select from existing products. Therefore, the purchase is no longer based
on compliance to a formalized statement of customer requirements (i.e. a PP), but on comparison of
existing products by the customer.

In a selection-based purchasing process of an IT product,

a) adeveloperhasto produce a productand a specification of this product and provide the specification
to the customer, and

b) the customer has to determine from the specification (perhaps by comparing the specification to
specifications from other developers) whether the specified product is the most suitable product
for him to purchase.

As the customer in the end wants to know that “this product is suitable for me”, the quality of each of
these steps is important.

6.3.3.2 Using a specification provided by the developer

In selection-based purchasing processes, the customer has to use a specification provided by the
developer.

If this specification is informal, the same potential disadvantages hold as for the informal customer
requirements discussed in 6.3.2.2. For this reason, this specification needs to be formalized as well.
For this purpose, ISO/IEC 15408 uses the Security Target (ST), as already discussed in 6.3.2.4. The ST
here is identical to the ST discussed in 6.3.2.4, with one obvious difference. Since it is not based on a
customer’s PP, it cannot claim compliance to such a PP [it may claim compliance to other types of PP
(see 6.3.4)].

Because the developer does not know a specific customer’s requirements, he will have to make an
estimate of what the market wants and codify this in the ST. This, therefore, does not necessarily match
with any customer’s specific requirements.

The developer builds his product according to the ST. This process is similar to that described for
specification-based purchasing processes.

6.3.3.3 Comparing Security Targets by the developer

The customer can now compare the STs of a number of products and select the one that best matches
his requirements (probably also considering non-security requirements such as price). This means that
he will still somehow have to find out what his informal security requirements are (see 6.3.2.2) and
compare these with the STs offered to him. If one or more products match his requirements, he is done.
If this is not the case, he will either have to choose the “closest” product or find some other solution (i.e.
change his requirements).

As already stated in 6.3.2, the process of deriving informal customer security requirements falls
outside the scope of ISO/IEC 15408 and this document. Comparing requirements and an ST also falls
outside the scope of ISO/IEC 15408, although guidance on this topic will be found in later clauses of this
document.

6.3.3.4 The role of evaluation in a selection-based purchasing process

Similar to the specification-based purchase process, the developer could simply claim that his product
meets the ST and if the customer accepts this claim, the process ends here.
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However, it is customary for the developer to offer a certificate confirming that an independent third
party (an evaluation facility) has validated the ST, and then performed an ISO/IEC 15408 security
evaluation to confirm that the product indeed meets the ST. It is even possible for the customer to
commission the evaluation if he or she believes it to be essential and the developer has not done so.

Note that using evaluated products still leaves two issues open:

a) Proving equivalence of the customer’s informal security requirements and the Security Target. As
said earlier, this process falls outside the scope of ISO/IEC 15408, but if it is not done correctly,
the ST may not match the customer's requirements, and therefore, the product may not match the
customer’s requirements either;

b) Evaluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide a perfect
guarantee that the product meets the ST. It can only deliver a certain degree of assurance depending
on the depth and scope of evaluation as specified in the ST.

6.3.4 Other uses of PPs

Protection Profiles have other uses. For example, standards bodies or vendor associations may specify
PPs as best practice minimum security standards for specific types of applications. Governments and
trade associations may mandate their use. Where these exist, both customers and developers are likely
to require compliance with such PPs, as well as requiring or offering additional security functionality
to meet their own specific needs.

Organizations specifying or mandating PPs for such purposes have an onerous responsibility to ensure
that such PPs are minimal (they ask for no more than what is absolutely necessary) and realistic (they
do not ask for functionality or assurances that are not achievable by developers).

A PP may also be developed to express the need for a certain type of security product, even though
it is recognized that at the time of publication, no such products exist yet. If the reader is a product
developer, treat such PPs with caution. By the time a suitable product has been developed, the
requirements defined in the PP may be obsolete or the sponsors of the PP may no longer want to buy the
product because they have found other ways to meet their requirements.

Finally, PPs are security requirement specifications. Beware of their attempted misuse to specify other
types of requirements which, if made more explicitly, would be rejected.

6.4 The PP/ST development process

6.4.1 Including stakeholders in the development process

When a PP or ST is developed, it is crucial that the relevant stakeholders are represented in the
development team. The development team should include experts in the product-type technology,
the security functionality that will be included in the PP or ST, as well as experts familiar with the
application of ISO/IEC 15408.

Although out of scope for this document, it is also important that the developer of the ST or PP has
a thorough understanding of any applicable regulations and policies with regard to the proposed
assurance consumer.

When developing an ST that is expected to be conformant to a PP, the team should include someone
familiar with the application of that PP.

When developing a PP that several product developers may try to meet in the future, it is recommended
that stakeholders from the developer community are included. This will help ensure that the
requirements of the PP can be met in the future, and that the requirements given do not inadvertently
preclude products provided by certain vendors. Especially for a PP intended for use in a specification-
based purchasing process, those stakeholders should also include representatives from the proposed
end-user community.
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With such a large variety of stakeholders represented, it can be expected that developing a PP can take
some time, usually in the order of months, and that the development process requires collaboration and
negotiation skills.

As an example, the concept of a collaborative Protection Profile (cPP), a construct of the Common Criteria
Recognition Arrangement (CCRA), seeks to ensure that all the relevant stakeholders are involved in the
development of a cPP through the establishment of technical communities or an international Technical
Community (iTC) recognized by the CCDB, and ensuring that the needs of the specification-based
purchasing processes of the proposed assurance consumers are met.

The process for the development of a cPP by an iTC is defined by the CCDB. Details of this process can be
found on the website maintained by the CCDB.

6.4.2 Method to develop a PP or ST

The order of presentation of the requirements for PPs and STs in ISO/IEC 15408-1:2009, Annexes A
and B and in the earlier parts of this clause may suggest that it is expected that PPs and STs are always
developed in a logical “top-down” manner, e.g. (in the case of an ST) that

a) the security problem is first defined,

b) the security objectives are then identified to address the security problem,

c) security requirements are then defined to satisfy the security objectives for the TOE, and
d) actual security functions are then selected to satisfy the security requirements.

Whilst such a possibility is not ruled out, it is more likely that an iterative process will be required. For
example, definition of security requirements may highlight clarifications needed to the definition of the
security objectives, or even the security problem. In general, a number of iterations may be required
in which the relationships between threats, organizational security policies, security objectives and
security requirements and functions are examined closely, particularly when rationales are being
constructed. Only when all identified gaps in the rationales are filled may it be assumed that the PP or
ST is complete.

During an iterative process of PP or ST development, new information may surface, within the scope of
the current security problem, that may lead changes to the document which reflect changes in external
circumstances, for example,

a) new threats may be identified,
b) organizational security policies may change,

c) costand time constraints may impose changes in division of responsibility between what the TOE
is expected to do and what is expected of the TOE environment, and

d) changesinintended attack potential may impact the TOE security problem definition.

It is also possible (particularly if the TOE is a product which has already been developed) that the PP or
ST author already has a clear idea of the security functionality the TOE will provide (even if this has not
yet been expressed as ISO/IEC 15408 security functional requirements). In such cases, the definition of
the security concerns and security objectives will unavoidably be influenced by the knowledge of the
form of the security solution the TOE provides. The PP/ST development process will in those cases be,
to some extent, “bottom-up”.

6.4.3 Evaluation of PPs and STs

ISO/IEC 15408 describes the evaluation of both PPs and STs. The goal of evaluating these documents is
to determine whether it is complete, consistent, and technically sound. ISO/IEC 15408-3:2008 contains
the evaluation criteria that an evaluator is obliged to consult in order to determine this. These criteria,
and the evaluation methodology associated with Protection Profile Evaluation (Aﬁél&saﬁilgﬁfttg
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Security Target evaluation (ASE class) evaluation may, of course, also be used by the developer of the PP
or ST as a check before a formal evaluation occurs.

Once a PP has been evaluated and found to meet these criteria, a validation certificate may be published
or the PP may be added to a catalogue. This is so that prospective users of the PP can have confidence
that it is complete, consistent, and technically sound. This, of course, does not imply that a PP will meet
other objectives of the assurance consumer that were described in 6.3.

6.5 Reading and understanding PPs and STs

6.5.1 General

6.5 is not intended for experts with prior knowledge of ISO/IEC 15408. It is intended for the part of the
audience for this document who know very little about PPs or STs and need to read one or more PPs or
STs in order to understand the security capabilities of the related products. It is intended to highlight
where potential omissions or deficiencies may be concealed, particularly in the scope of evaluation.

For detailed understanding of the contents of PPs and STs, there is no substitute for reading
ISO/IEC 15408-1:2009, Annexes A and B which provide details concerning Security Targets and
Protection Profiles, respectively. It is also a good idea to look at other PPs and STs that have been
published and are in general use. There are a number of registries from which they can be downloaded.
The Common Criteria Portal includes the largest[4]l. This register is recognized by the ISO and IEC
councils as the official JTC 1 register for Protection Profiles and packages constructed in accordance
with ISO/IEC 15408.

Unfortunately, a PP or ST cannot be summarized into a single number or a set of simple properties. PPs
and STs describe a complex set of security properties that, if not carefully read, may lead to surprises
when purchasing or using the product. On the other hand, some sections in a PP or ST (notably the
security functional requirements) are equally or more important, but almost impossible to understand
without an in-depth knowledge of ISO/IEC 15408. In 6.5.2 to 6.5.7, this document therefore identifies
the key sections of a PP or ST for the novice reader; sections that are relatively easy to understand, but
that contain key information to understanding the security properties of a requirement expressed as a
PP or a product described by an ST.

These relevant and readable sections are

a) the TOE overview,

b) the TOE description,

c) the security objectives for the operational environment, and
d) the conformance claim.

In 6.5.2 to 6.5.6, this document will discuss each of these in more detail.

6.5.2 Reading the TOE overview

The TOE overview is, in general, the first thing one should read in a PP or ST, as it “is aimed at
potential consumers of a TOE who are looking through lists of evaluated TOEs/Products to find TOEs
that may meet their security needs, and are supported by their hardware, software and firmware”
(ISO/IEC 15408-1:2009, A.4.2). The TOE overview contains three sections of interest:

a) usage and major security features of the TOE;
b) the TOE type;
c¢) required non-TOE hardware/software/firmware.

This document now discusses each of these in turn. Some simple examples of each can be found in

ISO/IEC 15408-1:2009, A.4.2. Documents
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The description of the usage and major security features of the TOE is intended to give a very general
idea of what the TOE is capable of in terms of security, and what it can be used for in a security context.

This description should be fairly short (several paragraphs) so it should not require much effort to read
and understand. And, as it should be aimed at consumers, it should not be highly technical. It is intended
to be general, so it will not be exhaustive.

The TOE type is a description of the general category of IT products the TOE belongs to (e.g. firewall,
smart cards, intranet, LAN etc.). ISO/IEC 15408 mandates that the TOE overview lists any reasonable
expectations that a reader may have from this TOE type but that are not supported by the TOE.
Specifically,

a) ifthe TOE-type would lead the reader to believe that the TOE has certain security functionality and
it does not have this functionality, the TOE overview should list this missing functionality, and

b) ifthe TOE-type would lead the reader to believe that the TOE could be used in a certain environment
and it cannot be used in such an environment, the TOE overview should list this.

Note that this is the only place in a PP or ST where these warnings are required to appear. The writer
of the PP or ST may repeat this information in appropriate places later on by means of notes, but is not
required to do so.

If these warnings are provided and possibly impact upon the intended use, the reader should seriously
consider whether she/he can still use this TOE with these limitations.

The TOE, especially when it is a software type TOE, will sometimes have to rely on hardware and
possibly firmware and other software components just to be able to execute. If this is the case, the TOE
overview is required to identify this non-TOE hardware/software/firmware.

The PP or ST does not have to provide a complete and fully detailed identification of all this
hardware/software/firmware, but the identification should be complete and detailed enough for the
reader to determine the major external hardware/software/firmware components needed to use
the TOE.

The reader should carefully assess whether there are any non-standard components on which the
TOE relies and whether these components fit in with the existing infrastructure, budgets, company
policies, etc.

6.5.3 Reading the TOE description

An important thing to understand about ISO/IEC 15408 evaluations is that if a well-known product
XYZ has been evaluated, this does not mean that all security features (or even a majority of security
features) of this product have been evaluated. It may well be the case that only some of its security
functional features have actually been looked at and the remaining ones were not considered part of
the evaluated security functionality. ISO/IEC 15408-1:2009, A.4.1 prohibits misleading TOE references,
but developers can always get around this by just using a product name. The ST reader needs to check
that the evaluated functionality meets the needs. If some of the security functionality intended to be
used was excluded, the reader needs to ask why.

One of the most important roles of the TOE description is to allow the ST reader to find this out. To this
end, the TOE description discusses the physical and logical scope of the TOE in detail.

Starting with the physical scope, ISO/IEC 15408 tells us that “The TOE description discusses the
physical scope of the TOE: a list of all hardware, firmware, software and guidance parts that constitute
the TOE. This list should be described at a level of detail that is sufficient to give the reader a general
understanding of those parts” (quotation from ISO/IEC 15408-1:2009, A.4.3).

The ST reader should briefly examine this list to see if there is anything odd or unexpected, or whether
some parts of the product that are expected to be present are missing. If something is not in this list,
then the evaluation has completely ignored it and assumed it did not exist. If such parts are intended to
be used, then one can draw no conclusions about its security capabilities from the evaﬁwments
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With regards to logical scope, ISO/IEC 15408-1:2009 states that “The TOE description should also
discuss the logical scope of the TOE: the logical security features offered by the TOE at a level of
detail that is sufficient to give the reader a general understanding of those features. This description
is expected to be in more detail than the major security features described in the TOE overview”
(quotation from ISO/IEC 15408-1:2009, A.4.3).

Whereas the physical scope specifies the list of parts of the TOE, the logical scope should define what the
TOE does. This was already briefly discussed in the Usage and Major Security features section of the TOE
overview (see 6.5.2), but where that discussion was only a few paragraphs, this discussion is more likely
to be a few pages. The most important feature of the TOE description is that if the product is expected
to have a certain feature such as remote management (e.g. because an advertisement of the product in
a trade magazine describes that feature) but the logical scope does not mention remote management, it
may well be that remote management was not evaluated, and hence, remote management should not be
turned on if one wants to use the product in its evaluated configuration.

It is therefore important to scrutinize the TOE description to determine whether all security-related
features that the reader of the ST requires were actually evaluated. If they are not, there will be no
assurance in the operation of those features from the evaluation.

6.5.4 Security objectives for the operational environment

The operational environment is the general location that the TOE will be placed in. In order for the
TOE to work correctly, this operational environment has to meet certain constraints. For example, if
a TOE is a high-availability server, this TOE needs to be protected against people accessing it with a
screwdriver. This protection could be provided by the TOE (although tamper-proof servers are pretty
rare), so in general, the operational environment should address this, by specifying a requirement for a
locked secure server room.

These and similar requirements for the operational environment are described in a PP or ST in the
security objectives for the operational environment section. These objectives describe the things
that have to be achieved by everything except the TOE in order for the TOE to meet its security
requirements. There are a number of examples of security objectives for the operational environment
in ISO/IEC 15408-1:2009, A.7.2.2.

It is of vital importance to realize that these are not guidelines, but necessary conditions for the TOE
to operate as stated. All of these objectives have to be fully met and addressed by the operational
environment; the TOE itself will not meet them. If a single one of these objectives is not met, the TOE
may not function securely. It is therefore imperative to determine whether they are achievable in the
organization using the TOE, and if one of them is not achievable, the TOE may not be suitable for the
organization.

6.5.5 Reading the conformance claim

The conformance claim is usually found in a prominent place in the PP or ST, usually somewhere up
front. It usually consists of a single sentence of the form:

This Protection Profile/Security Target claims conformance to:

— the third edition of ISO/IEC 15408. This part of the claim represents the version of ISO/IEC 15408
that is used. If this is not the third edition or higher (or the Common Criteria equivalent V3.1 or
higher), the PP/ST will not match the specifications in this document, and this document is not
directly applicable. Although not all parts of the third edition of ISO/IEC 15408 were published in
2008, it will often, if incorrectly, be referred to as “ISO/IEC 15408:2008";

— Part 2 extended or Part 2 conformant. This part of the claim defines how security functional
requirements are constructed, and from a consumer point of view, both are acceptable;

— Part 3 extended or Part 3 conformant. This part of the claim defines how security assurance
requirements are constructed. If the answer is “Part 3 extended”, the developer of the PP and ST has
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designed their own assurance tests, and from a consumer point of view, one should question why
this was necessary;

— a list of packages that the TOE claims conformance with. These can be packages consisting of
security functional requirements only, packages consisting of security assurance requirements
only or packages consisting of a mixture of both security functional requirements and security
assurance requirements. ISO/IEC 15408 defines only a set of assurance packages named “evaluation
assurance levels (EAL)”. A set of 7 packages (EAL1, EALZ, ..., EAL7) is defined. These EALs are
discussed further in 6.5.7;

— alist of Protection Profiles that the PP or ST claims conformance with. This is discussed further
in 6.5.6.

6.5.6 Conformance to Protection Profiles

As already described in 6.3.2.4, STs can claim conformance to PPs (but do not have to do so). Also, PPs
can claim conformance to other PPs. If they do claim conformance, this is listed here. ISO/IEC 15408
does not allow any form of partial conformance, so if a PP is listed here, the PP or ST has to fully conform
to the referenced PP or PPs.

Conformance to a PP means that the PP or ST (and if an ST is of an evaluated product, the product as
well) meets all requirements of that PP.

When reading a PP, one will also find a statement that STs and other PPs has to conform in a way that
is either “strict conformance” or “demonstrable conformance”. Published PPs will normally require
demonstrable conformance. This means that STs claiming conformance with the PP have to offer a
solution to the generic security problem described in the PP, but can do so in any way that is equivalent
or more restrictive to that described in the PP. “Equivalent but more restrictive” is defined at length
within ISO/IEC 15408, but in principle, it means that the PP and ST may contain entirely different
statements that discuss different entities, use different concepts, etc., provided that the overall the ST
levies the same or more restrictions on the TOE, and the same or less restrictions on the operational
environment of the TOE.

Strict conformance is only used where no differences are permitted between PP and ST, e.g. in selection-
based purchasing (see 6.3.3). Of course, an ST can still introduce additional restrictions if it wishes to
do so. If a PP demands strict conformance and the organization that wants to use it was not part of the
development of the PP, it is highly unlikely to be suitable for use within the organization.

Some national schemes and cPPs have also introduced the terms "exact compliance” and "exact
conformance”, both of which require that a conformant Security Target includes only Security
Functional Requirements and Security Assurance Requirements that are defined in the PP. While exact
compliance may be useful when assurance requirements have been refined specific for the security
functions listed in the PP, one also has to take into account that such a restriction disallows a vendor to
specify those additional security functions where he believes he provides more than his competitors.
Customers may find that the specific security functions they are interested in have not been subject to
the evaluation. To address security functionality that is not common to all products the PP intents to
address, the use of extended packages, optional requirements and conditional requirements is strongly
suggested for a PP that requires "exact conformance" or "exact compliance". Clause 15 describes those
concepts.

6.5.7 EALs and other assurance issues

The TOE overview and TOE description will specify what the TOE is capable of doing, i.e. the
functionality that is provided by the TOE. However, functionality does not say everything about an IT
product. Products with the same general functionality can be used in different settings. For example,
the same smart card design can be used as

— abus ticket with a small amount of “travel budget” on it;
— acredit card with a €10.000 credit limit; or Documents
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— an access control measure for access to a top secret military facility.

In the first case, one is happy with a “low-quality” smart card. If a hacker manages to break the bus
ticket, he may be able to get free bus rides until the card parameters change. The loss of potential
revenue (provided that other cards are not hacked in the same way) is not significant to the bus
company.

In the second case, and certainly in the third case, one needs much more confidence in the correct
implementation of the card functionality, as the consequences of breaking even one card may be
significant.

In ISO/IEC 15408, this quality is called "assurance". ISO/IEC 15408 measures assurance by examining
many aspects of the development of the product, such as the development and production process, the
designs, the manuals, the amount of testing done by the developer of the product, etc.

ISO/IEC 15408 formalizes assurance into 27 categories (the so-called assurance families). In each
category, ISO/IEC 15408 specifies different levels of conformance, where meeting a higher level
requires evaluation using enhanced or additional activities on the same set or a superset of evaluation
deliverables.

As an example, a product could score in the category developer test coverage:

— 0:itis not known whether the developer has performed tests on the product;

— 1: the developer has performed some tests on some interfaces of the product;

— 2: the developer has performed some tests on all interfaces of the product;

— 3: the developer has performed a very large amount of tests on all interfaces of the product.

It can be seen from this example that the degree of effort expended increases with each level, and the
degree of uncertainty decreases.

Unfortunately, it is almost impossible for a non-expert to interpret a scorecard consisting of individual
ratings for all 27 subcategories. To allow non-experts to assess assurance, ISO/IEC 15408 has 7
predefined ratings, called Evaluation Assurance Levels (EALs). These are called EAL 1 to EAL 7, with
EAL 1 the lowest and EAL 7 the highest.

Each EAL can be thought of as a set of 27 numbers, one for each subcategory. For instance, EAL1 assigns
a rating of 1 to 13 of the subcategories, and 0 to the other 14 subcategories, while EAL2 assigns the
rating 2 to 7 subcategories, the rating 1 to 11 subcategories, and 0 to the other 9.

The EALs are strictly hierarchical, so that if EAL n assigns a certain rating to a certain subcategory,
then EAL n+1 will assign the same or a higher rating to that subcategory. So EAL n+1 provides strictly
more assurance than EAL n overall.

The drawback of higher assurance is, of course, cost. In the test coverage area described earlier, a rating
of 0 will mean no cost, but for each higher rating, the developer will have to perform and document
the tests that are being done; the evaluator will have to determine if the developer did this correctly
and document this, etc. More assurance almost always means more cost. Of course, more assurance
also reduces the risk that the claimed functionality does not work correctly or contains exploitable
vulnerabilities.

A listing of each EAL, together with a description of that EAL and a characterization of the assurance
that that EAL provides can be found in ISO/IEC 15408-3:2008, Clause 8.

EALs are a broad-brush mechanism, and are more suitable for assessing some types of product than
others. Nevertheless, the EALs, and/or conformance to a technology-specific and widely adopted
Protection Profile, are currently the only widely accepted ways to provide a characterization of
ISO/IEC 15408 assurance that a relative layman can understand.
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A better way to adapt the assurance activities to the needs of system integrators and users of evaluated
products is the definition of technology-specific refinements of the generic assurance requirements
as defined in ISO/IEC 15408-2:2008. Protection Profiles are the best place to define such technology-
specific refinements of assurance requirements. When it is foreseeable that those assurance
requirements need to be adapted more often than changes to the Protection Profile itself are intended,
it is wise to publish those technology-specific refinements in a “supporting document”, where the PP
itself references this document and makes the use of the latest version of it mandatory for an evaluation
claiming compliance to the PP.

When developing a PP, there may be good reasons to not use one of the predefined evaluation assurance
levels, but select a package of assurance components that better suit the type of product described in
the PP and its intended way of operation.

6.5.8 Summary
In summary, this clause was intended to convey two things:

a) (obviously) that an ST can be reasonably understood from reading a number of sections of the ST;
but also

b) (less obviously) that these sections may contain important caveats and are therefore vital to
understanding the limitations of the evaluation.

In the past, there have been cases where consumers have stated that they wanted an EAL4 firewall
or whatever. Hopefully, this clause has conveyed that an ISO/IEC 15408-certified EAL4 firewall may
have limitations that make it totally unusable for use within some specific environments, and may not
provide all the relevant security needed.

For example, suppose there is a need for both packet routing and HTTP/FTP proxy services from the
firewall. A router may have a TOE type of firewall, and have been evaluated at EAL4. But as a router,
it will only offer packet routing controls. Worse, if one finds an evaluated firewall that offers proxy
services but the logical scope is limited to packet routing, one should ask why.

Even a big standard like ISO/IEC 15408 is not a substitute for thinking, and complex matters like IT
security cannot be reduced to one sentence descriptions, no matter how hard one tries.

6.5.9 Further reading

The sections of the PP or ST described above are the most basic sections of the PP and ST, and the
most useful to be read by relative laymen. If one wants to know more about the product, one could also
try reading the TOE summary specification, which is intended to provide more detail on how the TOE
is implemented. The TOE summary specification does not have to be easily readable. It may be filled
with unexplained abbreviations like FIA_UID.2.1. However, many developers will take great pride in
producing a TOE summary specification that meets the requirements of the evaluators but can still be
readily understood by users of the product.

If one needs to understand other sections of a PP or ST, then Clauses 7 to 13 may help. Whilst they are
designed to be used by experts to specify PPs and STs, the information should also help to understand
the relevant contents.

7 Specifying the PP/ST introduction

This clause provides guidance on the specification of the PP/ST introduction section of a PP or ST. These
are described at length in ISO/IEC 15408-1:2009, A.4 and B.4, and therefore little additional guidance is
necessary in this document.

The introduction of a PP consists of the following elements:

— a PP reference;
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— aTOE overview.

The introduction of an ST consists of the following elements:
— ST and TOE references;

— aTOE overview;

— aTOE description.

The only non-obvious part is the “usage and major security features of the TOE” section of the TOE
overview. Usage is often best derived by summarizing the security problem definition section of the PP
or ST (see Clause 9), whilst the major security features are best described by summarizing the security
objectives for the TOE. This will ensure that the introduction is consistent with the more detailed parts
of the PP or ST.

As with most introductions, one will probably find it easiest to leave it until the rest of the PP or ST is
complete and writes it last.

8 Specifying conformance claims

This clause provides guidance on the specification of the conformance claims section of a PP or ST.
ST conformance claims are described in ISO/IEC 15408-1:2009, A.5, and the differences applicable to
conformance claims in PP in ISO/IEC 15408-1:2009, B.5.

The Conformance Claims section of a PP or ST describes how the PP or ST conforms to:

a) ISO/IEC 15408. This consists of listing the exact version of ISO/IEC 15408 that was used to write
(and presumably also to evaluate) the PP or ST. If an unofficial translation of ISO/IEC 15408 into
some language other than English was used, this should also be indicated. If any corrigenda, or CC
interpretations or supporting documents were used, these should be listed as well;

b) Protection Profiles. This consists of listing any Protection Profiles that this PP or ST claims
conformance to. A simple list is sufficient: no extra information is needed in this section of a PP or ST;

c) Packages. This consists of listing any packages that are referenced by the PP or ST. It is normal
to claim conformance to one of the assurance packages (EALs) defined in ISO/IEC 15408-3:2008,
possibly with augmentations. Use of packages is discussed further in 15.3. Again, a simple list
suffices. No extra information is needed in this section of a PP or ST.

Of course, this conformance also applies to any TOE based on that PP or ST.

When specifying a PP, one has to define how other PPs and STs conform to the new PP. There are two
choices for this:

a) Strict. Conceptually, this means that conforming PPs/STs has to contain everything in this PP. See
ISO/IEC 15408-1:2009, 8.3 for the precise requirements.

b) Demonstrable. Conceptually, this means that conforming PPs/STs has to be “equivalent” to this PP.
Again, see ISO/IEC 15408-1:2009, 8.3 for the precise requirements.

As a guideline, when writing a PP as the precise and complete specification for a product intended to
be bought or built for one's own use, “strict” conformance should be required. When specifying a PP for
any other purpose, “demonstrable” conformance should be required.

When claiming conformance to a functional package or another PP, the security problem definition,
security objectives and security requirements of the PP developed has to be compatible with that
package or PP.
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When writing a PP or ST and one adds additional requirements to those found in a referenced PP, one has
to be very careful to not create inconsistencies such that no TOE can implement all of the requirements,
all at the same time.

9 Specifying the security problem definition

9.1 General

This clause provides guidance on the specification of the security problem definition (SPD) section of
a PP or ST. ISO/IEC 15408-1:2009, A.6 and B.6 describe PP and ST SPDs, respectively. ISO/IEC 15408-
1:2009, B.6, which deals with PPs, is simply a pointer to A.6 of that document, which can be taken as
a confirmation that the expected content of the security problem definition section does not differ
between a PP and an ST. Indeed, the wording of the relevant validation criteria in ISO/IEC 15408-3:2008
is identical.

The purpose of the security problem definition is to define in a formal manner the nature and scope of
the security problem which the TOE is intended to address. This is illustrated in Figure 1.

Although not all Protection Profiles and Security Targets contain a security problem definition (see
Clause 15), where it is present, it is probably the most important part of the PP or ST, and the most
dangerous to delegate to external contractors to prepare. To quote from ISO/IEC 15408,

“The usefulness of the results of an evaluation strongly depends on the ST, and the usefulness of the
ST strongly depends on the quality of the security problem definition. It is therefore often worthwhile
to spend significant resources and use well-defined processes and analyses to derive a good security
problem definition”, (ISO/IEC 15408-1:2009, A.6.1).

Assumptions about the
environment
DEFINE .
Threats to assets \ Security
J Problem
Organizational
Security Policies

Figure 1 — Security problem definition

If the problem specified is the wrong problem, or if it is ambiguously described, then the remainder of
the PP or ST will also be wrong. Worse, the wrong product may be selected or purchased on the basis
of a valid but inapplicable specification. This clause is therefore one of the largest and most detailed in
this document, although the criteria that it describes in ISO/IEC 15408-1:2009 occupy only two or three
pages of text. Regardless of whether the ST or PP author is a developer or a customer, and regardless
of whether the PP or ST will be used in a specification- or selection-based process, it is of paramount
importance to get the security problem definition right.

Subsequent sections of the PP and ST show how the security problem will be addressed by the TOE,
in combination with its operating environment. It is therefore important to ensure that the security
problem definition is clear, concise and consistent.

ISO/IEC 15408 does not assume or mandate any particular process or methodology for preparing
the security problem definition; one can use any method. Of course, if someone is new to the process
of developing PPs and STs, this is not helpful. This clause therefore includes a detailed description
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of a simple methodology that has been tried and tested in practice and found to work in a variety of
organizations and environments. It is based upon a series of steps, performed in sequence:

a) identifying and confirming the informal security requirement;

b) identifying and specifying the applicable threats by performing formal threat analysis;
c¢) documenting the applicable policies;

d) documenting the applicable assumptions;

e) finalizing and checking the complete SPD specification.

Regardless of the methodology employed, this document assumes that the security problem definition
represents a formalized description of an existing informal security requirement. Of course, in practice,
there may not be a straightforward single document that represents that informal requirement; it may
not even be written down. The first step in the recommended methodology is therefore to identify and
confirm the informal requirement, even though it does not appear within the PP or ST. The informal
requirement may be obvious and well-defined. In other cases, a large part of the work in developing the
SPD may simply be identifying the informal requirement, and obtaining confirmation from management
and other stakeholders that it is a correct and complete representation of their security needs.

The methodology also has two other aspects that are not required by ISO/IEC 15408, but which have
been found in practice to save time overall, by avoiding confusion and queries in later stages of PP/ST
development. These are

a) documenting discounted threats, and
b) producing a rationale to link the SPD back to the informal security requirement.

Both of these are explained in more detail at appropriate points in the methodology, but in brief,
discounted threats are threats that may or may not apply to the product, but which, if applicable,
would be countered by security functionality included in the TOE for other reasons. If these are not
documented in the SPD, they are likely to be raised as queries when the PP/ST is reviewed. More
seriously, if the requirement changes, functionality may be removed without considering its value in
also covering discounted threats.

Evaluation treats the SPD as axiomatic; no attempt is made to trace it back to actual security needs. If
no SPD rationale is created, there is always a risk that parts of the informal requirement may be lost in
the process of creating the SPD, and that this is not discovered until the product is used and found not
to be fit for purpose. A rationale therefore provides an important consistency and completeness check.

As a general principle, the security problem definition should avoid, where possible, any discussion of
the form of the TOE’s response to meeting the requirements, e.g. details relating to the TOE security
functions. By following this principle, one will help to focus the reader’s attention on what are the
important aspects of the security problem. Discussion of how the security problem will be satisfied
by the TOE should be left to the later parts of the PP or ST. Of course, where a particular solution is
mandated as part of the informal security requirement, that solution will have to be stated as part of
the SPD, both to ensure it is documented and as justification for constraining later design decisions.

9.2 Identifying the informal security requirement

9.2.1 General

There are always many things about a security problem — and its intended solution — that are already
fixed and known before security problem definition begins. These requirements and constraints
form the informal security requirement. The difficulty is always to identify and document them. This
therefore becomes the first step in our recommended methodology.
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9.2.2 Sources of information

9.2.2.1 Overview

There are many ways that aspects of the informal security requirement can be identified. This
subclause discusses some of them. In a particular organization, there may be others that a generic
methodology as described in this document cannot identify. The PP or ST author will have to think
about the security needs carefully and thoroughly. However, the sources of information suggested in
this subclause should help.

9.2.2.2 Required functionality

Security functionality may be part of the purpose of the product under consideration. This particularly
applies to COTS products, where security services to be available to the purchaser through Application
Program Interfaces (APIs) or Human Computer Interfaces (HCIs) may be an essential part of the product
specification.

If security functionality is part of a documented user requirement, providing it is part of the problem
addressed in the SPD.

9.2.2.3 Risk assessement

A security risk assessment may have already been performed covering a proposed system, and even a
COTS product, and identified risks that need to be reduced by IT security controls. These risks represent
part of the security problem.

There are many methodologies for performing risk assessments. However, these methodologies
generally accept that for a risk to exist, there should be three things: an asset with a value that can be
damaged in some way, a threat, something or someone who can damage the asset, and a vulnerability
or a way that the asset can be damaged. If any one of these three does not exist, there can be no risk.
This form of model is assumed by ISO/IEC 15408. If the actual risk assessment used an incompatible
model of risk, there may be problems mapping its results into a suitable form for use in the SPD.

9.2.2.4 Threat assessment

A threat assessment is a weakened form of risk assessment where it is assumed that if a threat exists,
assets can be damaged and thus a risk will exist. In this case, the identified threats represent part of the
security problem.

Threat assessment is particularly appropriate where the person trying to identify and specify a security
problem is not the owner of the assets that will be protected, and thus not in a position to perform risk
assessment or determine the value of assets.

9.2.2.5 Management policy

A security requirement can result from a policy decision by management, for example, that all systems in
a particular organization will contain certain standard IT security controls. This process is sometimes
known as “minimum standards” or “risk avoidance”. The policy may be arbitrary, for example, following
what similar organizations do, or it may have a logical basis, for example, to meet legal requirements or
contractual conditions imposed by customers.

Of course, even where a policy has a logical basis in law or contract, the mandated security controls
may not be appropriate for a particular system or organization, or may only be applicable in part.

9.2.2.6 Presentational policy

A security requirement may arise from a wish to demonstrate that an organization or a COTS product
implements certain IT security controls. This policy may arise due to marketing needs, or from a wish
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Security problems of this type are well suited to ISO/IEC 15408 evaluation, as successful evaluation
using an approved evaluation facility will permit an official certificate to be issued, providing
independent verification that the controls exist. Published PPs can be used to identify suitable controls.

The drawback to policies of this type is that they are based on achieving certification or demonstration
of compliance, and not in selecting security controls that are relevant to the product in question. This
can cause problems when finding reasons to put in the SPD that justify the need for the controls. They
may have to be treated as policy decisions, which the originator may be reluctant to acknowledge as the
true reason for their selection.

9.2.2.7 Evaluation policy

An organization may have a policy that IT products are evaluated using an evaluation scheme based on
ISO/IEC 15408 or the Common Criteria, regardless of the security controls they implement.

This requirement is problematic. The security problem to be addressed forms no part of the policy
and is therefore not properly defined. However, such policies are found in practice, and do result in
requirements for STs to be prepared.

9.2.3 Documenting the informal requirement

The best source of information about a security problem is the results from a security risk assessment. If
the PP or ST author is lucky enough to have access to the results from a risk assessment, not only is it likely
to be comprehensive, but most risk assessment methodologies introduce the concept of proportionality,
where risks can be tolerated, so long as the likelihood of a loss is very low or the consequences of a loss
are not significant. Identifying both acceptable and unacceptable risks enables the security problem to
be modified later through design trades. If the controls required to eliminate particular risks turn out to
be difficult to implement or difficult to evaluate, an acceptable overall level of risk can still be achieved
by using different controls in different ways to counter different potential risks.

Of course, a risk assessment prepared by a third party for their own purposes may not judge risks in
the same way that the organization the PP or ST is developed for would do. In such cases, their results
should be used with caution.

If describing part of the problem in terms of risks is not possible, it is almost certain to have an arbitrary
basis that cannot be modified or amended. It is important that this is made clear in the informal
description.

Relevant information may relate not only to the IT product to be developed, but also to its operating
environment. The operating environment determines the level of reliance that can be placed on
personnel, procedural and physical controls. A public space is very different in its security needs to a
locked server room. If it has been established that certain personnel, procedural and physical controls
can be assumed to be in place, that will be an important part of the security problem definition.

As well as information about risks and controls, design decisions may have already been made about
how certain security functions are to be implemented — for example, a decision to use biometric
authentication rather than passwords, or to use certain communications protocols such as SSL/TLS
that have defined security characteristics.

Some parts of a security problem may not be solvable by technical means; they may only be countered
by personnel, procedural and physical controls. They are still part of the security problem, and need
to be documented. Indeed, any aspect of the security problem that has already been decided should be
documented as part of the informal security requirement.

When all the information available has been identified, collated and checked for inconsistencies, it
should then be divided into three areas:

a) potential attacks that the product is supposed to counter;

b) security attributes or features that the product is supposed to possess; and
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