TECHNICAL ISO/IEC
REPORT TR
16501

First edition
1999-12-15

Information technology — Generic digital
audio-visual systems — Technical Report
on ISO/IEC 16500 — Description of digital
audio-visual functionalities

Technologies de l'information — Systémes audiovisuels numériques
génériques — Rapport technique sur I''SO/CEI 16500 — Description des
fonctionnalités audiovisuelles numériques

Reference number
ISO/IEC TR 16501:1999(E)

/TR
£ Docyments

Docun(?el%?éﬁarmg CT)—|ub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 1999

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +41227490111

Fax +4122 7341079

E-mail copyright@iso.ch

Web www.iso.ch

Printed in Switzerland

Documents

. Document Sharing Hub
Il © ISO/IEC 1999 — All rights reserved

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

Contents Page
0 T (=Y. 0] o \V{ I
INEFOTUCTION ... foveeee Vi
i Y oTo ] o PP SPTPTTR 1
2  Sources for the identified audio-visual functions ...........ccccccvvvviiiiiiiiiiiiiiiiennnee. 1
G T I 1< {171 1 1
4 Acronyms and abbreViatioNS.........cocceeiieeeiiiiiie e 4
ST O0 1 0 1V7=T o (o 1 PP 5
B DAVIC CONTOUIS ...ttt ettt e et e e e e e e e b e e e e ena e e e eennans 5
6.1 Conformance and CompPlanCe ..........coouuiiiiiiiiiiii e 6
6.1.1 CONFOIMMANCE ... vt e e e e s sbree e e e s s s snnbaeeaessssnssseeesss daneneens
6.1.2 L©70] 1210 7= g o7 OO YA
7  Functions Required to Support DAVIC Applications...........cccoooevviiiiiiinnneenee. 7
A8 R o = T8 T T £ P 7
7.1.1 Bt TTANSPOIT ....eeieeieei ittt e et e e e s st e e e e s aene s eneenan 8.....
7.1.2 Y21 (o] o [P PP UUPPU 8...
7.1.3 ACCESS CONLIOl ...vteiiiieeiiiieiee ettt e e e e st e e e e s anb b e e eeaeesansrennes 8.
7.1.4 Navigation, Program Selection & ChoOICE ..........ccuuuviiiiiiiiiiieie e 8
7.1.5 APPIICAtION LAUNCH ... [ B
7.1.6 Media SYNnchronization LINKS .........oooaiiiiiiii ettt a e e e e 9
7.1.7 P2Y o] o] Tor= 11 o] T @] a1 (o1 L T
7.1.8 Presentation CONEIOL...........oiiiiiiiiiiiiie e e e Qi
7.1.9 USAQGE Data ....ccooeeiiiiie e
7.1.10 USEI PrOfile ..
7.2 HOME NEIWOIKS... .o e e e e e e e e e e e e e e e e e e aan e e e e eaeas 9
7.3 Function Decomposition Table..........oooiiiiiiii 10
8  Common Requirements of Applications and Services.........cccccceeeeeeevevevvnnnnnnn. 10
8.1 Navigation and INtEracCtioN ...........couuuuiiiiiiiiii e 10
8.1.1 [INE= 1Yo = 1o o SRR 10....
8.1.2 Interactive Play CONIOl .........ccooiiiiiiiiee e e e nenrenees L. 1
8.1.3 Multimedia Interactive PresSentation............coooouiiiiiiiiiiiiiiiiieee e 12
8.1.4 USEI INEEITACE ...ttt a e e e e e e e e 12.....
8.2 Service and Content ManagemeNnt .........cccuuuuuriiiiiiiiiie e 13
8.2.1 Billing / Charging / TradiNg ....c..coiiireeeeee it e et ee e e e e e e 13
8.2.2 (070] o1 1] o1 8 o= o 10T F PP UUPPPUPPPUPTTUP 14........
8.2.3 EXCEPLION PrOCEAUIES.......cce i e e e e e e e e e e e e e e e e e e s e e s e e aeanns 20
8.2.4 COMMETCIAl INSEITION .....eeeiiiei i st e e st e e e e e e nnnebeeas 20
8.2.5 SESSION MABNAGEIMENT.....eiiiiiiiiiiii ittt e ettt e e s bbb et e e s s abb e e e e e s aanneeeeees 21
8.2.6 POMING ...ttt n st ettt ettt eenens 21
8.2.7 Multiple ACCESS 10 CONTENT.......ccoi it e e e e e e e e e e e e e e e e s e e aannnnes 21
8.2.8 Operation and MaiNtENANCE .........uueiiiiiiiiiiierie e e e e et et s s errerrreereeeeeees 22
8.3  IPR @NA SECUIMY ....coiiiiiiiiiiiiii i 22
8.3.1 Introduction and General Requirements for SECUIILY.......ccccccveviiiiiiiiiieieeieceeeee e eeeeeeenn, 22
8.3.2 Viewpoints for Security REQUIFEMENTS ..........uuiiiiiiiiiiieieeeee e e e e e e 23
8.3.3 Security Category DefiNItIONS .........cooiiiiiiiii i 23
8.4 General aspects on Systems enVIrONMENT ........cccoieeieeeeiiiieiieeeer e e 24
8.4.1 T a1 E=T 0] o<1 = 1 11 P 24.....
© ISO/IEC 1999 - All rights reserved DAVIC 13lzﬁ>6r&]ljjﬁ_?antg

Document Sharing Hub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

8.4.2 Platform INAEPENUENCE ......oii it e e 25
8.4.3 [T = o [0 TP UP PPN PPUUPPPP 25..

9  Descriptions of Example appliCations............cccovvieeiiiiiiiiiiiiineeeeeeee e 27
9.1 MOVIES 0N DEMANG .....ouiiii it e e e e e a e 27
9.1.1 DESCIIPLION i e e e e e e e e e e e e ———————— 27....

9.1.2 Base SPeCIfiCatioN ........ccvvviiiiiiiieiee e 27.........
9.1.3 (O =1 1= 1ot (=1 1) 1o PSP UUUOPRN 28......
9.1.4 T 1=] 1S [0] o O UURPPN 28.....

0.2 TelESNOPPING ...eeeeeiiieiee e 29
9.2.1 D=2 ox 1] o] 1[0 £ [P PP P PP PPP R 29....
9.2.2 Base SPECIfICAION .......eeieiiiiiiiiieeee e 29........
9.2.3 (O g F- T = Toa (] (] (ot URPSOPRPPN 30......
9.2.4 A =] 1S o] o PP PPPP 30.....

S RGN = T (0= T (o= 1] PRSPPI 31
9.3.1 DESCIIPLION i e e e e e e e e e e e e e ———————— 31....
9.3.2 Base SPeCIfiCatioN ........ccvvviiiiiiiieiee e 31.........
9.3.3 (O =1 1= 101 (=1 1) 1o PP UUUOPRN 32......
9.34 (=] 1S [0] o OSSP 32.....

9.4 Near Video ON DeMANG..........iiiiiiiiiiie e 33
9.4.1 D=2 ox 1] o] 1[0 £ [P PP P PP PPPP R 33....
9.4.2 Base SPECIfICALION .......eeeiiiiiiiiiieeeee e 33........
9.4.3 (O g F= T = Toa (] ] (ot URP SRR 34......

9.5 Delayed BrOAUCAST.......uuuuuuuuiiiieeee ettt e e e e e e e e e e e 34
9.5.1 (DTS Tod ] o) (o] o TR PU TP PP PRI 34...
9.5.2 Base SPECIfiCAtiON .......vvveeiiiiiiiicccc e 35.........
9.5.3 CharaCerSHICS ...vveeeeie e e e e e et e e e e s e 35......
9.5.4 EXEENSIONS .uuiiiicecceee ettt e e e e et aaaaeaeaen 36.....

S I 7= 01T PR 36
9.6.1 1YY ] o) £ o 36....
9.6.2 Base SPECIICALION ......cooiieiiiieii it 36.........
9.6.3 (O g P L= Toa 1] 1] 1o USSP 37.....
9.6.4 e =] 1S3 o] o PP UPT 37.....

S A =1 = Yo PP 38
9.7.1 (DTS ol ] o) (o] o PR U PU PP PUU TR 38....
9.7.2 Base SPECIfiCAtiON .......uvveiiiiiiiiic e 38.........
9.7.3 (O g T= T = Toa (] 1] (o TP URPR ORI 39......
9.7.4 EXEENSIONS ..uuiiiiecceeeci et e e e e e e e aeaen 39.....

9.8 Karaoke 0N DeMANM .......cccoeiiiiieeiiieiieeceeeiirr e e e e e e e e e e e e e e 40
9.8.1 1T o) £ o 40Q....
9.8.2 Base SPECIfiCAtION ........coiiiiiiiiiiiiii e 40........
9.8.3 (O g P L= Toa 1] 1] 1o USSP a1......
9.8.4 e =] 1S3 o] o PP PP 41.....

S IR I 1 0 (=T =] = Vo o] =TT 41
9.9.1 (DTS ol ] o) (o] o PP U TU P U PP PRI 41....
9.9.2 Base SPECIfiCAtiON .......vvveeiiiiiiiicccc e al.........
9.9.3 CharaCErISHICS ...ttt a et e e e e e smees 42......
9.9.4 EXEENSIONS .uuiiiicecceee ettt e e e e et aaaaeaeaen 43.....

.10 NEWS 0N DEMANG .....oiiiiiiiiiiiie e ee et e e e e e e e e e e e e e e e e ae et a e e e e aaaaaaaeeeees 43
9.10.1 [0 1S o) o o U 43...

S It I R YA I ] o 1 RSP 43
9.11.1 DESCHIPLON e e e e e e e e e e e e e e e e —— 43...

9.12 DiIStANCE lEAIMING ...t e e e e e e e e e et b e e e e e e e e e e e eeeeeees 43
9.12.1 DESCHIPLION ettt e et e e e e e e e e e e e e e e e e e e s e e 43...

9.13 VIdeOotelepRony .......ccoiiiii e 44

iv. DAVIC 1.3.1a Part 1 (1999) © ISO/IEC 1999 - All gights reserv
Boetiiehts

Document Sharing Hub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

9.13.1 D=2 ol 1] o1 o] o IO PP PP PP PPPPPPPP 44...
.14 HOME BANKING. . uuuuiiieiei e ettt s e s e e e e e e e e e e e e e e e e e aa s s s e e s e e eaeaeaaaeeeeeesnnnne 44
9.14.1 D 1= ot ] o) 1o ) o 44...
9.15 TeleMEAICINE ... e e e e e e e e e e e e e e e a bbb 44
9.15.1 DSt ] o] 1o ) o [ 44...
S IR O @] o1 (=] Y o0 [¥Tod 1 o] o F U 44
9.16.1 DTS Tod g o] 1 o] [OOSR 44...
9.17 TranSACON SEIVICES......ccceiiiiiieieeeeitiiiiaaa e e e e e e e e e e e e e e et eeeeaasesaana s e e s aeeeeaeeaaaeeeeeennnnes 44
9.17.1 D=2 ol 1] 1o o IO PP PP UPP T POPPPPPP 44...
S IS TV To [T o Toto ] 1 1=] (= Uod T o [P 45
9.18.1 D 1= TS o ] o1 1o ) o 45...
9.19 Virtual CD-ROM .......utiiiiiiiiiiiiiiiiieee et e e e e e e e e e e e e e e e e e e e e annnes 45
9.19.1 DTSt ] o] 1o ) o R 45...
10 Digital audio-visual functional groups and function descriptions................. 45
Annex A: Enhanced Digital Broadcast CONtOUr...............uceieieeiiiieiiiiiiie e 63
Annex B: Interactive Digital Broadcast CONtOUN..............ueuuiviiiiiiiiiiiiie e 79
= 1] oo = 0] ) PP 95

© ISO/IEC 1999 - All rights reserved DAVIC 131bl:gah(ﬁ%9é)htg

Document Sharing Hub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with 1ISO and IEC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when a technical committee has collected data of a different kind from that which is
normally published as an International Standard ("state of the art”, for example), it may decide by a simple majority
vote of its participating members to publish a Technical Report. A Technical Report is entirely informative in nature
and does not have to be reviewed until the data it provides are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this Technical Report may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 16501 was prepared by DAVIC (Digital Audio-Visual Council) and was adopted, under the PAS
procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its approval by
national bodies of ISO and IEC.
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Introduction

ISO/IEC TR 16501 provides a detailed listing of the core functions, generic tool capabilities and sample
applications required by users and providers of digital audio-visual applications and systems. It introduces the
concept of a contour and defines the functions required for IDB (Interactive Digital Broadcast) and EDB

(Enhanced Digital Broadcast) contours. The Technical Report complements ISO/IEC 16500. It is the source of

the requirements used to identify the generic tool technologies defined in ISO/IEC 16500 and, in particular, it
identifies the user needs and market requirements which are addressed by the contour technology toolsets defined
in ISO/IEC 16500-3.
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Information technology — Generic digital audio-visual systems
— Technical Report on ISO/IEC 16500 — Description of digital
audio-visual functionalities

1 Scope

This Technical Report describes the functions that may be supported by systems using ISO/IEC 16500. These
functions have been derived by analyzing the requirements of a number of example applications from the
viewpoints of a range of participants, including:

e content providers e |PR holders

e service providers e rights collection agencies
e delivery system providers e regulatory authorities

e end-users e business support services
e equipment manufacturers e financial services

Applications, tools and functions are described from a behavioral viewpoint. The report does not assume any
technical implementation for a particular service.

The Technical Report consists of a main body, and a series of Annexes. The main body introduces the concept of
a contour in the context of ISO/IEC 16500 and outlines its use in compliance and conformance definitions. The
behaviour and parameters of sets of core functions and generic tools that can be derived from the functions are
then presented. Nineteeen example applications are analysed and described in terms of generic and application
specific functionalities. The main body concludes with an integrated summary listing of the functionalities
required by users and providers of digital audio-visual applications and systems organised under a set of
functional groupings . The User and Market Requirements and the corresponding Functional Requirements
required for the IDB (Interactive Digital Broadcast) contour are defined in Annex A. Similar information is
provided in Annex B for the EDB (Enhanced Digital Broadcast) contour. This overall structure is designed to
readily incorporate future descriptions of new core functions, generic tools, sample applications and additional
contours.

2 Sources for the identified audio-visual functions

The functions specified in this Technical Report were derived by analyzing the requirements of a number of
example applications, and the generic requirements common to a range of applications. The applications
considered were all taken from the responses to the calls for proposals issued by DAVIC, and prioritized during
discussions within the DAVIC Applications Technical Committee. The example applications were used as the
focus for requirements analysis, and it is expected that a wide range of applications can be implemented using this
Technical Report and ISO/IEC 16500.

3 Definitions

This clause defines new terms, and the intended meaning of certain common terms used in this Report. ISO/IEC
16500-1 Annex A defines additional terms and, in some cases, alternative interpretations that are appropriate in
other contexts.

3.1. Access Control:Provides means to access services and protection against the unauthorized interception
of the services.

© ISO/IEC 1999 - All rights reserved DAVIC 1.3.J|5Part 1(1999) . 1
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3.2. Access Network:a part of the Delivery system consisting of a collection of equipment and
infrastructures, that link a number of Service Consumer Systems to the rest of the Delivery system through a
single (or a limited humber of) common port(s).

3.3. Application: a set of objects that provides an environment for processing Application Service Layer
information flows.

3.4, Application Programming Interface (API): set of inter-layer service request and service response
messages, message formats, and the rules for message exchange between hierarchical clients and servers. API
messages may be executed locally by the server, or the server may rely on remote resources to provide a response

to the client.

3.5. Assets:Things that a user sees or hears, e.g., bitmap, audio, and text.

3.6. Channel surfing: Viewing of many broadcast channels in a short time period by the End user.

3.7. Client; a service consuming object or system (block); (a synonymsten)

3.8. Compliance to a contour: providing all of the system functions specified in a contour according to the

mapping to ISO/IEC 16500 technologies specified in the corresponding annex of ISO/IEC 16660-3.
subclause 6.1.2

3.9. Conditional Access:A means of allowing system users to access only those services that are
authorized to them.

3.10.  Confidentiality: the protection of information from unauthorized disclosure

3.11.  Conformance to a contour:providing system functions, as defined in a particular contour, used by the
services in a system for which conformance is decl&eesubclause 6.1.1

3.12. Content Provider: one who owns or is licensed to sell content.
3.13.  Control Word: the secret key used for a scrambling algorithm.

3.14.  Control-information: information that may change the state of the object intercepting the information
flow, e.g., a remote control channel up command input. (In some cases an object may interpret a message but
reject a request and remain in its current state.)

3.15. Distribution Network: a collection of equipment and infrastructures that delivers information flows
from the Access Node to the Network Termination elements of the Access Network.

3.16. Email: Electronic mail. Email allows the sending of information in an electronic format from one
Internet user to another. Users are identified on the Internet by a unique email address.

3.17. Entitlement Control Message (ECM):Conditional Access messages carrying an encrypted form of
the control words or a means to recover the control words, together with access parameters, i.e., an identification
of the service and of the conditions required for accessing this service.

3.18. Entitlement Management Message (EMM)Conditional Access messages used to convey
entitlements or keys to users, or to invalidate or delete entitlements or keys.

3.19. FTP: File Transfer Protocol. FTP allows a connection to be made between two Internet computers in
order to transfer files between them.

3.20. Function: Features of a Digital AudioVisual System that are realized through Services. For example,
interactive play control (VCR-type controls) is a function. (See &¢swice

3.21. Hierarchy: an arrangement of objects in order of rank; some objects in the arrangement are subordinate
to others; objects of the same hierarchical rank are peer objects

3.22. HTML : Hypertext Mark-up Language. HTML is a document formatting language used to specify the
format of Hypertext documents on the World Wide Web. HTML consists of ASCII text files with special tags to
specify formatting information. This includes the specification of Hypertext links, graphics information and plain
text.
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3.23. HTTP: Hypertext Transfer Protocol. HTTP is the protocol Web servers and browsers use to send
request, accept request, send responses and receive response of documents on the World Wide Web. It also
specifies how to initiate transfers of data using other protocols such as FTP and SMTP.

3.24.  Hypertext: Hypertext is text that a user may select in some manner to cause some different set of
information to be retrieved and displayed. A common example is a link on a Web page, which may be selected
causing a new Web page to be retrieved.

3.25. Interface: a point of demarcation between two blocks through which information flows from one block
to the other.. A DAVIC interface may be a physical-interface or a logical-interface.

3.26. Internet: The term Internet is used in many ways in this document. It is widely understood to mean the
global network of computers tied together via different types of networks. These computers use a standard set of
protocols to communicate, mainly TCP/IP and UDP/IP.

3.27. Key management:The generation, storage, distribution archiving, deletion, revocation, registration,
and deregistration of cryptographic keys.

3.28. Navigation: the process of reaching a service objective by means of making successive choices; the
term may be applied to the selection of a service category, a service provider or an offer within a particular
service.

3.29. Network: a collection of interconnected elements that provides connection services to users

3.30. Network control function: The Network Control Function is responsible for the error-free receipt and
transmission of content flow information to and from the Server.

3.31. Non-repudiation: the proof of the origin and reception of a message. This means that the sender cannot
deny the sending of the message and the receiver cannot deny the reception of the message.

3.32. Partition: a decomposition or subdivision of an object into smaller objects; the created objects are
peers with respect to each other, but are hierarchically subordinate to the original partitioned object

3.33. Peer: of the same rank or order: peer objects belong to the same layer (category or classification).

3.34. Physical interface: An interface where the physical characteristics of signals used to represent
information and the physical characteristics of channels used to carry the signals are defined. A physical interface
is an external interface. It is fully defined by its physical and electrical characteristics. Logical information flows
map to signal flows that pass through physical interfaces.

3.35. Plane: a category that identifies a collection of related objects, e.g., objects that execute similar or
complementary functions; or peer objects that interact to use or to provide services in a class that reflects
authority, capability, or time period. Management-plane service objects, for example, may authorize ISP-clients’
access to certain control-plane service objects that in turn may allow the clients to use services provided by
certain user-plane objects.

3.36. Privacy: privacy protects authorized participants from illegal utilization or knowledge of information
related to their components in the DAVIC System

3.37. Protocol: set of message formats (semantic, syntactic, and symbolic rules) and the rules for message
exchange between peer layer entities (which messages are valid when)

3.38. Real-time: Quality of a process, the execution of which is determined or controlled in time. The term is
sometimes extended to refer to a delivery process which is perceived fast enough to be considered as almost
instantaneous.

3.39. Reference point:a set of interfaces between any two related blocks through which information flows
from one block to the other. A reference point comprises one or more logical (non-physical) information-transfer
interfaces, and one or more physical signal-transfer interfaces.

3.40.  Server: any service providing system.
3.41.  Service provider: an entity that provides a service to a client.

3.42.  Sessionan interval during which a logical, mutually agreed correspondence between two objects exists
for the transfer of related information. A session defines a relationship between the participating users in a service
instance.

© ISO/IEC 1999 - All rights reserved DAVIC 13lb|38réh(ﬁ%9é9hté

Document Sharing Hub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

3.43.  Specification: a definition of the requirements of a system. A specification consists of general
parameters required of the system and the functional specification of its required behavior. Specification may also
be used as shorthand for specification and/or description, e.g., in SDL specification or system specification.

3.44.  Symbol: a bit or a defined sequence of bits.

3.45.  System:a collection of interacting objects that serves a useful purpose; typically, a primary subdivision
of an object of any size or composition (including domains)

3.46. User: a service consuming object or system

3.47.  Virtual channel: communication channel that provides for the sequential unidirectional transport of
ATM cells

4 Acronyms and abbreviations

This clause defines the acronyms and abbreviations used in this Technical Report. Additional acronyms and
abbreviations relevant to digital audio-visual applications is available in Annex B of ISO/IEC 16500-1.

CA Conditional Access
DvB Digital Video Broadcasting
DVB-SI DVB - Service Information
ECM Entitlement Control Message
EMM Entitlement Management
EPG Electronic Program Guide
HDTV High Definition Television
HTML HyperText Markup Language
IP Internet Protocol
IPR Intellectual Property Rights
ISDN Integrated Services Digital Network
I1ISO Internaiond Organization for Standardizaion
ITU International Telecommunications Union
JPEG Joint Photographic Experts Group
KOD Karaoke-On-Demand
Mbps Megabits per second
MOD Movies-On-Demand
MPEG Moving Picture Experts Group
MPEG-TS MPEG Transport Stream
NVOD Near Video-On-Demand (Also N-VOD)
PG Parental Guidance
PIN Personal Identification Number
PPV Pay-Per-View
QoS Quality of Service
STB Set-Top Box
STU Set-Top Unit
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UPI User Premises Interface
VASP Value Added Service provider
VOD Video-On-Demand

5 Conventions

The style of this Report follows the general guidelines ofahigle for ITU-T and ISO/IEC JTC 1 cooperation.
Appendix 1I: Rules for presentation of ITU-T | ISO/IEC common text (March 1993)

6 DAVIC Contours

The purpose of contours is to enable the building of marketable products by translating market requirements into
functional specifications and then to technological solutions. The whole process is shown in Figure 6.1.

Market Domain

WS Function Domain

*~_Capabilities

,’/ Capabilities

Requirements

Figure 6.1 — Contour Domains

A contour is expressed in three domains:

¢ in the Market domain, as a set of market and user requirements;
¢ in the Function domain, as a set of functional requirements; and

e in the Technology domain, as a set of system functions and selected tools.
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All DAVIC Requirements

Market Domain

\‘ Functions

A Contour
includes
all three

Technologies

Technology Domain Function Domain

Figure 6.2 — Contour Definition

A contour consists of three separate essential items of information which describe:

e a set of user and market requirements with a focus on a market segment;

e a set of functional specifications for interoperable DAVIC system components derived from the user
and market requirements; and

e a set of technologies supporting the functional requirements.

Each contour is developed in a two step approach and is best understood using the following two documents:

e This Technical Report which describes the User & Market Requirements and provides a list of
Functional Requirements. These are system-level requirements, not sub-system level and they do
not define physically where in the system a particular function has to be executed,;

and

e |ISO/IEC 16500-3 which contains a corresponding Annex which lists the technologies required to
fulfil the functionality identified for each contour and, where appropriate, assigns specific DAVIC
components from ISO/IEC 16500 to achieve the required technologies.

DAVIC contours are used to define systems, derived from User & Market requirements. They describe fully the
functions and their mapping to the DAVIC technologies required to implement marketable solutions. There is no
implied relationship between one contour and another. A contour may be a superset, a subset or be completely
independent of another.

Systems, which are implemented according to the contour, may also implement functions and technologies
outside the contour (including those outside DAVIC).

6.1 Conformance and Compliance

The following definitions apply.
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6.1.1 Conformance

DAVIC defines a system to lmnformanto a contouwhen it uses the contour as a guide but may omit

functions where appropriate (for example in the case of regional solutions to optimize cost-effectiveness). All
functions that are selected from the contour must be executed according to the mapping to DAVIC technologies
specified in the appropriate annex to ISO/IEC 16500-3.

6.1.2  Compliance

DAVIC defines a system to lmmpliantwith a contour when it is capable of executing all functions that are
specified in the appropriate annex to ISO/IEC TR 16501, according to the mapping to DAVIC technologies
spedfiedin the corresponichg annexo ISO/IEC 16500-3 andmeds &l of the requrements ofthe coriour.

7 Functions Required to Support DAVIC Applications

7.1 Core Functions

DAVIC compliant systems are intended to facilitate the introduction of a wide variety of applications. These
applications will consume system resources and have functionality that is spread across a number of DAVIC
subsystems. Examples of applications are given in clause 9. These applications have both common and specific
functionality. Future applications which require the definition of additional and new functions can easily be
accommodated by adding them to the current list of core functions below.

However, it is possible to identify core DAVIC functions that are basic to the system’s operation, integrity and
development. These functions provide core functionality to the system and all its running applications. They may
be subdivided into the following groups: -

e Bit Transport

e Session

e Access Control

¢ Navigation, Program Selection & Choice
e Application Launch

e Media Synchronization Links

e Application Control

e Presentation Control

e Usage Data

e User Profile

Figure 7.1 depicts the interrelationship of these core functional groups and running applications.
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Presentation control

Access control
User profilg Usage datg Navigation & Selection Application control

Application launch | Applications
Media Synchronisation links

Session
Bit Transport

Figure 7.1 — Core Functional groups

Applications will invoke the core functions as required, or replace or extend them with more specific functions
(which may in turn invoke core functions). An application will comprise specific code with many calls to the core
functions.

A function element used by more than one application is almost certainly “core”. However, a function element
used by only one application is still considered "core” if it cannot be synthesized from other “core” functions. If
the function can be synthesized then it is an application-specific function.

7.1.1  Bit Transport

This group of functions provides physical and logical links of a given bandwidth, facilities to combine such links,
and switching information to achieve logical connections between points. Signal splitting and combination
functions and facilities will enable point to point, point to multipoint, multipoint to point and multipoint to
multipoint connections to be established.

The physical data stream provided by the bit-transport functions may be multiplexed between several services
and/or applications so that each is given the logical connections it requires. Each application session must be able
to negotiate the data rate of each logical connection established depending on requirements and current
transmission resource occupancy.

7.1.2 Session

This group of functions controls ttgt Transportfunctions, calling upon them to establish or change a logical
connection. Such a connection may be point to point, point to multipoint, multipoint to point or multipoint to
multipoint, and it may be at a predetermined or a variable data rate. The establishment of connection criteria such
as data rate will be by the use of protocols mutually agreed beSessiorandBit Transport

The Sessiorfunctions provide common facilities such as data encryption, file transfer and verification to all
applications.

7.1.3 Access Control

This group of functions provides facilities to authenticate a user, and to determine and verify access rights to the
network. They also control a user’s access to specific applications and related content, goods and services, and
provide verification of credit and payment.

7.1.4  Navigation, Program Selection & Choice

This group of functions provides the user with menu selection facilities, enabling the choice of application or
content. Selection will be aided by appropriate user specific criteria (including access-control rights, preferences,
interests etc.) and knowledge of prior behavior, and will almost certainly be hierarchical, involving several levels
of menu. At the lowest level, the user’s response will result in the launch of a resident or downloaded application.
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7.1.5  Application Launch

This group of functions provides the facilities to run an application. The application code may be already resident
in the STU or may be obtained via a session to a remote server. Having been loaded, the application is then
launched, execution transferring to the new code. It is the launched application’s responsibility to obtain and
dispose of system resources, to initiate and terminate any new sessions and to conclude in an orderly and clean
fashion.

7.1.6 Media Synchronization Links

This group of functions provides links between objects, such as sound segments, subtitles, still images, moving
images and applications to achieve a multimedia presentation. Examples of usage would be: to allow the viewer
to select and subsequently order products seen on-screen during a TV broadcast; to display subtitles or to listen to
audio description for hearing or sight-impaired viewers; to provide text translation to another language, or to
synchronize language dubbed audio.

7.1.7  Application Control

This group of functions provides control of the applications, and should be distinguishe® ésentation

Control. Communication between the user and an application will result in modifications to the application’s
behavior or content options selected according to the user's commands and preferences. Examples would be
pausing, rewind, forward wind, audio pitch & tempo control, bookmarking and content interaction such as the
choice of a sad or happy ending to a play.

7.1.8 Presentation Control

This group of functions provides the provision to users of control for the delivery and display of multimedia
information, such as subtitle activation and positioning, choice of language etc. Such control does not involve any
control of the server or the information flowing therefrom.

7.1.9 Usage Data

This is a group of functions that collect, store and supply data concerning users’ consumption of material,
resources and applications. The data supports payment, and gives feedback to content providers for market
research and planning purposes. It also enables system management to monitor resource utilization.

The underlying data collected by these functions is likely to be covered by data protection regulations, and needs
to have controlled dissemination. Individuals will need to receive bills for applications used and content supplied,
and content providers will need to have demographic and socioeconomic information about audiences.

Payment for services may be from a variety of sources, from the user, from the service provider or from the
Content Provider, in a similar way to telephone services today. Costs are likely to involve a number of elements,
including the royalty costs of copyrighted material, the cost of storage and the cost of supply. Some cost elements
may well be fixed; others may vary from time to time during the day. So for example, an old film viewed at peak
time could have a low royalty cost but a high access cost, a new film viewed late at night could have a high
royalty cost but a low access charge.

7.1.10 User Profile

This group of functions stores and utilizes information about the individual user and their prior behavior in order
to control access (e.g. Identification and Password), to assist navigation, and to correctly bill for services
received.

Demographic, socioeconomic and geographic information will also be stored and used to provide statistics (not
individual Usage Data) to service and content providers.

7.2 Home Networks

As multiple digital services begin to penetrate the consumer market, the need will arise for an in-home digital
network that will provide selectable access to these services from multiple in-home devices. Furthermore, the
introduction of digital storage devices in the home will expand this need. Home networks for DAVIC must
support the functions required to link digital consumer devices so that information may be exchanged among
these devices in a simple and direct manner.
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Figure 7.2 — Home Network

7.3 Function Decomposition Table

A listing of digital audio-visual functional groups and function descriptions is provided in clause 10. Table 10-1
lists the functional groups and function descriptions anticipated for a fully defined DAVIC system. In each of the
annexes attached to this Technical Report, a subset of these is recommended for a specific contour.

8 Common Requirements of Applications and Services
This clause defines a set of functions that apply to all applications that may be deployed on a DAVIC system.

Subclause 8.1 describes functions of navigation and interaction. These functions provide capabilities to find and
select content and to control playback and presentation of this content. Subclause 8.2 describes common functions
for service and content management. Subclause 8.3, describes functions concerning the IPR and security
functions a DAVIC system must provide. The final subclause 8.4, describes the general aspects of the DAVIC
environment. These include functions concerning interoperability, portability and latency.

8.1 Navigation and Interaction

8.1.1  Navigation

8.1.1.1 Definition
The navigation functions enable:

e users to find, choose and select content items or products and to obtain information about
corresponding charges and other conditions for use,

e service providers to offer products to the user,
e delivery systems operators or service brokers to offer a choice of services to a user.

These functions are enhanced by the use of intelligent agents. An intelligent agent is a specific set of
functionalities that matches content availability with user profiles and requirements. Intelligent agents need to
utilize structured meta-data describing the content from the providers.
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8.1.1.2 Functions

The presentation of navigational information to the user can range from simple presentation of text to a full-
featured system with graphics, text, animation and video and audio clips. This requires:

e Presentation to the user of the available set of services on the delivery network. This may be
structured by the logical hierarchy of services, or by service types (entertainment, shopping etc.
from any service provider).

e Browsing, filtering and previewing functions. These may be supported by enhanced features
(intelligent agents, customization, etc.) to assist in searching. This could span over several service
providers as well as the presentation of the available elements within a service.

Electronic program guides (EPG) permit navigation to content by date, time and content provider.
The EPG can use static and dynamic filtering mechanisms to adapt the EPG to specific user
requirements.

e Selection by the user of an element (e.g. program) for:
— immediate consumption
— future consumption
— review of list of advance-booked elements

— cancellation of advance-booked elements

Specific navigation requirements that may need to be addressed are:

e the multi-lingual presentation of navigation functions;

e integration with Access Control mechanisms to allow limited access to non-subscribed services;
e the need for a low channel response time;

e the ability to switch rapidly between applications;

e the need to display several items simultaneously to allow comparative choice;

e the use of navigation tools (bookmark, go back, etc.);

o flexibility in presentation style to allow freedom of branding and differentiation of products.

8.1.2 Interactive Play control

8.1.2.1 Definition

The Interactive play control functions enable the end user to interact and control the delivery of time-based media
such as audio or video media.

8.1.2.2 Functions
Basic functions of Interactive Play control are:

e Control of the audio-visual media presentation through VCR playback commands (such as Play,
Pause, Fast Forward, Rewind, etc.)

— These control functions can include video control, audio control as well as control of
animation sequences.

e Control of the audio media presentation parameters, e.g. audio volume.
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Additional functions are:

e Slow Motion, Scan Forward, (menu based) Skip, etc.
e Ability, at authoring time and/or at run time, to indicate bookmarks in a video or an audio sequence;

e Control of audio pitch.

8.1.2.3 Constraints

e The response time associated with the Interactive Play control has to be comparable with a VCR.
8.1.3 Multimedia Interactive Presentation

8.1.3.1 Definition

The Multimedia Interactive Presentation is the function by which the user may have the ability to interact and
select or modify media presentation elements. It presents to the end user multiple media components in a
synchronized way. The synchronization applies in space (e.g. relative position of media elements on the screen)
and in time (relative position of media elements on a time line).

8.1.3.2 Functions

e Synchronized presentation of media elements, e.g. verbal description of the information being
visually presented;

e User input facilities for interaction (e.g. through text entry field).
There may be an additional need to allow a single user to select a package of several content items in succession.

8.1.3.3 Constraints

e Synchronization of the media presentation must meet the specified requirements;
- in complex cases, the various media that have to be synchronized may be stored separately and
possibly delivered through different links (e.g. Karaoke-On-Demand).

e Ability to offer the media elements (video, audio, etc.) at various levels of quality. This can include
picture, audio, and control of latency.

e The response time between the user's action and the effective presentation have to fulfil the
specified requirements.

8.1.4 User interface

8.1.4.1 Definition

The User Interface is the means by which the end user interacts with the applications. The Navigation,
Multimedia Interactive Presentation and the Interactive Play control functions (described above) are perceived by
the user through media elements (pictures, audio, and graphics) and interaction structures which compose the
User Interface.

8.1.4.2 Functions

e User customization of the user interface must be supported, to allow for a simple structured as well
as a sophisticated appearance.

e Multilingual User Interface may be supported.

8.1.4.3 Constraints

e The syntax which describes these elements and structures should not constrain the look and feel of
applications and the ability for Information Providers, to differentiate between themselves and to
preserve their own brand image.
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e A Content Provider may deliver an application in which interaction with the user is described only
at a high and virtual level. The rendering of the interaction objects (e.g. buttons) may be supported
in that case by a resident GUI interfaced with the application, whatever the Look and Feel of this
GUI.

e Sophisticated user interface applications must also work in a ‘degraded’ form on low end STUs.

e A Content Provider may wish that the interaction objects conform exactly to a precise and specific
Look and Feel, and that this Look and Feel should be reproduced exactly in the same manner,
whatever STU is being used. This may however be limited by STU hardware constraints.

e From the user's point of view, it is desirable that a certain consistency between the various
application user interfaces exists, in order to avoid user's disorientation.

8.2 Service and Content Management

8.2.1  Billing / Charging / Trading

This subclause gives an overview of the different tasks to be considered. ISO/IEC 16500-9 covers the Usage
Data, and these aspects in greater detail.

8.2.1.1 Definition

Billing/Charging/Trading covers all aspects of determining how usage of the system is to be credited to the
providers of the various elements of the system. The providers include at least the intellectual property owners,

the service providers and the network providers. Users can include the end users and service providers (e.g., those
who may use the network to load their servers).

Information relative to Billing/Charging/Trading is one example of data that needs to be collected for a variety of
reasons at different places in the overall system. Such data has value for market research (e.g., viewing broadcast
channels), for network planners (to properly define growth), and subscriber behavior (e.g., how many times was
‘pause’ used in VOD, what was the total time taken to view a movie). Data also needs to be collected for reporting
to such bodies as the official regulator, for IPR tracking, etc. The Billing System is outside of the scope of

DAVIC. However, the data that needs to be gathered to allow a Billing System to perform is required to be

defined such that DAVIC applications and elements can collect and deliver to external support systems.

DAVIC standardizes methods (including protocols) for Usage Data capture and release at all appropriate points in
the system, ranging from Applications, to Servers, to STUs, to Delivery systems. This includes requirements for
all internal handling of Usage Data, as well as an external interface format for release of Usage Data. This allows
System Designers, Market Researchers, Network Designers, as well as those responsible for all aspects of
Accounting (i.e. Billing) to get access to the information they need in a standardized way.

The functions listed are the defined needs for support of the DAVIC system, such that applications can be
designed to offer complete services. These assume some functionality within the DAVIC system, and some is
provided by the external support systems. Until the interface is defined, it is not possible to separate these
functions.

8.2.1.2 Functions
User point of view:

e Ability to be informed on the price of any product or service for which the user will be charged,
prior to use.

e Ability of the user to accept the charge for the service.

e Ability to enter the means of payment, establish different means of payment for different products
e Ability to review account

e Ability to subscribe to a new service

e Filtering according to trading conditions such as the price
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e User budgeting
Service provider:
Needs to be able to:
e Offer services to the user
e Inform users on the price of offer

¢ Inform the user on conditions for use

o Offer different prices according to packages, ability to sell packages, ability to have special charge
strategies (e.g. Buy 3 and get one for free, cheaper rates on Monday 10 am, etc.),

e  Support subscription services
e Monitor their costs and tariffs
e Ensure application billing service will be provided
e Contract for supply of contents from Content providers
e Monitor the use of the contents against the trading conditions
e Obtain payment for services provided
e Support content import to the system
8.2.1.3 Constraints
Intellectual Property Rights (IPR) constraints must be regarded.
8.2.2  Content Loading

8.2.2.1 Introduction

In the DAVIC system reference model defined in ISO/IEC 16500-1, the Service provider supplies content to the
user directly, or may act as a broker for material between the User and the Content Provider. The supply of such
material is to be accomplished using the A10 interface of the DAVIC system reference model. The A10 interface
may be furnished in a variety of ways, from the supply of tape and disc-borne material, to the provision of an
electronic link, with or without a return/request path capability.

Complete content items, to be supplied by Content providers, comprise a number of separate, distinguishable and
usable elements. These elements are available at differing points in the content production process, and serve to
support the promotion of the content and its selection for consumption using navigation systems. Examples are:

e program title

e program description

e still picture

e promotional a/v segments; and
o final program material.

An illustrative example is a movie, which comprises a title, cast list, synopsis, still picture promotions, promotion
trailers, actual content and subtitles for foreign languages. These items may be used to watch or preview the
movie, and to find the content through suitable navigators and browsers.

The A10 interface must support the progressive delivery of such content item elements into the Service Provider's
domain. It must also support the delivery of content item elements that are used by the Service provider to
automatically load the content into the Server and to make the material available to Users and to navigators. An
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example of such information would be the terms of sale to the Service provider - price, number of showings etc.,
and embargo restrictions.

8.2.2.2 Content and Control Flows

The following diagrams depict examples of content flows and control information:

Content Provider Service Provider End User

Content
Delivery

Figure 8.1 — Content delivery, Content Provider to Service provider

Content Provider Service Provider End User

Reques
Content
Delivery

Figure 8.2 — Delivery of content on request from Service provider

Content Provider Service Provider End User

Reques
Content
Delivery

Figure 8.3 — Onward delivery of content from Service provider to User
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Content Provider Service Provider End User

Reques

Content
Delivery

Content
Delivery

Figure 8.4 — Delivery from Content Provider to Service provider on request by User

Content Provider Service Provider End User

Reques

Content
Delivery

Figure 8.5 — Content stream supplied to User from Content Provider via Service provider

Content Provider Service Provider End User

Content

Delivery

Figure 8.6 — Content delivery to User via Service provider
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8.2.2.3 Delivery of content elements

e Authentication of transfers

Content exchange between the Content Provider and Service provider must be authenticated, i.e. the
Service provider must be able to establish the identity of the Content Provider and the Content Provider
must be able to establish the identity of the Service provider.

e Types of Element

Content items are to be considered as a number of distinct elements, which may be delivered in one
package at one time, or in different packages at different times. Such elements may be audio-visual
material, audio material, still pictures, graphics, data files, content management data or navigational data.
Each content element must describe the type of element it is. The content element must identify the item
to which it relates, which particular element of that item it is, and the version number of that particular
element.

e Identification of Content Item Elements

The collection of content elements relating to a particular content item will all bear a common identifier.
This may be a unique number or string assigned to the content item worldwide, nationally, or locally, but
must be unique to the instance of that content item to the Service provider and Content Provider.

e Delivery Functions

Content items are composed of one or more content item elements, which may be generated and
delivered together or separately over a period of time. Elements may be replaced with newer versions,
and new elements may be added. An example of such use is the gradual delivery of the elements that
comprise a television program. Firstly, the program title and description may be released; then additional
navigational data - a cast list and still picture; a number of trailers. During the release process different
versions of trailers and still pictures may be used in order in order to enhance audience expectation.
Finally, on the day of production, the final audio-visual material is released.

Content item elements from a variety of content items may be packaged together and carried as one from
the Content Provider to the Service provider as schematically indicated in Figure 8.7.
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Content Provider Service Provider

Program A Program A

Figure 8.7 — Packaging of Content Item Elements

e Security

The content transfer process between Content Provider and Service provider should have the possibility
of security, using encryption or other techniques, and there should be means to ensure that transfers, with
or without encryption, may not be repudiated.

Where material is brokered from the Content Provider to the User via the Service provider, content
material may be transferred in encrypted form from the Content Provider, via the Service provider to the
User. In such situations, the Service provider may not be able to decrypt the content item.

¢ Real time content delivery

Content material may be delivered in real time from the Content Provider, through the Service Provider,
to the User (or Users). Such flow may be initiated by the User, by the Service provider, or by the
Content Provider. See Figures 8.5 and 8.6.

8.2.2.4 Content management data

The content management data describes how the Service provider should handle (manage) the content provided
by or fetched from the Content Provider. It determines how and when the material should be made available and
whether it may be subsequently modified by the Service provider or copied by the User according to the
copyright and rights granted by the Content Provider.

e Content loading and deletion

It must be possible for the Content Provider to automatically load content item elements into the Service
Provider’'s system, and for these to be made available to Users or denied according to the rights afforded
by the Content Provider. It should also be possible for the Service provider to request the provision of
content from the Content Provider. Material loaded onto the Service provider's system by a given
Content Provider may be accompanied by a deletion time/date or expressly and automatically deleted by
the Content Provider at any time.
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e Embargo and deletion information

Content management data stored on the Service provider’s system may contain an embargo time/date,
before which the content may not be made available to the User, and a deletion time/date, beyond which
the material is automatically no longer available to the User or to the Service provider. These trigger
points may be set differently on servers in different areas, providing the opportunity to give access to
material at different times in different regions (e.g. the broadcast or VOD for a football match in a city
might be delayed to the local community).

e Copyright control

The management data should include copyright information, including the rights to alter (e.g. edit the
data used for navigation, censorship) and distribute the material (e.g. number of distributions or
broadcasts at a certain price). This leads to an extensible set of features only to be used by the Service
Provider (e.g. price, number of plays for a movie, ownership of the content).

8.2.2.5 Navigation data

Navigation data refers to the information provided with the content for the purpose of helping the end user to
locate the content. It is intended for use by navigators, intelligent agents, browsers, etc. Navigation data will
result in the content becoming visible and accessible.

e Content Label

Each content item, comprising one or more elements, must be uniquely identifiable to and by every
navigation system. It is foreseen that such identification will need to be unique worldwide for each an
every piece of published audio-visual material. This label, which must accompany every content item, is
to be distinguished from the common identifier which links together content item elements for delivery
to the Service provider.

e [eatures

The main part of the Navigation data will be an extensible set of features for facilitating EPGs, browsers,
intelligent agents, etc. These features, or a subset of them, could be provided by the Content Provider.
The Service provider might add, delete and edit the features. Examples of features could be title, rating,
synopsis, producer, length, price and “attractors” like stars etc.

8.2.2.6 Links

In order to characterize the content loading process it is necessary to consider the nature of the links that may be
utilized, and the way in which these may be used.

Three classes of link are considered:

1. The use of physical media to transport packages of content elements from the Content Provider
to the Service provider.

2. The use of a data link to transport packages to the Service provider.
3. The use of a data link to transport real time streams to the Service provider.

In each case, content packages may be “pushed” from the Content Provider, or “pulled” by the Service provider.
These terms refer to the selection of content for transfer, not to the operation of the link itself.

Where a data link of sufficient bandwidth is employed to transfer content the opportunity is afforded for content
to be transferred in real-time, i.e. a program transport stream may be used. Such a stream may be carried
transparently through the Service provider to the User.

These links will require two distinct types of data flow:
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e Content Packages

To carry and load content into the Service provider’'s domain. If a data network provides this capability
then a high bit-rate will be required in order to carry real-time data. Where this functionality is realized
using interchangeable media (magnetic, optical, magneto-optical disks or tape etc.), then standard
internal or external drive capabilities need to be provided at Content Provider and Service provider
systems.

e Session

To manage the communication link between the Content Provider and Service provider. Providing the
means to authenticate set-up, negotiate and manage the exchange of content item packages. A
considerably lower bit rate will be required in order to realize these functions, and will still be required
even if a “pulled” system is to be realized using exchangeable media.

8.2.3

Exception Procedures

8.2.3.1 Definition

The functions required to indicate and recover from failure conditions.

8.2.3.2 Functions

8.2.4

Mechanisms to handle indication of and recovery from:
— delivery system or server failure
— delivery system or server congestion
— selected content not available
— user error (wrong PIN, after n retries, IPR violation)
— incompatibility between content and delivery (display) platform

— set-top unit failure / downloaded application or operating system corruption
The billing system must account for pay-per-view items which are not delivered completely
Some regions will require public service warnings that will need to be regionally broadcasted.

A piracy detection alert may be required.

Commercial Insertion

8.2.4.1 Definition

The insertion of commercials into the content that is provided to users.

8.2.4.2 Functions

There is a need for a mechanism to indicate where commercials may be inserted into content.

The set of commercials to be inserted may change through the life of the content, at different times
of day/week, according to region, and according to user profile.

There may be different priced services showing the same content with/without commercials.

Commercials may provide a direct link to Home Shopping (impulse buy of advertised item), or user
management system (impulse advance pay-per-view of trailed program), and payment system.
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e The commercial content may be located on a different server from the content requested by the user.

8.2.5  Session Management

8.2.5.1 Definition

Session management is about connecting and disconnecting from one or more services.
8.2.5.2 Functions
e The user may interrupt use of a service (e.g. viewing a movie) and:
— return to the original service

— use another service, then return to the original service

— cancel and not view the remainder of the program
e There will be a need for a time-out whenever a session is temporarily inactive.

¢ Enhanced mechanisms may be supported to transfer a session between terminals within a house, or
between terminals in different houses.

e The end to end system will retain sets of bookmarks for part-viewed videos for each user for a
period of time. Each user/household may have several such part-viewed videos or programs.

e Account control for billing may be by user, instead of by terminal location

8.2.6  Polling
8.2.6.1 Definition

Collection of information made with the purpose of:

e Producing statistics about Service usage
e Collecting audience responses.

8.2.6.2 Functions

e Ability to gather information about content usage.
e Measurement of service availability

e Interactive audience polling

8.2.6.3 Constraints

¢ Real-time statistics may be needed to manage content demand and provision, or to provide audience
polling live to a Content Provider or advertisers.

e There are regional constraints on what data may be collected and how this data is organized and
presented.

8.2.7  Multiple Access to content

8.2.7.1 Definition

The ability for more than one user in the same customer premises to access applications and the ability for a user
to access multiple applications simultaneously.

© ISO/IEC 1999 - All rights reserved DAVIC 1.3.1aﬁ%tél&llgﬁ%nt2$1

Document Sharing Hub

Full document details: ISO IEC TR 16501-1999


http://avadocuments2026.com/doc/iso-iec-tr-16501-1999
http://avadocuments2026.com/doc/iso-iec-tr-16501-1999

ISO/IEC TR 16501:1999(E)

8.2.7.2 Functions
Basic
It must be possible to have more than one STU to be used in a single customer premise:

e where there is only one STU in use at a time;

e where there are two or more STUs in use simultaneously possible accessing different applications or
content.

Advanced

It must be possible for a user to access more than one content item simultaneously to allow, for example, picture-
in-picture, or comparison of data/content. The content may be at different locations.

8.2.8  Operation and Maintenance
Operation and maintenance functions and information allow monitoring of the end-to-end system for:

e identification and correlation of system failures and threshold limits

system management operations

e configuration management operations

e collection of system status and performance information

e collection of usage information

e dynamic provisioning of resources to meet services demands
e determination of current resource levels

e determination of system resource limits

These functions should be supported programmatically through pro-active and re-active means. System failures
and threshold alerts should be trapped. All other functions should be available through automated and interactive
means to authorized participants.

8.3 IPR and Security

8.3.1 Introduction and General Requirements for Security

ISO/IEC 16500-7 contains details of the Security specifications. Following are some general requirements that
are applied to all the security tools. They are not prioritized:

e Security measures applied to content should not negatively impact delivered quality

e Security must be reliable

e Control for clear digital stream output should be provided

e Control for degraded digital copying capability should be provided

e Allinstances of delivery to be securely reported (a loss of less than 1 in 100,000 is recommended)
e Upgrades in face of a breach are to be easy/fast fixes (replacement)

e Delivery in the face of security failure may be allowed by the Service provider

e  Security will not impose significant overhead
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Security will not cause non-delivery of authorized media (no more than 1 loss in 100,000 is

recommended)

Billing to be accurate (to better than 1 error in 100,000 is recommended)

Support commercial electronic transaction protocol(s)

Transport with minimal loss (<1 in 2”64 for Content is recommended)

Transport with minimal loss (<1 in 2764 for Delivery is recommended)

8.3.2  Viewpoints for Security Requirements

The Security Functionalities matrix has been derived from the analysis of responses to the DAVIC call for

proposals from the viewpoints of one or more of the following:

8.3.3

IPR Holders

Content providers

Service providers

Network Providers

End Users

Equipment Manufacturers

External Business Support Services
Financial Transactors

Rights Collection Agencies
Regulatory Authorities

Legal Monitors

Security Category Definitions

Table 8.1 lists the Security Categories:
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Table 8.1 — Security Categories

Function Description
1 Conditional Access A means of allowing system users to access only those services that are
authorized to them.
2 Secure Session
2a Secure Point-to-Point Establishment of a secure point-to-point connection between two
DAVIC entities.
2b Secure Multi-Party Establishment of a secure connections between more than two DAYIC
entities.
3 Authentication
3a Entity Authentication The proof that an entity has the claimed identity.
3b Message Authentication | The corroboration that the source of data received is as claimed.
4 Data The detection of unauthorized modification of data.
5 Secure Download and The secure provision and use of executable or other data to the STU.
Execution
6 Security Audit Data A security audit trail, or log, is data collected and potentially use to
facilitate a security audit.
7 Content Control Selection by the end user to filter services and content.
8 Privacy Privacy protects authorized participants from unauthorized utilization or
knowledge of information in the DAVIC system.
9 IPR Tracking The logging of the movement of the material within the DAVIC systém
and marking the material leaving the DAVIC system.
10 Copy Protection The controlled processing of output to inhibit the unauthorized copying
of material.
11 Non-repudiation and The proof of the origin and reception of a message. This means that the
c i t of Contract sender cannot deny the sending of the message and the receiver cannot
ommitment of Lontrac deny the reception of the message.
8.4 General aspects on systems environment
8.4.1 Interoperability

8.4.1.1 Definition

The definition of interoperability within DAVIC is that it is guaranteed that any DAVIC compliant STU will
work with any DAVIC compliant Service provider System and any DAVIC compliant application.

There are two kinds of interoperability:

e Signals interoperability permits video, audio and data signals intended for delivery by a given
medium to be easily transcoded for other delivery by other media.

e Equipment interoperability ensures that a set top unit can process signals from a multiplicity of

delivery media.
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