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INFORMATION TECHNOLOGY –  
INTERNET OF THINGS (IOT) – IOT USE CASES 

FOREWORD 

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) 
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC 
participate in the development of International Standards through technical committees established by the 
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees 
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in 
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have 
established a joint technical committee, ISO/IEC JTC 1. 

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an 
international consensus of opinion on the relevant subjects since each technical committee has representation 
from all interested IEC National Committees and ISO member bodies. 

3) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted 
by IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are made to 
ensure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held 
responsible for the way in which they are used or for any misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees and ISO member bodies undertake to 
apply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their national and 
regional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresponding 
national or regional publication should be clearly indicated in the latter. 

5) ISO and IEC do not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. ISO or IEC are not responsible 
for any services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts 
and members of their technical committees and IEC National Committees or ISO member bodies for any 
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for 
costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC 
publication or any other IEC, ISO or ISO/IEC publications. 

8) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the subject of 
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

The main task of the joint technical committee is to prepare International Standards. However, 
the joint technical committee may propose the publication of a Technical Report when it has 
collected data of a different kind from that which is normally published as an International 
Standard, for example "state of the art". 

ISO/IEC TR 22417, which is a Technical Report, was prepared by subcommittee 41: 
Internet of Things and related technologies, of ISO/IEC joint technical committee 1: 
Information technology. 

This Technical Report has been approved by vote of the member bodies, and the voting 
results may be obtained from the address given on the second title page. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

  

Full document details: ISO IEC TR 22417-2017

http://avadocuments2026.com/doc/iso-iec-tr-22417-2017
http://avadocuments2026.com/doc/iso-iec-tr-22417-2017


 – 14 – ISO/IEC TR 22417:2017 © ISO/IEC 2017 

INTRODUCTION 

This document captures the results of a use case input process that began with the call for 
contributions of IoT (Internet of Things) use cases in 2015-05. The current document reflects 
contributions and discussions by ISO/IEC JTC 1 experts and liaison members, JTC 1 national 
mirror committees, and user organizations. This document also contains material gathered 
from reports, IoT research projects and group output from the JTC 1 working group on the 
Internet of Things meetings in September 2015 (Ottawa), January 2016 (Shanghai) and May 
2016 (Berlin). 

In total 25 IoT use cases were submitted by the end of July 2016. To start the project, the 
working group members were requested to submit use cases using the provided template. 
The use case submissions consisted of the title of the use case, a description and the origin 
of the use case. Contributors did not always provide information for all the fields of the 
template and did not necessarily revise their input when a modified use case template was 
introduced. 

The use case template helped to group and categorize the use cases according to the 
identified IoT requirements and experience of users. Understanding the application of IoT 
systems made it easier to identify categories and highlight use case commonalities. Where 
multiple use cases fall in the same category and had overlapping items, they were 
consolidated into one section or extended use case. All selected use cases have real-world 
validity. Gaps were filled by adding extra use cases and future developments were also 
considered. Functional requirements were extracted from the use cases and have assisted in 
the development of the IoT Reference Architecture. There is a natural mapping from the user 
experience based use cases to the clustered technical use cases, where specific technical 
and functional requirements are expressed. Collecting the use cases allowed the working 
group to assess the general applicability of the IoT reference architecture in ISO/IEC 30141 to 
current IoT applications. 

Experts from the following national committees, liaison organizations and research projects 
contributed use cases on IoT: Canada, China, Japan, UK, JTC 1/SC 27, JTC 1/SC 29, 
ISO/TC 184, and the Vicinity Project. 

Technological advances have enormous potential to make the society more efficient and 
digitally inclusive and IoT implementations are demonstrating convergence of information and 
communications technology and their widespread application. 

The target audience for this document includes: 

• IoT service users who can understand how their IoT requirements are considered by an 
IoT service provider; 

• IoT service providers who can learn about users IoT needs, and can also learn how to 
operate active assisted living systems; 

• IoT application developers who can develop IoT applications according to the needs of the 
IoT service users; 

• controllable equipment and ICT device manufacturers who want to know what the IoT 
interface requirements are; 

• administrations and government authorities that have to act as IoT service users and IoT 
regulators. 
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INFORMATION TECHNOLOGY –  
INTERNET OF THINGS (IOT) – IOT USE CASES 

 
 
 

1 Scope 

This document identifies IoT scenarios and use cases based on real-world applications and 
requirements. This document comprises 25 use cases for Internet of Things submitted to the 
ISO/IEC JTC 1 working group on the Internet of Things between June 2015 and July 2016. 
Use cases are a well-known tool for expressing requirements at a high level and 
demonstrating their real-life relevance. The use cases provide a practical context for 
considerations on interoperability and standards based on user experience. Use cases clarify 
where existing standards can be applied and highlight where standardization work is needed. 

An objective of this document is to assist in the identification of potential areas for 
standardization in the IoT environment to ensure ease of operation and interoperability. 

2 Normative references 

There are no normative references in this document. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• ISO Online browsing platform: available at http://www.iso.org/obp 

• IEC Electropedia: available at http://www.electropedia.org/ 

3.1  
actor 
entity that communicates and interacts 

Note 1 to entry: These actors can include IoT devices, actuators, sensors, users, software applications, systems, 
databases. 

3.2  
use case 
specification of a sequence of actions, including variants, that a system (or other entity) can 
perform, interacting with actors of the system 

[SOURCE: ISO 14813-5:2010, B.1.160] 

3.3  
IoT use case 
description of a hypothetically possible situation where IoT concepts, products and services 
may be specified as a set of actions associated with actors in an IoT system, which yields an 
observable result that is, typically, of value for one or more actors or other stakeholders of the 
system 

Note 1 to entry: The aim is to pictorially describe a field of problems in a way that the artificial situation makes IoT 
approaches to solutions evident in their temporal, spatial as well as technical dimension. 
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3.4  
role 
set of behaviours displayed by an actor in an interaction with the system under discussion 

3.5  
context of use 
area of knowledge or activity characterized by a set of concepts and terminology understood 
by the practitioners in that area 

3.6  
use case diagram 
diagram that shows relations between actors and use cases 

[SOURCE: ISO 14813-5:2010, B.1.161, modified – The words "within a system" have been 
deleted from the end of the definition.] 

3.7  
data flow diagram 
diagram that depicts data sources, data sinks, data storage, and processes performed on 
data as nodes, and logical flow of data as links between the nodes 

[SOURCE: ISO/IEC 2382:2015] 

3.8  
network function virtualization 
NFV 
technology that enables the creation of logically isolated network partitions over shared 
physical networks so that heterogeneous collections of multiple virtual networks can 
simultaneously coexist over the shared networks 

Note 1 to entry: This includes the aggregation of multiple resources in a provider and appearing as a single 
resource. 

[SOURCE: ITU-T Y.3011, 3.2.4, modified – The source term is "network virtualization".] 

3.9  
software defined networking 
SDN 
set of techniques that enables to directly program, orchestrate, control and manage network 
resources, which facilitates the design, delivery and operation of network services in a 
dynamic and scalable manner 

[SOURCE: ITU-T Y.3300, 3.2.1] 

4 Abbreviated terms 

AAL Active Assisted Living 
ASD Application Service Domain 
ASHRAE American Society of Heating and Air-Conditioning Engineers 
CCTV Closed Circuit Television 
CE Controllable Equipment 
CoAP Constrained Application Protocol 
DDoS Distributed Denial of Service 
DR Demand Response 
EEG Electroencephalogram 
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EGS Energy Generation System 
EMA Energy Management Agent 
EMS Energy Management System 
eNB evolved NodeB 
ERP Enterprise Resource Planning 
ESS  Energy Storage System 
FBD  Function Block Diagram 
FSGIM Facility Smart Grid Information Model 
GIS Gas Insulation Switch 
GPRS General Packet Radio Service 
GPS  Global Positioning System 
HMD Head Mounted Display 
HRV  Heart Rate Variability 
HTTP  Hypertext Transfer Protocol; 
IaaS  Infrastructure as a Service 
ICC  International Colour Consortium 
IEC International Electrotechnical Commission 
IEEE Institute of Electrical and Electronics Engineers 
IoT  Internet of Things 
IoT RA Internet of Things Reference Architecture 
IL  Instruction List 
IR Infra-red 
ISO International Organization for Standardization 
JSON JavaScript Object Notation 
KPI Key Performance Indicator 
LD  Ladder Diagram 
LTE  Long Term Evolution 
M2M  Machine to Machine 
MCS  Monitoring and Control System 
MES Manufacturing Execution System 
MILP Mixed Integer Linear Programming 
MQTT MQ Telemetry Transport 
NFC Near-Field Communication 
NFV  Network Function Virtualization 
NSE Non-Shiftable Equipment 
OEM Original Equipment Manufacturer 
OLED Organic Light Emitting Diode 
OMD Operation and Management Domain 
OPC-UA Open Platform Communications Unified Architecture 
OS Operating System 
PaaS  Platform as a Service 
PAS Publicly Available Specifications 
PED Physical Entity Domain 
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PID Proportional-Integral-Derivative 
PLC Programmable Logic Controller 
PRV  Pulse Rate Variability 
QoS Quality of Service 
REM Rapid Eye Movement 
REST REpresentational State Transfer 
RFID  Radio Frequency IDentification 
RID Resource Interchange Domain 
SaaS  Software as a Service 
SCADA Supervisory Control And Data Acquisition 
SCD Sensing and Controlling Domain 
SDN  Software Defined Networking 
SE Shiftable Equipment 
SNMP Simple Network Management Protocol 
ST  Structured Text 
STN State Transition Network 
SWS Slow-Wave Sleep 
TCP Transport Control Protocol 
TR  Technical Report 
UD User Domain 
UDP User Datagram Protocol 
UI User Interface 
UV Ultra-Violet 
UWB Ultra-WideBand 
VFD Variable Frequency Device 
VPN Virtual Private Network 
WAN Wide Area Network 
Wi-Fi Wireless Fidelity 

5 Summary of Use Case Scenarios 

5.1 General 

The use case scenarios are intended to illustrate typical IoT use cases but are not meant to 
be an exhaustive list of realizations within an IoT environment. 

5.2 Use Cases 

5.2.1 Summary 

Below is a summary of the use case scenarios with a short description of the use case and 
the identification of the key actors described in the use case. Actors identified in the use 
cases are given in Annex A and interactions between Actors and IoT entities are summarized 
in Annex B. 
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Table 1 – Summary of Use Case Scenarios 

Use Case 
Number 

Name of Use Case Short Description Actors 

1 IoT Network Security Telcos are offering telecommunication services 
to IoT providers bringing various services to 
the market enabling rapid provisioning of IoT 
services as well as new agile security 
capabilities and functionality enabling IoT 
Security. 

• Telco IoT cloud services 
(provider and tenant) 

• Telecom Networks 
• Telco Network Security 

application controller 
• Gateways 
• IoT endpoint 

2 IoT Security threat 
detection and 
management 

Telco cloud service providers are able to 
gather large amounts of data regarding the IoT 
service, endpoint, status, utilization and 
conduct large scale analytics. This data 
gathered can be used for centralized threat 
detection and mitigation through intelligent 
security policy enforcement. 

Domain Role: IoT Telco cloud service, Cloud 
Computing Security, NFV, Software defined 
networks, Data Analytics, Security as a 
Service. 

• Telco IoT cloud services 
(provider and tenant) 

• Telecom Network 
• Telco Security policy 

controller 
• Data Analytics engine 
• Gateways 
• IoT endpoint 

3 Remote 
management of 
large equipment in a 
plant 

An IoT system using cloud services is deployed 
by the equipment manufacturer. This system is 
connected to all the manufacturer’s deployed 
equipment in different plants. In this set up, the 
operator from the manufacturer remotely 
monitors the equipment. If an event or an alarm 
occurs, the operator could act on it remotely; 
for example, by sending the repair person, 
ordering spare parts, etc. 

• Operator, 
• Repair personnel, 
• Procurement personnel, 
• IoT system. 

4 Automated ICC 
profile discovery 

This use case describes automatic 
configuration and update of colour performance 
of printers to reduce service and maintenance 
costs. Additionally it outlines safety, security 
and privacy requirements for the office 
equipment discoverability function. 

• Equipment vendor 
• User 
• IT tool 
• Cloud service – ICC 

profile repository 
• Resources (paper, ink) 
• Software application 

5 Tracking of farm 
products 

This use case describes the process of farm 
product tracking using an IoT system to 
achieve the farm product safety and security. 

• Public customer 
• Government customer 
• Farm product, 
• Employees involved in 

farm product activities 
• RFID tag and reader 
• Employee sensor card, 
• Electronic ledger 
• Information security 

support 
• Tracking management 

platform for government 
customer 

• Tracking service platform 
for public customer 

• IT system maintenance 
• Real-time monitoring in 

farm product market 
• Farm product information 

exchange platform 
• E-commerce platform 
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Use Case 
Number 

Name of Use Case Short Description Actors 

6 IoT application for 
warehouse goods 
monitoring 

This use case describes an IoT application 
system, which automatically monitors and 
tracks goods in warehouses. By monitoring and 
tracking these goods the owners can accurately 
evaluate their assets at any given time. 
Therefore, such IoT systems help owners to 
apply for and secure the loans from banks 
using the assets as collateral. The IoT system 
also benefits the lenders (e.g. banks) by 
monitoring the assets of a borrower at any 
given time. 

• RFID tag and reader 
• Electronic scale 
• Sensor with ultra-

wideband (UWB) module 
• Laser radar which 

acquires the contour 
information 

• Alarm controller 
• IoT Gateway 
• Internet 
• On-line monitoring service 

system 
• Mortgage management 

system 
• Information resource 

database 
• Resource access system 
• Maintenance system 
• Rules management 

system 

7 Cooperation 
between Factories 
and Remote 
Applications 

This use case describes global cooperation 
between factories and remote applications for 
improving the efficiency of their operations. 

• IoT Gateway 
• Remote Application 
• Controller 
• Server 

8 Searching system 
for persons with 
cognitive impairment 

This use case describes a secure data 
management system. A GPS tracker in the 
shoes of a patient allows GPS data to be fed to 
a data management centre which can then 
track the location of the patient when they are 
informed by carers that the patient is missing. 
The GPS location of the cognitively impaired 
person can be passed to police, taxi drivers 
etc. who can locate the person and ensure their 
safety. 

• Patient (user) 
• GPS system 
• Carer 
• Data management centre 
• Police 

9 Sleep monitoring 
system 

This use case describes use of frequency 
analysis of HRV/PRV to establish the sleep 
stages of the patient. This can help diagnose 
issues such as sleep apnoea and monitor the 
effect of certain devices to improve breathing. 

• Doctor 
• Patient 
• Pulse rate, skin 

temperature and motion 
sensors 

• Body area network 

10 Smart glasses This use case describes how a factory worker 
can use smart glasses to receive information 
on the shop floor to assist with setting up and 
maintaining machinery. 

• User 
• Wearable smart device 
• Processing unit for user 

interaction e.g. 
- Gesture recognition 
- Voice recognition 
- Speech synthesis 
- Image analysis 

• Factory/enterprise 
database 
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Use Case 
Number 

Name of Use Case Short Description Actors 

11 IoT endpoint 
(sensors & 
actuators) 
monitoring systems 

This use case describes a capability in the 
network, local or remote whose sole purpose is 
monitor or gather state information of 
sensors/endpoints on a network segment and 
transmits this information to a central location 
to enable manage, prevent failures or 
malfunctioning of critical IoT endpoint, as well 
as life cycle management of IoT endpoints. 

• IoT Operations, Various 
industries 

12 Intelligent assistive 
parking in urban 
areas 

This use case presents a scalable solution for 
intelligent assistive parking in urban areas in 
order to reduce or redirect unnecessary traffic, 
avoid traffic congestion and reduce pollution 
downtown or in populated areas. It can reduce 
traffic-related injuries caused by less attention 
in looking for vacant parking space on the 
roadside and save drivers’ time. 

• Vehicle user 
• Vehicle 
• Smartphone 
• Parking space 

stakeholder 
• Blue light agencies 
• Space management 

sensors 
• Space alarm system 
• Cloud service 
• iParking 
• Smart city 
• Administration tool 

13 Integrated Smart 
Pump System 

This use case demonstrates the interoperability 
of IoT information exchange between 
applications to maintain the overall asset 
health in the manufacturing process and the 
interoperability of smart pump applications 
using IoT technology. 

• Data acquisition 
application 

• Pump control application 
• Pump diagnostics 

application 

14 Remote Health 
monitoring 

This use case shows how a wellness or health 
device can be used for fall detection 

• Patient 
• Wristband 
• Smartphone 
• Healthcare Provider 
• Home alarm system 
• Cloud service 

15 Connected car 
analytics 

This use case describes information flows and 
reference components used to build a 
framework that allows devices and users to 
share information with each other. It also 
allows individuals to get personalized 
recommendations based on their interactions 
with the devices to promote user safety and 
optimal operation of the device. 

• Car driver 
• Connected car 
• Medical physician 
• Better Driver Behaviour 
• Application Device 
• Registry Device 
• Data Store 
• Enterprise User 
• Directory Analytics 

Engine 
• Process Management 
• End User Application 
• IoT Transformation & 

Connectivity 
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Use Case 
Number 

Name of Use Case Short Description Actors 

16 Real Time Motor 
Monitor 

This use case describes an IoT platform being 
used to monitor motors in a production line to 
enable preventative maintenance; sensors in 
the customer device are connected to improve 
automation and push processes in the supply 
chain. Predictive maintenance using cloud 
services enables operations, manufacturing, 
production and maintenance personnel in 
asset-intensive industries to use predictive 
analytics to improve asset availability, increase 
throughput, minimise unplanned outages, and 
reduce maintenance costs. 

• Technician 
• Supervisor 
• Production line motor 
• Motor sensors 
• IoT Gateway 
• Device registry 
• Predictive Maintenance 

and Quality application 
• Production line control 

screen 

17 Smart Home 
Appliances 

A manufacturer and its ecosystem partners can 
provide user remote control and better 
customer support for connected appliances for 
smart homes with appropriate IoT applications. 

• Appliance Customer 
• Appliance Manufacturer 
• Appliance Service Staff 
• Third Party Provider 
• Home Appliance 
• Appliance Sensors 
• Appliance Actuators 
• Smart Phone 
• IoT Gateway 
• End user application 
• Smart Appliance 
• Application 

Manufacturer's 
• Customer Database 
• Device Registry 
• Appliance Analytics 
• Device Data Store 
• Third Party service 

interface 

18 Smart Home 
Insurance 

Smart homes with connected devices and 
sensors allow insurance companies to improve 
service for their policy holders while providing 
insights into risks on the home. This use case 
shows how an IoT platform can monitor 
sensors in the home. 

• Homeowner 
• Insurance Company 
• Device manufacturer 
• Sensors 
• Actuators 
• Home Gateway 
• Smart home Insurance 

Application 
• Analytics Engine 
• Device Registry 
• Device Data Store 
• Process Management 
• Smart Phone Insurance 

Mobile Application 

19 Machine Leasing This use case describes an IoT application 
which would enable a machine manufacturer to 
monitor and track a user’s remote assets in 
real-time. By collecting the performance, status 
and location data of the machines, the leasing 
company is able to deliver value added 
services such as predictive maintenance. 

• RFID tag and reader 
• Battery, water level, 

temperature sensors 
• Machine 
• Information exchange 

systems 
• GPS 
• Cellular/WiFi 
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Use Case 
Number 

Name of Use Case Short Description Actors 

20 IoT-based Energy 
Management System 
for Industrial 
Facilities 

This use case describes an IoT-based 
communication framework with a common 
information model which facilitates the 
development of a demand response (DR) 
energy management system for industrial 
customers. It also describes an IoT-based 
energy-management platform based on a 
common information model and open 
communication protocols, which takes 
advantage of integrated energy supply 
networks to deploy DR energy management in 
an industrial facility. 

• Production planner or 
Facility Manager 

• Utility Power Station 
• Utility Meter 
• Energy Manager System 

(EMS) 
• Energy Management 

Agent (EMA) 
• Monitoring and Control 

System (MCS) 
• Meter 
• Non-shiftable Equipment 

(NSE) 
• Controllable Equipment 

(CE) 
• Shiftable Equipment (SE) 
• Energy Storage System 

(ESS) 

21 Water Plant 
Management 

This example applies IoT technology to acquire 
complex information from power devices, 
mechanical devices, firefighting equipment, 
safe guarding, running environment, and 
personnel entry and exit positions, and to 
perform system analysis, multiple fusion and 
logic decisions such as alarming, controlling 
and other action utilizing algorithms from a 
library. 

• Electrical Equipment, 
Mechanical Equipment, 
Environment etc. 

• Temperature and 
moisture sensors 

• Water immersion sensors 
• Smoke sensors 
• Vibration sensors 
• RFID tags and readers 
• Alarm controller 
• Wind generation 

controller 
• Local Area Network 
• Wireless Base Station 
• IoT Gateway 
• Data Filtering and Fusion 
• Data Analysis and 

Diagnosis System 
• Resource Access 

Interface 
• Resource Database 
• Online Monitoring System 
• Assistive Controlling 

System 
• Operation System 
• Maintenance System 
• System Manager 
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Use Case 
Number 

Name of Use Case Short Description Actors 

22 Smart Home 
Application 

This use case describes the application of 
smart home systems using IoT technology to 
achieve the enhancement of home safety and 
comfort. 

• Family Members 
• Multiple Sensors 
• IoT Gateway 
• Bulbs, Main Door and 

Windows etc. 
• Door/Window sensor 
• Curtain Motor 
• Home Appliances 
• Mobile Phone with apps 
• Service Provider 
• Smart Home Services 
• Cloud Service with 

Database 
• Internet 
• Security Camera 
• Community Security 

System 
• IR Blaster 
• Intelligent Lock 
• System Maintenance 
• Community Management 

System 

23 Field Gateway 
Bridging IoT to 
Legacy Devices in 
Factories and Plants 

A field gateway bridges the protocols or 
networks for legacy field devices and provides 
data to automation applications and enterprise 
systems. 

• Field Gateway 
• Application A1 
• Application A2 
• Field Device D1 
• Field Device D2 
• Sensor 

24 Production 
Monitoring of Textile 
Equipment 

Use of a production monitoring system enables 
textile firms to monitor their equipment in real-
time. This is delivered by several services 
which include intelligent transformation, 
wireless communication transformation, data 
management, equipment monitoring. Such 
systems support mobile terminal access, and 
allow customers to follow the status of their 
order in real-time. The monitoring system can 
improve production efficiency whilst reducing 
personnel costs 

• IoT System 
• Manager 
• Operator 
• Repairer 
• Customer 

25 Remote 
Management of 
Agricultural 
Greenhouses 

Intelligent monitoring systems in agricultural 
greenhouses gather the environmental 
parameters of the greenhouse. These 
parameters include air temperature, humidity, 
illumination, soil temperature and soil moisture. 
This data is used to provide intelligent 
decision-making regarding the real-time needs 
of the crops, such as the automatic activation 
or de-activation of specified control equipment. 
This system enables automatic monitoring 
ecological information, automatic controlling 
and intelligent management of facilities. 

• IoT system 
• Manager 
• Operator 
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6 Context of Use for the IoT Use cases 

6.1 Global 

This denotes all space outside populated areas as well as all outdoor and on the move 
spaces in a populated area. 

Example: Has most properties of Urban and of Public buildings except the larger geographic spread, lower 
protection against weather conditions and easier access by people, animals etc. 

6.2 Transport infrastructure 

This denotes all infrastructure related to public transportation including road, rail, maritime 
and air transport, for example airports, railway stations, bus stations, underground systems, 
highway monitoring systems, harbours, shipping channels. 

6.3 Home 

This denotes the private, hence highly customizable indoor area where someone lives, alone 
or with friends/relatives/roommates. Thus it includes dedicated infrastructure aimed to support 
those individuals, such as healthcare and wellness systems, building control systems, smart 
metering and systems for entertainment and gaming. 

Example: Includes infrastructure and devices like home wireless network, routers, gateways and concentrators, 
audio-video equipment and systems, in-house only vehicles and walking or moving aids, in-house-only appliances 
and robots, CCTV, monitoring and security systems, etc. 

6.4 Public buildings 

This denotes all other relevant indoor environments; these are not customizable but instead 
equipped for generic support of the common denominator of user groups; and will thus include 
generic infrastructure aimed to support a large variety of individuals typically visiting any 
particular place; 

Example: Including devices like the ones referred to in 6.3 but this can be expected to be a different selection and 
with a different mix of enabling functions and applications. 

6.5 Offices 

This denotes the room, set of rooms or building or structure for office, professional or service 
type transactions such as medical offices, banks, libraries, government office buildings, and 
corporations in which the business of a firm is done, or in which a particular kind of business, 
clerical work, etc. is done. 

6.6 Factories 

This denotes a building or buildings used principally for the manufacture of goods with 
equipment for the large-scale manufacture of goods. It may also include associated 
distribution depots or warehouses. 

6.7 Process plants 

This denotes the facilities and structures necessary for performing a process; the process 
plant is an assembly of one or more plant systems and plant items that is intended to perform 
a chemical, physical or transport process. A process plant is identified as a single unit for the 
purposes of management and ownership. A process plant has both physical and functional 
aspects. 
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6.8 Agriculture 

This denotes activities related to the science or practice of farming, including cultivation of the 
soil for the growing of crops and the rearing of animals to provide food or other products. 

6.9 Forestry 

This denotes activities related to the management of forest and woodland for the commercial 
production of timber, including the growing and maintenance of trees, the felling of mature 
trees, etc. 

6.10 Fishing 

This denotes any industry or activity concerned with taking, culturing, processing, preserving, 
storing, transporting, marketing or selling fish or fish products. It includes recreational, 
subsistence and commercial fishing and the harvesting, processing and marketing of fish and 
fish or seafood products for human consumption or as input to industrial processes. It can 
also include fish farming. 

6.11 Body and personal 

This denotes the immediate area around the body. 

Example: Includes personal devices like sensors and actuators worn in or on the body and also personal devices 
typically carried by one individual such as music players, smartphones, tablets, etc. 

6.12 Healthcare 

This denotes activities performed for a patient with the intention of directly or indirectly 
improving or maintaining the health of that patient. 

6.13 Vehicles 

This denotes vehicles such as cars, vans, lorries, tractors, buses and trains which can have 
communication and entertainment systems within them which can connect with personal or 
infrastructure systems. 

6.14 Smart Cities 

This denotes ICT-based applications that are used to manage a city’s assets (e.g. public 
facilities, transportation systems, hospitals, power plants, water supply networks, waste 
management, law enforcement, and other community services). A Smart City is one that 
dramatically increases the pace at which it improves its sustainability and resilience, by 
fundamentally improving how it engages society, how it applies collaborative leadership 
methods, how it works across disciplines and city systems, and how it uses data and 
integrated technologies, in order to transform services and quality of life to those in and 
involved with the city (residents, businesses, visitors). Smart Cities are a new concept and a 
new model, which applies the new generation of information technologies, such as IoT, cloud 
computing, big data and space/geographical information integration, to facilitate the planning, 
construction, management and smart services of cities. Developing Smart Cities can benefit 
synchronized development, industrialization, information sharing, urbanization and agricultural 
modernization and sustainability of cities development. Smart City applications can vary from 
specific monitoring applications such as smart parking, to wider CCTV surveillance to prevent 
crime and from provision of emergency services, to management of utilities such as water, 
drainage, sewage and power systems. 
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7 Use Case Scenarios 

7.1 IoT Network Security (Use Case number 1 in Table 1) 

7.1.1 Scope and Objectives of Use Case 

As IoT service providers bring various services to market across industry verticals, Telco’s are 
thinking about how best to offer telecommunication services to IoT providers. Telco services 
take the shape of network connectivity, hosting of IoT application platforms as cloud services, 
gateways services such as 4G, enterprise or consumer edge-devices, its management, 
associated data analytics, security services, centralized usage and billing services among 
others. Telco clouds are evolving to virtualized environments (SDN/NFV) that enable rapid 
provisioning of IoT services as well as new agile security capabilities and functionality 
enabling IoT Security. 

 

Figure 1 – Overview of IoT Security Use cases in Telco environment 

7.1.2 Narrative of Use Case 

7.1.2.1 Short description 

Telcos are offering telecommunication services to IoT providers bringing various services to 
the market enabling rapid provisioning of IoT services as well as new agile security 
capabilities and functionality enabling IoT Security. 

7.1.2.2 Complete description 

Telcos offer network connectivity, cloud services and host various IoT application platforms. 
With Telco cloud services evolving to virtualized technologies (NFV/SDN) security intelligence 
can be distributed and implemented rapidly at various points of the IoT network to manage 
congestion and mitigate certain security incidents in the IoT ecosystem. NFV and SDN lend 
themselves to centralized intelligent security policy management in IoT. 

For IoT services to function effectively they depend on network availability and reliability as 
basic requirements, but possess other security requirements. Software defined Networks 
enable Telco’s to dynamically manage their networks via centralized policies. These policies 
can be disseminated to the required point in the network to mitigate traffic floods, congestion, 
DDoS attacks or similar. 
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Security policies may be applied at the gateways where traffic bottlenecks are observed to 
possibly offload LTE connectivity to locally available Wi-Fi®1 connections. Figure 2 and 
Figure 3 depict a scenario where mobile offload thresholds maybe pre-set. For example, if 
flow volumes exceed 50 kbps switch traffic to Wi-Fi or vice versa. Similarly, when a congested 
backhaul link is observed, instead of dropping traffic, the SDN controller can route smart 
homes, devices and sensors in overlapping cell edges to adjacent eNBs where there is lower 
utilization. Additionally, SDN and NFV combined can be used to augment the saturating 
gateway, eNB or backhaul network with additional computing power, network bandwidth, 
storage, etc. 

A centralized control layer allows global visibility into usage and resources across all base 
stations and this allows for intelligent resource management leading to management of 
congestion. With the dynamic nature of IoT devices, intelligent software defined networks and 
gateways for dynamic traffic management are necessary to enable IoT network availability 
and reliability. 

 

Figure 2 – Traditional LTE Network Congestion Management 

 

Figure 3 – SDN based congestion management at the gateways by offloading to Wi-Fi 

                                                      
1  Wi-Fi is a registered trademark of Wi-Fi Alliance. This information is given for the convenience of users of this 

document and does not constitute an endorsement by IEC or ISO. 
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Figure 4 – SDN based congestion management in the LTE Access Network 

7.1.3 Actors 

Table 2 shows the actors participating in the IoT Network Security Use Case. 

Table 2 – Actors for IoT Network Security 

Actor Name Actor Type Actor Description Used Technology 

Telco IoT Cloud Services 
(provider and tenant) 

System Virtualized cloud service 
infrastructure managed by 
Telcos to support IoT 
infrastructure or provided to 
IoT Service providers 

 

Telecom Networks Network Interconnects and transmits 
information between IoT 
system components 

 

Telco Network Security 
Application Controller 

Security Systems Centralized Security 
Management Platforms 

 

Gateways Intermediary system Interconnects networks of 
Endpoints to Access 
Networks 

 

IoT Endpoint Endpoint Sensors, actuators, etc.  

 

7.1.4 Issues: Legal Contracts, Legal Regulations, and Constraints 

None provided. 

7.1.5 Referenced Standards and/or Standardization Committees 

Table 3 shows referenced Standards and/or standardization committees relevant to the IoT 
Network Security Use Case. 
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Table 3 – Referenced Standards and/or Standardization  
Committees for IoT Network Security 

Relevant Standardization 
Committees 

Standards have to be considered in the 
Use Case 

Standard Status 

JTC 1/SC 27/SG IoT SC 27/SG IoT work under development  

 https://www.opennetworking.org/images/storie
s/downloads/sdn-resources/solution-briefs/sb-
wireless-mobile.pdf 

 

 

7.1.6 Relation with Other Known Use Cases 

None provided. 

7.1.7 General Remarks 

7.1.7.1 Domain 

IoT Telco cloud services, Cloud Computing Security, NFV, SDN, IaaS, SaaS, PaaS. 

IoT Telco cloud services: Telecommunications service providers offer hosting services to IoT 
Service Providers on their infrastructure called “clouds”. These are typically Telco datacentres 
where Telcos offer infrastructure, services and platforms, which can include web applications, 
to their customers. 

7.1.7.2 Role 

IoT Architecture basically comprises the fundamental building blocks of things, gateways, 
networks (access, core) and cloud services. The IoT endpoints via their service provider 
interact with applications, services or platforms in telecom carrier clouds. 

7.1.7.3 Scenario 

Telco SDN/NFV cloud services have visibility of the traffic patterns of the IoT communication 
networks, as well as monitoring capabilities of IoT application or platforms they host. This 
intelligence can be utilized by the carrier to enforce security policies at appropriate points in 
the IoT network to manage traffic congestion, and even mitigate possible DDoS attacks. SDNs 
enable carriers to deliver just in time security to the required network points. 

 

Figure 5 – IoT Basic Network 

Table 4 provides the definitions of common terms used in NFV/SDN. 
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Table 4 – Common terms and definitions of NFV/SDN 

Common terms and definitions 

Term Definition 

NFV concept of replacing dedicated network appliances with proprietary hardware such as routers 
and firewalls – with software running on commercial off-the-shelf servers. 

SDN emerging architecture that is dynamic, manageable, cost-effective, and adaptable making it 
ideal for the dynamic nature of IoT applications. This architecture decouples the network 
control and forwarding functions enabling it to become directly programmable with abstraction 
of lower level functionality. 

 

7.1.8 Security and Privacy 

In cases where security is not being explicitly offered as a service (e.g. a Firewall as a 
service), security is an integral part of technical architectures for all IoT use cases and 
therefore does not need a specific chain of interactions between IoT components for its 
application. Security architectures should apply as matter of best practice, at different layers 
in the service-assets (cloud services, network, gateway, endpoint). The use case does not 
focus on privacy issues, but one should be aware that the telecom and IoT communication 
infrastructure might involve exchanges of network identifies that might create privacy issues 
(e.g. tracking an entity). If this is the case suitable information should be provided to the user 
of the infrastructure so that he assesses whether he has to carry out a privacy impact 
assessment. In instances where PII is collected, all services must be in compliance with 
applicable privacy regulations. 

7.1.9 Conformity Aspects and Critical Requirements 

None provided. 

7.1.10 Interaction between Actors and User Requirements 

None provided. 

7.1.11 Diagram of Use Case 

See Figure 1 for reference. 

7.1.12 Data Flow Diagram of Use Case 

See 7.1.2 for reference. 

7.2 IoT Security Threat Detection and Management (Use case number 2 in Table 1) 

7.2.1 Scope and Objectives of Use Case 

Telco cloud service providers are able to gather large amounts of data regarding the IoT 
service, endpoint, status, and utilization with which they conduct large scale analytics. The 
gathered data can be used for centralized threat detection and mitigation through intelligent 
security policy enforcement. 
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7.2.2 Narrative of Use Case 

7.2.2.1 Short Description 

Cyber criminals and hackers are developing new methods to access home devices that have 
an operating system and an open IP address: DDoS attacks, botnets launch volumetric 
assaults on targets through the use of massive numbers of Networked IoT devices to cause 
required resources or service to be no longer available. 

Approximately 3 million petabytes of data will be generated in the next 5 years by embedded 
system alone (International Data Corporation (IDC), 2013). Much of the IoT data will find its 
way to the cloud (internet based services and applications) for purposes of correlation of 
various data points from billions of IoT devices for analytics to provide the user with valuable 
insights. With the volumes of data generated by both machine and humans, one can expect 
IoT services will turn to third-party service providers to conduct large volumes of data 
crunching for them. These advanced data analytic can be used to detect ongoing security 
attacks against the IoT services in real time, and provide actionable intelligence to SDN/NFV 
networks for security policy enforcement at appropriate points to mitigate and remediate 
threats and vulnerabilities. 

Malware, DDoS attacks utilizing IoT devices as well as attacks to IoT devices with millions of 
hijacked IoT endpoints have already been detected. Given the volumes of devices entering 
the network, automated security intelligence with rapid enforcement capabilities is a must. 

7.2.2.2 Complete Description 

Telco networks with SDN/NFV enablement have visibility into the traffic patterns of the IoT 
traffic and networks, as well as monitoring and mitigation capabilities of IoT application or 
platforms they host. These data points, typically metadata, are fed into big data analytics 
engine for large scale security threat detection, pattern recognition, anomaly detection and 
detection of security events and incidents in progress. 

Some examples of the threats that can be detected and mitigated are: 

• traffic anomalies to, from endpoint and network or between endpoints; 

• unauthorized or dated endpoints/sensors accessing the network; 

• non-standard or unexpected ports being used for data communication/transmission; 

• newly installed software or non-standard protocols being used; 

• anomalous or suspicious endpoint behaviours such as varied access ties, access levels, 
location, information requested, etc.; 

• botnets, command and control traffic pattern detection. 

Additionally Telcos have diverse security devices in the networks, such as firewall, IPS/IDS, 
VPNs, access controls that offer layers or protection to the IoT services. With centralized 
flexible SDN/NFV network-management, security policies including items like firewall rules, 
dynamic quarantine and related mechanisms can be delivered, in near real time, to the 
appropriate points with consistency across the overall IoT network to help respond rapidly to 
ongoing attacks. Remediation and counter measures could range from installing updated 
patches to vulnerable devices, isolating infected devices from the overall network, or even 
allocate processing power or increase bandwidth in part of the network as appropriate. 

7.2.2.3 Scenario 

IoT systems include home devices with an operating system and open IP address which are 
vulnerable to attack and need security measures to be implemented at different points in the 
IoT systems. Telcos offer some of these services with centralized detection of infected or 
misbehaving devices or networks and additional security services such as Big Data Analytics. 
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Additionally, they can provide SDN controllers to enforce security policy at appropriate points 
in the network. 

As IoT brings a host of new endpoints to the network edge, cyber criminals and hackers are 
targeting these with an array of attacks taking advantage of vulnerabilities in a host of new 
IoT devices that are networked and present on the network edge (such as the home, home 
office, smart vehicle etc.). The exploits range from resource starvation of endpoints to botnets 
and DDoS attacks. Under such scenarios of security attack the telco is able to offer detection 
and mitigation, as described in this use case. 

7.2.3 Actors 

Table 5 shows the actors participating in the IoT Security Threat Detection and Management 
Use Case. 

Table 5 – Actors for IoT Security Threat Detection and Management 

Actor Name Actor Type Actor Description Used Technology 

Telco IoT cloud services 
(provider and tenant) 

System Virtualized cloud services 
infrastructure managed by 
Telcos to support IoT 
infrastructure or provided to 
IoT Service providers 

 

Telecom Networks Network Interconnects and transmits 
information between IoT 
system components 

 

Telco Network Security 
application controller 

Security Systems Security 
controllers/orchestrators 

 

Gateways Intermediary system Interconnects networks of 
endpoints to Access 
Networks 

 

Data Analytics engine Analytics platform Generates actionable 
intelligence through 
analysis of data gathered 
from IoT system 

 

IoT endpoint Endpoint Sensors, actuators, 
applications etc. 

 

Data Protection Officer Human User In charge of ensuring that 
resulting capabilities for 
security threat and 
management comply with 
privacy regulations, in 
particular if PII data is 
collected. 

 

 

7.2.4 Issues: Legal Contracts, Legal Regulations, and Constraints 

None provided. 

7.2.5 Referenced Standards and/or Standardization Committees 

Table 6 shows referenced standards and/or standardization committees relevant to the IoT 
Security Threat Detection and Management Use Case. 
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Table 6 – Referenced Standards and/or Standardization Committees  
for IoT Security Threat Detection and Management 

Relevant Standardization 
Committees 

Standards have to be considered 
in the Use Case 

Standard Status 

JTC 1 SC27 SG IoT SC27 WG4 and WG5 work under 
development 

 

 

7.2.6 Relation with Other Known Use Cases 

https://www.opennetworking.org/images/stories/downloads/sdn-resources/solution-briefs/sb-
security-data-center.pdf 

http://www.lightreading.com/spit-(service-provider-it)/analytics-big-data/analytics-in-a-world-
of-sdn-nfv-and-iot/d/d-id/711866 

7.2.7 General Remarks 

7.2.7.1 Domain 

Cloud Computing Security, NFV, SDN, Big Data Analytics, SaaS. 

IoT Cloud Services: Telecommunications service providers offer hosting services for IoT 
Service Providers on their infrastructure called “clouds”. These are typically datacentres 
where service provider offers infrastructure services and platforms to their customers. 

While cloud services are available from a wide range of service providers, network services 
begin with physical infrastructure (fixed line and/or wireless) and require some form of 
telecommunications service provider (Telco). This gives them a unique advantage of visibility 
of end to end view of traffic patterns, security breaches and attacks. 

7.2.7.2 Role 

A Telco is essentially a service provider to IoT service providers and end users, offering 
network connectivity, big data analytics and security services. 

7.2.8 Security and Privacy 

Big Data Analytics in cloud services allow security threat detection, for example DDoS, 
Fingerprint matching, anomaly detection and botnet detection, see Figure 6. In cases where 
security is not being explicitly offered as a service, e.g. a Firewall as a service, security is an 
integral part of technical architectures for all use cases and therefore do not need a specific 
chain of interactions between IoT components for its application rather security architectures 
should apply as matter of best practice. 

In instances where PII is collected, all services must be in compliance with applicable privacy 
regulations. In the case when the resulting security services necessitate collection of PII, the 
data protection officer must ensure that a privacy impact assessment is carried out. 

7.2.9 Conformity Aspects and Critical Requirements 

None provided. 

7.2.10 Interaction between Actors and User Requirements 

None provided. 
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7.2.11 Diagram of Use Case 

 

Figure 6 – IoT Security with Big Data Analytics in SDN/NFV clouds 

 

Figure 7 – IoT Data Analytics-based Security Intelligence 

 

Figure 8 – SDN/NFV-based Security Policy Management 

7.2.12 Data Flow Diagram of Use Case 

See 7.2.2 for reference. 
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7.3 Remote Management of Large Equipment in a Plant (Use case number 3 in 
Table 1) 

7.3.1 Scope and Objectives of Use Case 

The large equipment in a plant is generally manufactured by different companies. It is hard for 
the plant to maintain it because of a lack of relevant expertise. The manufacturer has the 
required expertise. This use case describes how an equipment manufacturer utilizes an IoT 
system to manage the equipment that is deployed at the customer’s plant. The IoT system 
enables the manufacturer to keep the equipment in good order over a long time, while making 
repair and procurement procedures efficient, thus reducing the plant’s cost and increasing the 
profits of both the manufacturer and the customer. 

7.3.2 Narrative of Use Case 

7.3.2.1 Short Description 

An IoT system using cloud services is deployed by the equipment manufacturer. The cloud 
services are connected to all the manufacturer’s deployed equipment in different plants. In 
this set up, the operator from the manufacturer remotely monitors the equipment. If an event 
or an alarm occurs, the operator can act on it remotely; for example, by sending the repair 
person, ordering spare parts, etc. 

7.3.2.2 Complete Description 

The large equipment in a plant is manufactured by different companies. It is hard for the plant 
to maintain it due to the lack of relevant expertise about the equipment. The manufacturer is 
best placed to manage it as they have the necessary information. This use case describes 
how this is achieved with an IoT system. The IoT system is deployed by the equipment 
manufacturer. The IoT system includes cloud services that store data, process the data, and 
generate actionable information. The cloud services are connected to all of the equipment, 
usually via the Internet. The sensors measure different aspects of the equipment, actuators 
set up the behaviour of the equipment. Sensors and actuators are fixed on each piece of 
equipment forming a local mesh network, which may be wireless. The gateway of this network 
is connected with these cloud services through the Internet. The cloud services infrastructure 
stores all necessary data about all the equipment the manufacturer has sold, including the 
active time-series parameter data sent from each piece of equipment. The equipment, 
network, cloud services, and humans interacting with these form an IoT system. 

Three use case scenarios are presented: 

1) The operator from the manufacturer remotely monitors the equipment. If an event or an 
alarm occurs, the operator can act on it remotely. 

2) An event or alarm triggers the service subsystem, which generates a repair request to the 
repair person, who executes the repair, and closes the task. 

3) After some repair tasks, the parts stored at the plant go below a set limit and this fact 
automatically triggers the parts management subsystem, which generates an order for the 
purchasing personnel, who follows through and in the end closes the order task. 

An application of such an IoT system is illustrated in the following narrative about a large 
equipment that processes pollutants. The following picture is a single system that processes 
various wastes. It includes many parts and pipes and uses high temperature and electric 
charge to break waste molecules. The system could be used to treat various pollutants and is 
used to process industrial wastes, dangerous material, household garbage, used medical 
wastes, etc. The processed wastes can be recycled for power generation, a true green 
solution. 

Table 7 describes various scenario conditions for Remote Management of Large Equipment in 
a Plant Use Case. 
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Table 7 – Scenario conditions for Remote Management of Large Equipment in a Plant 

Scenario conditions 

Scenario name Scenario 
description 

Primary actor Triggering event Pre-condition Post-condition 

Monitor Certain parts of 
equipment need 
to be replaced to 
prevent shutdown 

Operator A failed or failing 
part 

Parts of the 
equipment are 
worn out. 

The parts are 
replaced 

The IoT system sends the operator information that a certain part is worn out. This information could be sent 
straight from the sensors on the equipment, or derived by cloud services from the big data collected about the 
equipment. 

The operator issues a repair order in the IoT system. 

After the repair person finishes the repair and enters the result into the IoT system, the IoT system sends the 
operator information that the repair is done. 

Scenario name Scenario 
description 

Primary actor Triggering event Pre-condition Post-condition 

Repair Certain parts of 
the equipment 
need to be 
replaced to 
prevent shutdown 

Repair person A repair order Certain parts of 
the equipment are 
worn out. The new 
parts are 
available. 

The parts are 
replaced 

IoT system forwards the repair order to the repair man. 

The repair person goes to the equipment, performs the repair/part replacement. 

The repair person enters the repair information and completion status. 

Scenario name Scenario 
description 

Primary actor Triggering event Pre-condition Post-condition 

Procure The replacement 
part is running low 
at the inventory 

Procurement 
person 

Low inventory Low inventory New parts 
ordered 

IoT system generates the purchase order based on the fact that the inventory level has fallen under a threshold. 

Purchase the parts from the supply chain, which results in the inventory being replenished. As such the inventory 
low status is changed. 

 

7.3.3 Actors 

Table 8 shows the actors participating in the Remote Management of Large Equipment in a 
Plant Use Case. 

Table 8 – Actors for Remote Management of Large Equipment in a Plant 

Actor Name Actor Type Actor Description Used Technology 

IoT system System   

Operator Human User The person who monitors 
the IoT system 

 

Repair personnel Human User The person who repairs the 
equipment 

 

Procurement personnel IT tool The person who places 
orders for equipment and 
parts 

 

 

7.3.4 Issues: Legal Contracts, Legal Regulations, and Constraints 

None provided. 

Full document details: ISO IEC TR 22417-2017

http://avadocuments2026.com/doc/iso-iec-tr-22417-2017
http://avadocuments2026.com/doc/iso-iec-tr-22417-2017


 – 38 – ISO/IEC TR 22417:2017 © ISO/IEC 2017 

7.3.5 Referenced Standards and/or Standardization Committees 

None provided. 

7.3.6 Relation with Other Known Use Cases 

This is for an equipment vendor who switches from only selling hardware to managing the 
whole lifecycle of its sold equipment. The vendor, during the sale of the product, signs a 
contract with its customer to remotely monitor the equipment. 

7.3.7 General Remarks 

Traditionally a large equipment manufacturer tries to make durable products, and makes 
money from the sale of the product. The equipment then belongs to the plant who may or may 
not know much about it. A lot of cost can be incurred once it fails. Although the equipment 
manufacturer could make money for parts and repairs, the repairs are a problem for the 
customers, which leads to negative impressions of the manufacturer. The manufacturer 
benefits long term if the equipment can be proactively managed so that it does not break 
down during production. This use case describes how the manufacturer could install an IoT 
system to better serve the customer. 

7.3.8 Security and Privacy 

Remote management must be operated with appropriate access management (authentication 
and authorization). When necessary, confidentiality might have to be ensured. 

Availability might also be an issue when a critical remote management operation must be 
carried out. 

7.3.9 Conformity Aspects and Critical Requirements 

None provided. 

7.3.10 Interaction between Actors and User Requirements 

None provided. 
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7.3.11 Diagram of Use Case 

 

Figure 9 – Remote Management of Large Equipment in a Plant 

7.3.12 Data Flow Diagram of Use Case 

See 7.3.2 for reference. 

7.4 Automated ICC Profile Discovery (Use case number 4 in Table 1) 

7.4.1 Scope and Objectives of Use Case 

This use case describes automated ICC profile discovery supporting colour performance auto-
configuration and auto-update which delivers service and maintenance cost reduction in a 
medical office. Here the safety, security and privacy of office equipment discoverability 
functions are important. 

Communication must be reliable and secure (encryption, authentication, etc.), Other 
requirements include Version Log Management, expired version detection and alarms to 
appropriate repository, and ontologies for devices and consumables discovery. 

7.4.2 Narrative of Use Case 

7.4.2.1 Short Description 

John installed medical IT hardware including camera, display and printer, for remote skin 
disorder diagnosis. 
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7.4.2.2 Complete Description 

John is a medical doctor in a worldwide medical care service which is capable of remote 
diagnosis with highly professional medical doctors. Patients sometimes have to drive or fly to 
visit a hospital spending many hours, but with this service, patients can be diagnosed at 
home, without physically visiting hospital. It is necessary for their IT hardware device profiles 
to be up to date, so that John can view the captured skin images from the patient’s camera on 
his hospital display within a colour difference tolerance limit. Such limits are necessary 
because he has to make an assessment and calibration on skin colour to be able to detect 
skin diseases. He can also print the captured images and archive to his record as physical 
evidence. 

Susan is a skin disorder patient, who gets the regular skin diagnosis at home with the help of 
remote diagnosis system. She has to set up the control of how and with whom her health 
information is shared before using the system. 

7.4.3 Actors 

Table 9 shows the actors participating in the Automated ICC Profile Discovery Use Case. 

Table 9 – Actors for Automated ICC Profile Discovery 

Actor Name Actor Type Actor Description Used Technology 

John User Medical doctor who is naive 
to Colour management but 
has high level criteria for 
colour reproduction 
accuracy in his remote 
diagnosis of skin disorder 
patient. 

 

Susan User Skin disorder patient  

Camera IoT Device Various types of cameras 
are available in terms of 
device cost, colour gamut 
size, colour accuracy, 
resolution, 

 

Display IoT Device Various types of displays 
are available in terms of 
device cost, colour gamut 
size, colour accuracy, 
resolution, 

 

Printer IoT Device Various types of printers 
are available in terms of 
device cost, running cost, 
speed, colour accuracy, 
resolution, 

 

Print paper Consumable Various types of papers are 
available in terms of cost, 
image quality, weight, size, 

 

Colour ink, toner Consumable Various types of inks, 
toners are available in 
terms of cost, image 
quality, image permanence, 
stability, 

 

Cloud service ICC profile repository Various types of 
repositories are available 
such as OEM, Third party, 
Consortium (e.g. ICC), 

 

Software Application Various types of 
applications are available 
such as OEM bundled in 
OSs, Profile provider (e.g. 
ColorBase), 
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7.4.4 Issues: Legal Contracts, Legal Regulations, and Constraints 

None provided. 

7.4.5 Referenced Standards and/or Standardization Committees 

Table 10 shows referenced standards and/or standardization committees relevant to the 
Automated ICC Profile Discovery Use Case. 

Table 10 – Referenced Standards and/or Standardization  
Committees for Automated ICC Profile Discovery 

Relevant Standardization 
Committees 

Standards have to be considered 
in the Use Case 

Standard Status 

ICC, CIE Div. 1, CIE Div. 8, 
ISO/TC 42, ISO/TC 130, 
IEC TC 100/TA 2, ISO/IEC JTC 1/ 
SC 27, SC 28, SC 29, W3C 

Colour characterization standards, 
Cloud service and web standards, 
Information security standards, 

 

 

7.4.6 Relation with Other Known Use Cases 

None provided. 

7.4.7 General Remarks 

When the system is in operation everything works automatically without any user interaction. 
The remote monitoring application is a cloud service and can communicate with the IT 
hardware devices. A local router, situated for example in a smartphone, may be needed to 
translate between a local communication method such as Bluetooth Low Energy and the 
mobile network or Wi-Fi, but at application level end-to-end security and communication 
through firewalls are achieved. The communication must be reliable. User interaction is not 
required. 

7.4.8 Security and Privacy 

User must be in control of how and with whom information is shared, i.e. only uploading to an 
authorized device profile provider that is approved by the user.The device/user must be 
authorized to access a certain device profile provider, i.e. protection against fake devices and 
malicious users. 

Confidentiality of information must be assured. No un-authorized entity should be able to get 
access to the data. This is typically solved by encrypted transport across the communications 
networks. Integrity of information must be assured. This means that it should not be possible 
to modify the data being sent. 

Privacy must also be taken into account. The very fact that an external observer detects that 
an ICC profile is being updated can be an indication that the user (PII principal) has a health 
issue. In instances where PII is collected, all services must be in compliance with applicable 
privacy regulations. 

7.4.9 Conformity Aspects and Critical Requirements 

The system must be reliable in all aspects, for example, the cloud service application must be 
able to detect if any failure occurs, for example if contact is lost with the active system 
components. 
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7.4.10 Interaction between Actors and User Requirements 

Proposal for sequence description that could contain the following parts for a system set-up: 

• Description/Overview 
– The assumption is that IT tools should have discoverability and auto-configuration 

capabilities according to the ISO/IEC 301412 IoT reference architecture, so that a set-
up and update of device profiles should be done without having user interference 
which means the system set up and authorization process through the device’s web 
browser or a through a native application running in the devices. 

• Pre-conditions 
– A set of IoT devices connected to cloud services. 
– Device with user interface, e.g. a laptop or a smartphone connected to cloud services. 

• Flow 
– User logs in to service provider web site. If the user has an existing account, e.g. web-

based service providers or social platforms, this could be used for the log in process. 
– User starts set-up process by specifying the IoT devices to form a system. 
– User approves that the system is used for the remote diagnostic application. 

• Post-condition 
– The system is active through the diagnostic operation. 

7.4.11 Diagram of Use Case 

 

Figure 10 – Automated ICC Profile Discovery 

                                                      
2 Under preparation. Stage at time of publication: ISO/IEC CDV 30141:2017. 
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7.4.12 Data Flow Diagram of Use Case 

 

Figure 11 – Data Flow of Automated ICC Profile Discovery 

7.5 Tracking of Farm Products (Use case number 5 in Table 1) 

7.5.1 Scope and Objectives of Use Case 

This use case describes the process of farm product tracking using an IoT system to achieve 
the supervision of farm products and ensure their safety. 

The use case is within the scope of monitoring and supervision throughout the farm product 
supply chain, including production, processing, transportation, circulation, sale, etc. 

The use case guarantees the safety and security of the farm products for the consumers. 
Meanwhile, it facilitates the management of the farm products for the businesses involved in 
the supply chain. Food safety and security is becoming increasingly important in countries 
such as China, and the ability to track farm products from origin to destination is becoming a 
very important topic. The tracking of the farm products effectively manages the farm product 
supply chain for the government and industry and benefits the consumer. 

In order to achieve effective farm product tracking IoT technology can be used to realize the 
monitoring and supervision of the products throughout the entire farm product supply chain, 
including production, processing, transportation, circulation, sale, etc. The IoT system collects 
the specified information of the farm products via sensors at every stage of the farm product 
supply chain. The data are stored and aggregated in the IoT system. The system provides an 
enquiry service for the customers. The reliability and security of the system is guaranteed by 
the operation and maintenance management systems. Data interchange can be achieved 
through interaction with other systems. 

7.5.2 Narrative of Use Case 

7.5.2.1 Short Description 

This use case describes the process of farm product tracking using an IoT system to achieve 
the farm product safety and security. 

7.5.2.2 Complete Description 

Table 11 shows various scenario conditions for the Tracking of Farm Products Use Case. 
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Table 11 – Scenario conditions for Tracking of Farm Products 

Scenario conditions 

Scenario name Scenario 
description 

Primary actor Triggering event Pre-condition Post-condition 

Inspection on 
meat production 

Collection of 
specified data 
during the meat 
production 
process 

Object, sensing 
and controlling 
system, IoT 
gateway 

Regular 
quarantine, 
vaccination, 
injection of 
medicine, 
quarantine after 
slaughtering 

  

Tracking of meat 
on the retail 
market 

Inspection of meat 
status during the 
retail process 

Object, sensing 
and controlling 
system, IoT 
gateway, service 
provider, 
operation and 
maintenance 
management, 
resource 
interchange 

Delivering, 
weighing, storing, 
processing of 
meat and 
checking 
freshness 

  

 

7.5.3 Actors 

Table 12 shows the actors participating in Tracking of Farm Products Use Case. 

Table 12 – Actors for Tracking of Farm Products 

Actor name Actor type Actor description Further information 
specific to this use case 

Government customer Organization Government customers are 
agricultural bureau, 
business bureau, etc. 

 

Public customer Human user Public consumer  

Farm product Physical entity Meat, vegetables, milk, etc.  

Employees involved in farm 
product activities 

Human user People involved in the farm 
product activities 

 

RFID tag and reader Device It reads or writes 
information of farm 
products during the supply 
chain management 
procedures of farm 
products. The information 
can be tracked by the 
customer. 

 

Employee sensor card Device It collects information 
relating to employees 
involved in the farm product 
activities. 

 

Electronic ledger Application Sensor data is input to the 
electronic ledger under 
authentication by a third-
party. 

 

IoT gateway Gateway It encapsulates and 
converts the format of the 
sensor data 

 

Full document details: ISO IEC TR 22417-2017

http://avadocuments2026.com/doc/iso-iec-tr-22417-2017
http://avadocuments2026.com/doc/iso-iec-tr-22417-2017


ISO/IEC TR 22417:2017 © ISO/IEC 2017 – 45 –  

Actor name Actor type Actor description Further information 
specific to this use case 

Information security support System It provides statistical data 
processing and analysis for 
the agricultural products 
and gives early warning 
when abnormal data is 
identified. 

 

Tracking management 
platform for government 
customer 

System It provides the monitoring 
management service for the 
government customer and 
achieves supervision of the 
farm product in the market. 

 

Tracking service platform 
for public customer 

System It provides enquiry service 
for the public customers via 
web, 2-D barcodes 
scanning, etc. It also 
supports responding to the 
customers’ complaints on 
food safety. 

 

IT system maintenance System It performs the 
management and 
maintenance of the IoT 
devices, so as to guarantee 
the reliability and security 
of the IoT system. 

 

Real-time monitoring in 
farm product supply chain 

System It offers real-time 
monitoring during the 
production, processing, 
transportation, circulation, 
sale, etc. of the agricultural 
products. 

 

Farm product information 
exchange platform 

System It provides sharing and 
interchange of the IoT 
system data with other 
systems. 

 

E-commerce platform System It offers a financial 
interchange service 
between the IoT system 
and other systems 

 

IoT System provider System Provider It sells or leases the IoT 
System to the farmer and 
provides privacy 
management capabilities 

 

 

7.5.4 Issues: Legal Contracts, Legal Regulations, Constraints 

None provided. 

7.5.5 Referenced Standards and/or Standardization Committees 

None provided. 

7.5.6 Relation with Other Known Use Cases 

None provided. 

7.5.7 General Remarks 

None provided. 
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