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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 
technical committees. Each member body interested in a subject for which a technical committee has been 
established has the right to be represented on that committee. International organizations, governmental and 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of technical committees is to prepare International Standards. Draft International Standards 
adopted by the technical committees are circulated to the member bodies for voting. Publication as an 
International Standard requires approval by at least 75 % of the member bodies casting a vote. 

In other circumstances, particularly when there is an urgent market requirement for such documents, a 
technical committee may decide to publish other types of normative document: 

⎯ an ISO Publicly Available Specification (ISO/PAS) represents an agreement between technical experts in 
an ISO working group and is accepted for publication if it is approved by more than 50 % of the members 
of the parent committee casting a vote; 

⎯ an ISO Technical Specification (ISO/TS) represents an agreement between the members of a technical 
committee and is accepted for publication if it is approved by 2/3 of the members of the committee casting 
a vote. 

An ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed for a 
further three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS is 
confirmed, it is reviewed again after a further three years, at which time it must either be transformed into an 
International Standard or be withdrawn. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO shall not be held responsible for identifying any or all such patent rights. 

ISO/PAS 22853 was prepared by Technical Committee ISO/TC 8, Ships and marine technology, 
Subcommittee SC 10, Computer applications. 
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0 Introduction 

0.1 General 

This Publicly Available Specification specifies the XML application MSML (Maritime Safety Markup Language). 
MSML is a language for structuring information and the goal is to create an open standard that can be used 
generally in the maritime sector. MSML is implemented using XML Schema, which is contained in a separate 
document that could be used at validation. The first purpose of MSML is to make it possible to record safety 
related information in relation to repair and maintenance. The second purpose is to define an extensible 
structure that could be developed in future versions of MSML. Note that MSML should not primarily be seen 
as a support for normal work onboard. Instead, it is an add-on support for transfers of safety related 
information to/from the vessel. 

MSML enables security handling and since MSML concerns safety aspects there is information support for 

• preventing accidents; 

• minimizing extent of damage; 

• minimizing criticality of consequences. 

These aspects concern both vessel and bases ashore (denoted shore bases in this Publicly Available 
Specification). 

MSML consists of the following constituents: 

• data model that defines the data of interest. The basic parts of the data model are vessel static and 
dynamic areas, shore base static and dynamic areas and vessel shore base relation. Each of these can be 
created successively and thus validation can be made even if information is not complete; 

• administrative support that defines the handling of the XML application instance as a file; 

• security support that defines the handling of data security. MSML enables digital signatures and 
encryption via the W3C recommendations “XML Encryption Syntax and Processing” and “XML-Signature 
Syntax and Processing”. 

The data model can be seen from different perspectives and the following are defined: 

• inspection that contains information related to externally made inspections; 

• repair and maintenance that contains the corresponding information; 

A fundamental property of MSML is that it does not consider the actual use of data, e.g. there is no 
specification of MSML messages. This makes it practical to use MSML in a large variety of applications and 
without modifying the definition of MSML. 

This Publicly Available Specification contains nearly the same information as the XML Schema representation 
but expressed in plain English. In this way, it is possible to discuss and evaluate MSML without knowing the 
syntax details of XML Schema. This Publicly Available Specification also contains rules and guidelines 
associated with MSML. 

Planning, performing, recording and evaluating repair and maintenance are crucial for safe transports at sea. 
Preventive actions are especially cost-effective; is it possible to plan repair and maintenance at the optimal 
place and time? Fulfilling these aspects will prevent accidents and thus save money and effort for all involved 
parties. For these reasons the Maritime Safety Markup Language (MSML) is defined. It is an XML application 
specified using XML Schema (see [10] and [11]). 
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Since the purpose of MSML is to handle safety aspects in relation to repair and maintenance, there is 
information support for 

• preventing accidents, e.g. vessel status, previous repairs, remaining deficiencies; 

• minimizing extent of damage, e.g. personnel training, personal equipment, and pollution control; 

• minimizing criticality of consequences, e.g. status of emergency equipment. 

The information support concerns both vessel and shore base (e.g. a port) and is valid also for other safety 
related aspects than repair and maintenance; thus, future extensions can be made smoothly. 

MSML is vessel-centric in the sense that all relevant aspects of the vessel and its task are included while only 
one of possibly many tasks of a port is included (only the berth used for the vessel). Port is a typical example 
of a shore base as defined in this Publicly Available Specification. By using MSML it is also possible to 
associate a vessel and a shore base and the information can flow in the following ways: 

• vessel-to-vessel, e.g. support information if communication with shore base cannot be made; 

• vessel-to-shore base, e.g. sending status information; 

• shore base-to-vessel, e.g. sending recommended actions such as go to nearest drydock for inspection; 

• shore base-to-shore base, e.g. preparing the next port to visit for the vessel. 

However, there is no support in MSML for relating a vessel with another vessel and relating a shore base with 
another shore base, i.e. there is no support for storing information that describes such a relation. For example, 
a vessel giving instructions to another vessel must be handled outside MSML (but of course a vessel could 
just send its information to another vessel if necessary).This means that more than one MSML instance has to 
be used for 

• relating more than one vessel with a shore base; 

• relating more than one shore base with a vessel; 

• relating a vessel with another vessel; 

• relating a shore base with another shore base. 

There are several reasons for this design: 

• keeping down the size of MSML, i.e. not making the definition too complex; 

• keeping down the size of MSML instances, i.e. not letting transfers take too long a time; 

• encouraging vessel-to-vessel communication via shore base; 

• letting shore base to shore base communication be handled outside MSML. 

An example of a possible message sequence using MSML is a vessel approaching a port with the intention of 
delivering its cargo. 

1. The vessel stores vessel data and sends the information to the port. 

2. The port checks if there is a berth for the vessel, if it is allowed to enter the port, if there are no alarms, if 
a pilot is available, if repair and maintenance is accurate, etc. The port stores port data and sends data to 
vessel. 

3. The vessel checks port data and requests an acknowledgement. 

4. The port relates vessel and port data and sends acknowledgement. 
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MSML puts no requirements on how much information shall be stored before transactions take place. On the 
contrary, information could be built up successively using a number of information exchanges between vessel 
and shore base. This could be made by partly filled in information or by using fragments of information and 
even using mirrored versions of information. However, a natural unit is a basic MSML instance since it can be 
validated using the rules specified in MSML. MSML puts no requirements on the originator of the MSML 
instance; it could be the vessel, the shore base or another party. Figure 1 shows an example: Vessel 1 and 
Port 1 have a mutual agreement, as do Vessel 2 and Port 1; Vessel 2 and Port 2 have not yet established an 
agreement, but both have prepared information relative to the respective side. 

MSML Instance
(partly filled)

MSML Instance
(complete)

MSML Instance
(partly filled)

MSML Instance

(complete
)

Vessel 1

Vessel 2

Port 1

Port 2

 

Figure 1 — Example of originator of the MSML instance 

0.2 Background 

The creation of MSML is a result of the MANATEE project within the Fifth European Community Framework 
Programme (IST–2001-38091). A motivation for MSML is given in the MANATEE project description: 

• “Enhancing the information and communication channels between ship and shore leading towards a 
unique e-work platform used and shared between maritime business companies and official Port Authorities, 
mostly Governmental Bodies as well as all the other interested parties;” 

• “Providing simplified access to ship-borne and shore-based databases and information by users aboard 
and ashore for decision-making support;” 

• “Exchanging information on ship’s control system, on-shore supervision and control systems, on-shore 
and on-ship administrative systems, books, documents, circulars, faxes, telexes, improving the connectivity 
between the on board control systems and the information systems on-shore;” 

• “Increasing the use of on-line updated information regarding meteorological data and hazard indication.” 

The goal is to create an open standard that can be used generally for safety aspects in the maritime sector. 
Currently the focus is on repair and maintenance but other aspects can be included in the future. 

For the definition of MSML many different resources have been considered. One fundamental source of 
information is directives and regulations. Those that have been considered relevant concerning maritime use 
and in relation with repair and maintenance are listed in Annex A. There are also other initiatives related to 
MSML however not directly affecting the contents. 
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• Marine Trading Markup Language (MTML), see [2], is a language for trade and addresses: 

– trade transactions, 

– price, 

– delivery schedule, 

– goods or services. 

MTML is outside the scope of MSML. 

• SIRENAC database (see [3]) contains the following information: 

– ship identification (name, IMO number, flag, ship type, gross registered tonnage, year of build), 

– class related deficiencies (“Yes” or “No”), total number of deficiencies, 

– detention (port of detention, date of release from detention, duration of detention in days, reason(s) for 
detention), 

– classification society, 

– owner/operator. 

SIRENAC contains a subset of the MSML information support. 

• EQUASIS database (see [4]) contains the following information: 

– ship identification, 

– management, 

– classification, 

– safety management certificate, 

– P&I information, 

– list of Port State Controls, 

– banning orders, 

– association membership, 

– manning information, 

– condensed history, 

– list of ships under the same management. 

EQUASIS contains a subset of the MSML information support. 

• For the Condition Assessment Program (CAP), see [7], the verification focus is on vessel condition and 
addresses the following aspects for hull: 

– rating for each structural group and strength evaluation, 

– survey record, 
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– report for fatigue strength assessment, 

– rating for corrosion protection systems of water ballast tanks and coated cargo tanks, 

– photographic report, 

– thickness measurement record. 

It addresses the following aspects for machinery/cargo systems: 

– rating for each item, 

– survey record, 

– photographic report. 

The CAP results are too detailed for MSML but a reference from MSML can be given to CAP documents. 

• ISO 10303, Industrial automation systems and integration — Product data representation and exchange 
(STEP), see [6], is a set of construction related standards where the following are relevant for maritime use: 

– AP215 Ship arrangement, 

– AP216 Ship moulded forms, 

– AP218 Ship structures, 

– AP226 Ship mechanical systems, 

– AP217 Ship piping. 

The information support in STEP is for a limited part of the MSML scope and too detailed for MSML. 

• The focus of SafeSeaNet (see [5]) is to enable safe transports at sea by keeping better track of vessels 
and their routes. An important part is the network architecture that defines a distributed database with 
references to further information. Also, SafeSeaNet defines messages. Since SafeSeaNet concerns safety at 
sea there is, to a certain extent, an information overlap with MSML. Detailed information is not currently 
available but is probably a subset of the MSML information support. 

• TELEMAS (Tele-maintenance and support through intelligent resource management for ship operation), 
see [9], aims to increase efficiency and safety of ship operation by combining specific developments together 
with existing IT systems and tools. Detailed information is not currently available but is probably a subset of 
the MSML information support. 

• OPTIMISE (Optimal Maintenance Intervention of Ships in Europe) is focused on hull structural issues 
such as corrosion, strain damage and cracking (see [8]). Detailed information is not currently available but is 
probably a subset of the MSML information support. 

• System initiatives such as VTS (Vessel Traffic Systems), VTMIS (Vessel Traffic Management and 
Information Services) and Integrated Ship Control systems (ISC) are not directly considered since the 
component aspects of such systems are addressed by MSML and not the system as such. 

If a closer relationship with MSML is needed in the future it could be accomplished by modifying MSML, 
expanding it or making transformations between different representations. Transformations for XML based 
information can take place using e.g. XSLT or when accessing a non-native database. Both the underlying 
data model and grammar could be of interest for modifications. 
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Ships and marine technology — Computer applications — 
Specification of Maritime Safety Markup Language (MSML) 

1 Scope 

1.1 Inclusions 

This Publicly Available Specification specifies the XML application MSML (Maritime Safety Markup Language). 
MSML is a language for structuring information and the goal is to create an open standard that can be used 
generally in the maritime sector. This Publicly Available Specification emphasizes the following aspects of 
MSML: 

• functional applicability in the maritime arena with focus on repair and maintenance and related safety 
aspects; 

• secure transfer of information between vessel and shore base; 

• extensibility to incorporate increased functionality; 

• use of standardized XML support whenever needed. 

The basis of MSML is the data model which defines what kind of maritime data, related to vessel and shore 
base, it is possible to store. The data model represents the current state and only limited historic information is 
kept in the data model. This Publicly Available Specification defines the following information areas of the data 
model: 

• the vessel, 

• the actual use and status of the vessel, 

• the shore base, 

• the actual use and status of one berth of the shore base, 

• the relation between the vessel and the shore base, 

• the history of repair and maintenance and what has been done on each occasion. 

The data model of MSML makes it possible to describe the following states: 

• a vessel with/without defined task, 

• a berth of a shore base with/without defined task, 

• a vessel and a berth of a shore base with/without relation. 

Defining states makes it possible to define transactions, i.e. sequences of actions for fulfilling specific 
intentions. We have the general transactions: 

• assigning task to/removing task from vessel, 
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• assigning task to/removing task from a berth of a shore base (for a specific vessel), 

• assigning relation/removing relation vessel - a berth of a shore base, 

• assigning/removing specific pieces of data, 

• reading data. 

This Publicly Available Specification defines perspectives associated with the data model of MSML. The term 
indicates that the MSML data model can be seen from different views. Perspectives contain information that is 
orthogonal to the data model. Two perspectives are defined: 

• inspection – an inherent perspective that makes it possible to reference results of vessel inspections; 

• repair and maintenance – currently the main focus of MSML. 

There are also other sources of information that are associated with MSML. The data model of MSML 
assumes that information concerning individual crew and passenger members is handled adequately using 
the muster list and passenger list, respectively. However, for the data model of MSML groups of individuals 
are considered. The primary purpose of MSML is to make it possible to identify available capabilities and 
resources and not to handle individuals. However, a reference is included in MSML where to find detailed 
information. 

A certain amount of shore base information is included in the data model of MSML. The main reason to 
include this information is to support vessel safety related aspects and vessel repair and maintenance. 

1.2 Limitations 

An MSML instance will contain extensive history information only if included in the definition of a perspective. 
For example, repair and maintenance contains an extensive history of what has been changed and when, but 
there is no extensive history information for e.g. bunkering. The reason for including history is that actions 
made in the past can affect future events and decisions. However, some minor historic information is included 
in the data model of MSML (i.e. not within perspectives), e.g. the history of vessel name changes. If other 
types of extensive history information are needed, a new version of the MSML instance has to be stored for 
each significant change and this must be handled outside the scope of MSML (probably using a native XML 
database). 

The data model of MSML should not primarily be seen as a support for normal work onboard. Instead it is an 
add-on support for transfers of safety related information to/from the vessel from/to external units and within 
the vessel. For example, current propeller revolutions per minute cannot be extracted from the computerized 
MSML system, instead the value is read directly from the ordinary equipment. In the same way the shore base 
part of the MSML data model is seen as a support to the safety related vessel information and not from normal 
work ashore. Generally, normal dynamic information during a voyage between two shore bases is not 
included within MSML. On the other hand, alarms and malfunctioning units are generally safety related and of 
interest internally and externally and thus included in the data model of MSML. If alarms are set automatically 
or not is a question outside the scope of MSML. 

1.3 Exclusions 

The following aspects are not included in the scope of MSML: 

• aspects concerning costs and fees; 

• geographic information; 

• logs, e.g. log of communication; 

• specific cargo information, e.g. tracing, Smart and Secure Tradelanes; 

• presentation of information; 
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• users and their authorities; 

• actual use of data and instances, e.g. definition of messages; 

• bindings to protocols. 

1.4 Summary 

To sum up the main characteristics of MSML, it 

• contains an XML-based data model for information exchange and processing in safety-critical maritime 
applications; 

• does not describe how data is used; 

• supports information security and extensibility; 

• is a framework and future open standard for the maritime safety sector. 

The principal system dependences on MSML are shown in Figure 2. 

MSMLDefinition of 
messages

System design

System 
implementation

System specific Standard

 

Figure 2 — Principal system dependences on MSML 

We see that MSML will affect system design and definition of messages but MSML is not affected. Thus 
MSML can remain a stable standard for a wide variety of applications. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO 6709:1983, Standard representation of latitude, longitude and altitude for geographic point locations 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 
element content 
〈XML element〉 content only consisting of other elements 

NOTE See [1]. 
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3.2 
MSML instance 
document containing vessel and shore base data which can be validated using the rules set up by MSML 

3.3 
port 
shore base consisting of one or more wharfs 

3.4 
shore base 
land-based station used for supporting vessels and/or interests on land 

NOTE In most cases a port is used as a shore base, but it could also be a station just recording vessels passing by 
and sending information to, for example, authorities. 

3.5 
validation 
checking that an MSML instance fulfils the rules given by MSML 

3.6 
voyage 
sea journey starting from a shore base and including zero or more intermediate shore bases before reaching 
the final shore base 

NOTE Different users will have different definitions of the number of shore bases included in the voyage. 

3.7 
wrapper element 
XML element that is only used for enclosing other elements 

4 Symbols and abbreviated terms 

AIS Automatic Identification System 

BCH code Bulk CHemical code 

EPIRB Emergency Position Indicating Radio Beacon 

GMDSS Global Maritime Distress and Safety System 

GMT Greenwich Mean Time 

HAZMAT HAZardous MATerials 

IBC International Bulk Carrier 

ICS International Chamber of Shipping 

IGC International Gas Carrier 

IMDG International Maritime Dangerous Goods 

IMO International Maritime Organization 

INF Irradiated Nuclear Fuel 

INMARSAT INternational MARitime SATellite 
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ISM International Safety Management 

ISPS International Ship and Port facility Security  

ISS International Ship Security 

MARPOL MARitime POLlution 

MMSI Maritime Mobile Service Identity 

MSML Maritime Safety Markup Language, an XML application 

OCIMF Oil Companies International Marine Forum 

Paris MOU Paris Memorandum Of Understanding, on port state control 

SAR Search And Rescue 

SATCOM SATellite COMmunication 

SOLAS Safety Of Life At Sea 

UN United Nations 

UNCTAD United Nations Conference on Trade And Disarmament 

UNLOCODE United Nations LOcation CODE 

URI Universal Resource Identifier, i.e. a general form of resource address 

VTMIS Vessel Traffic Management and Information Services 

VTS Vessel Traffic Service 

5 MSML design 

5.1 General 

MSML is defined using the following primary constituents: 

• data model that defines the data of interest. The data model is the basic building block and contains 
vessel and shore base information. The data model is created top-down where the structure is expanded 
downwards as much as necessary for fulfilling the intentions. 

• administrative support that defines the handling of the XML application instance as a file. 

• security support that defines the handling of data security. 

For the MSML definition perspectives are also included. Two are currently defined: 

• inspection that contains information related to the data model and to externally made inspections. 

• repair and maintenance that contains corresponding information and its relation to the data model. 
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Figure 3 shows the building constituents and their connections. 

MSML defined via XML Schema

Data
Model

Inspection

Repair and 
Maintenance

Administrative
Support

Security
Support

 

Figure 3 — Building constituents and their connections 

There are several advantages using this design and reflecting it in the MSML implementation. A perspective 
only references items of the data model but keeps the related information within the perspective as such. Thus 
a perspective could be changed, removed or added without affecting the data model. Changes could also be 
made in each block, to a large extent, without affecting the others. 

Figure 4 shows a tree structure view, i.e. the principle chosen in XML, of the picture shown in Figure 3. 

MSMLMSML

administrative_supportadministrative_support

security_supportsecurity_support data_modeldata_model

perspectiveperspective

repair_and_maintenancerepair_and_maintenance inspectioninspection

 

Figure 4 — Tree structure view 

In Figure 4, MSML denotes a top element as required by XML (see [1]). 

Future versions of MSML will be created and the major design goal of MSML is to make them upwardly 
compatible, i.e. existing use of MSML shall be unaltered even though extended functionality is included. 

5.2 Data model 

The data model is the most fundamental block since it sets the scope of what could be expressed using 
MSML. The top view of the data model is described by a number of areas: 

• an area containing more or less static data (compared to the number of vessel transports) for the vessel, 

• a dynamic area containing task related information for the vessel, 

• an area containing more or less static data (compared to the number of handled vessels) for a shore base, 

• a dynamic area containing service related information for a shore base, 
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• a dynamic area containing information that relates vessel with a shore base, 

NOTE Data classified as static also might change, however, at a slow pace. Figure 5 shows the areas. 

Data modelData model

Vessel
Static Data

Vessel
Static Data

Shore Base
Static Data

Shore Base
Static Data

Vessel
Dynamic Data

Vessel
Dynamic Data

Shore Base
Dynamic Data
Shore Base

Dynamic Data
Vessel –

Shore Base Relation
Dynamic Data

Vessel –
Shore Base Relation

Dynamic Data

 

Figure 5 — Areas in the data model 

Figure 6 shows the expanded top view of the areas. A solid line denotes a parent-child relation and a dashed 
line denotes an association, i.e. a relation between two items. Static information is shown in grey. 
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Shore Base
Dynamic Data
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Service
Status

Service
Status

Overall
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Overall
Status
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Previous
Tasks

Previous
Tasks

 

Figure 6 — Expanded top view of the areas in the data model 

Each box is represented by an XML element and specified in detail below. 
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5.3 Perspectives 

For the inspection perspective, both static and dynamic vessel data are relevant (not vessel shore base 
relation). 

Data modelData model

Perspective: 
InspectionVessel

Static Data
Vessel

Static Data
Shore Base
Static Data

Shore Base
Static Data

Vessel
Dynamic Data

Vessel
Dynamic Data

Shore Base
Dynamic Data
Shore Base

Dynamic Data
Vessel –

Shore Base Relation
Dynamic Data

Vessel –
Shore Base Relation

Dynamic Data

 

Figure 7 — Static and dynamic vessel data in the data model for the inspection perspective 

Ship inspections address the status of the vessel and thus overlap the information described by MSML. It is 
not the intention of MSML that all inspection results be included in MSML and the results of inspections can 
fully be read without using MSML. However, MSML includes references to inspections concerning 
administrative data and results of inspections. A comparison between MSML and inspections is given below. 

• MSML has a wider scope than inspections. 

• More detailed information is given by inspections. 

• Inspection results can be mapped to MSML generally at a higher level but duplicate information can occur. 

• The purpose of inspections is to give reasons behind a particular state while the purpose of MSML is to 
present a particular state. 

• The inspection results are generally used at non time critical situations while MSML could also be used at 
time critical situations, e.g. at an emergency, where accurate and concentrated information is of highest 
priority. MSML can be used for quickly getting an overview of available resources for preventing and/or limiting 
the effects from an accident. 

For the repair and maintenance perspective, only vessel static data is relevant. Only those events are 
recorded that result or should/will result in repair or maintenance activities. 

Data modelData model

Perspective: 
Repair and maintenanceVessel

Static Data
Vessel

Static Data
Shore Base
Static Data

Shore Base
Static Data

Vessel
Dynamic Data

Vessel
Dynamic Data

Shore Base
Dynamic Data
Shore Base

Dynamic Data
Vessel –

Shore Base Relation
Dynamic Data

Vessel –
Shore Base Relation

Dynamic Data

 

Figure 8 — Static vessel data in the data model for the repair and maintenance perspective 
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Information concerning repair and maintenance also includes non-safety aspects for the following reasons. 

• It is sometimes difficult to analyse if repair and maintenance are safety related or not. 

• Non-safety related repair and maintenance today could have safety related effects in the future. 

• Complete repair and maintenance could be valuable when new perspectives (possibly not safety related) 
are added. 

A perspective may include information that refers to items that no longer exist. In this case a special boolean 
flag is used for indication. 

New perspectives can be added in future versions of MSML. 

5.4 Administrative support 

The administrative support is defined for handling MSML instances. This includes e.g. version, author data 
and date. Use of administrative support is mandatory. 

5.5 Security support 

Security addresses the following aspects: 

• integrity – supported within the scope of MSML; 

• authorization – not supported within the scope of MSML; 

• authentication – supported within the scope of MSML; 

• confidentiality – supported within the scope of MSML; 

• non-repudiation – supported within the scope of MSML. 

The supported aspects could be applied independently and individually for each piece of data. Security is 
supported by using the following W3C recommendations: 

• XML Encryption Syntax and Processing, W3C Recommendation, 10. December 2002; 

• XML-Signature Syntax and Processing, W3C Recommendation, 12. February 2002. 

Security aspects are only enabled by MSML, the actual use of them is outside the scope of MSML. Use of 
security support is optional. 

For assuring that complete and correct information has been given, a digital signature could be used covering 
a specific part of the information. That the issuer is allowed to authorize it is, however, outside the scope of 
MSML. 

Other means could be used for security issues, e.g. at protocol level, but they are outside the scope of MSML. 

5.6 Successive information build-up 

Validation can be made even if the information is not complete. The following parts can be individually 
controlled at successive information build-up: 

• Vessel Dynamic Data, 

• Vessel Static Data, 
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• Shore Base Dynamic Data, 

• Shore Base Static Data, 

• Vessel – Shore Base Relation, 

• Each perspective (Repair and Maintenance, Inspection). 

Within each part there are also possibilities, e.g. when zero or more elements have been specified one can 
start without any element at all and add successively. 

The rules given below govern the dependence on other parts at successive build-up. The following notation is 
used: 

∃(x) x exists and can be validated 

⇒ implies 

∧ logical AND 

 ∃(Vessel Dynamic Data) ⇒ ∃(Vessel Static Data) 

 ∃(Shore Base Dynamic Data) ⇒ ∃(Shore Base Static Data) 

 ∃(Vessel – Shore Base Relation) ⇒ (∃(Vessel Dynamic Data) ∧ ∃(Shore Base Dynamic Data)) 

 ∃(Perspective Repair and Maintenance) ⇒ ∃(Vessel Static Data) 

 ∃(Perspective Inspection) ⇒ (∃(Vessel Static Data) ∧ ∃(Vessel Dynamic Data)) 

How checking of the rules is performed is outside the scope of MSML. 

5.7 MSML vs. standardized maritime technology 

There are several different notations for describing the same item e.g. the type of vessel. Since it is not 
beneficial to define another standard in MSML the approach is instead to specify the source of standard 
terminology and refer to items according to this standard. The advantage is that the notation is uniquely 
identified and extensions can be made without affecting MSML. The disadvantage is that it is not possible to 
validate the information within MSML. Thus, the verification of e.g. correct vessel type has to be made by the 
system and is outside the scope of MSML. 

5.8 MSML processor 

Figure 9 shows the principal handling of an MSML instance at transmission. 
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Figure 9 — Principal handling of an MSML instance at transmission 

References and unique element identities are used internally within an MSML instance for associating 
different elements. The algorithm for creating unique identities is specified in Administrative Support. The 
advantage of using a specific algorithm is that it is easily extended and that different users can modify the 
structure in a consistent way. A consequence is that different MSML instances cannot be compared by using 
element identities (not even if they use the same algorithm). 

Signatures are used for establishing that data is authenticated. Encryption is used for hiding sensitive 
information. Signature and encryption handling are optional but when used it must be checked that references 
and unique element identities are still handled in a consistent way. The processing associated with digital 
signatures and encryption is specified in [13] and [14], respectively. 

The logical behaviour of the MSML processor at transmission of information is specified in the following steps. 

• Step 1 – the “Identity Handler” generates and matches identities between referencing elements and 
elements being referenced. The MSML processor can then check for syntax errors. 

• Step 2 – the “Signature Handler” adds signatures for important parts. The MSML processor can then 
check for syntax errors. 

• Step 3 – the “Encryption/Decryption Handler” makes encryption of important parts. The MSML processor 
can then check for syntax errors. 

The logical behaviour of the MSML processor at reception of information is specified in the following steps. 

• Step 1 – the “Encryption/Decryption Handler” makes decryption of encrypted parts and indicates any 
errors. The MSML processor can then check for syntax errors. 

• Step 2 – the “Signature Handler” checks signatures for signatured parts and indicates any errors. The 
MSML processor can then check for syntax errors. 
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6 MSML specification 

6.1 General 

The specification is based on XML Schema (see [10] and [11]). Lower case letters are used in names as far 
as possible. Underscore is used for separating words. Element information after colon is type used for the 
element. A type can be predefined in XML Schema or created specifically for MSML. 

The MSML namespace is defined by “urn:oasis:names:tc:MSML:1.0” (only valid if oasis is chosen). Version 
handling is thus included in the namespace and 1.0 is the first official version. 

6.2 Referencing 

Referencing occurs between elements i.e. one element referencing another using unique identities. The 
following apply. 

• The sets of references and identities are specific for each MSML instance. 

• Each element of the data model only has an explicit unique identity if referenced. It could have a unique 
identity even if not referenced but this is not a requirement. The algorithm used for creating identities is 
specified in each MSML instance. 

• Referencing is allowed within the data model and for any element having a relation with an element of the 
data model. 

• A unique identity cannot be reused, i.e. once used it will be considered consumed forever. The reason is 
that perspectives might refer to old elements even if they do not exist anymore. 

For both perspectives and data model, elements are referencing data model elements using XML attributes. 
However, there are differences. 

• A reference within the data model has a one-to-one relationship. 

• A reference in a perspective (referencing an element of the data model) has a possibly one-to-many 
relationship. For example, a single repair and maintenance occasion may affect several constituents. 

• More than one reference in a perspective can be referencing the same referenced element, e.g. a single 
constituent may have been repaired on several repair and maintenance occasions. 

• A reference within the data model includes at least one element that belongs to dynamic data (as defined 
earlier). This is not necessary for perspectives. 

• For a reference within the data model the referenced element must exist. 

• A reference can be removed in a perspective if the referenced element no longer exists. However, the 
corresponding information is kept. For example, a constituent could first be repaired and later on removed. 
The information will be kept, however, no attribute is used and the corresponding element 
referenced_element_no_longer_exists contains TRUE. 

• There is no information from a referenced element back to the element referencing it. This is a 
consequence of letting the data model be unaffected when adding perspectives (a desirable property). 

• Time information is used for synchronizing events within perspectives. 

For referenced elements the attribute is declared as 

• element_identity (0,1): ID 
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i.e. optional and using the predefined type ID. For clarity reasons, in the specification below, the declaration of 
this attribute is not shown. The following items include the attribute declaration: 

• global complex types, 

• local complex types within data model, 

• data model elements. 

For an element referencing another element the corresponding attribute is declared as 

• element_identity (0,1): IDREF 

i.e. optional and using the predefined type IDREF. This declaration is shown whenever applicable in the 
specification below. The attribute cannot be used when the referenced element no longer exists. 

An element, within the data model only, that references another element can also be referenced. In this case 
a wrapper element is defined that only contains the element referencing the other element. The wrapper 
element includes the declaration 

• element_identity (0,1): ID 

and could thus be referenced. The wrapper element is named IDREF_wrapper_element_x where x is an 
integer starting from one in its scope. 

6.3 Security report 

The following rules apply. 

• Encryption can only be made for elements that do not in themselves contain elements (i.e. only for leaves 
of the MSML tree). 

• Encryption is made for data only and does not include element markup tags. In this way references and 
identities are kept, preserving the validity of the MSML instance. Encrypting already encrypted data is not 
allowed (and of no real value). 

• Data for encryption is copied from the original element and stored in a separate element which keeps a 
reference to the original element. After encryption, dummy data is placed in the original element. In the other 
direction, data is first decrypted and then stored in the original element. The encryption and decryption 
handling is made via an extra (logical) processor. 

• Use of dummy data, i.e. after encryption, must be indicated as erroneous. 

• Signatures are not allowed on encrypted information, signatures can only be made on human readable 
data. 

A consequence of this is that there will be a relatively high overhead in textual size for each piece of encrypted 
data. However, it is likely that only small parts of information will be encrypted and so the total size overhead 
will in all normal cases be low. 

For encryption the following apply. 

• W3C standard “XML Encryption Syntax and Processing, W3C Recommendation 10. December 2002” is 
used, see [14]. 

• The XML Schema is found at http://www.w3.org/TR/xmldsig-core/xmldsig-core-schema.xsd 

• The name space and prefix is defined by xenc=http://www.w3.org/2001/04/xmlenc# 

• Copyright information is given in http://www.w3.org/Consortium/Legal/IPR-FAQ-20000620.html#DTD 
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For signature the following apply. 

• W3C standard “XML-Signature Syntax and Processing, W3C Recommendation 12 February 2002” is 
used, see [13]. 

• The XML Schema is found http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-schema.xsd 

• The name space and prefix is defined by ds=http://www.w3.org/2000/09/xmldsig# 

• Copyright information is given in http://www.w3.org/Consortium/Legal/IPR-FAQ-20000620.html#DTD 

Inclusion of xenc.xsd is made by using XML Schema item import, ds.xsd is then automatically included. 

6.4 Relation to XML Schema 

Below, values within parentheses give minimum and maximum occurrence, e.g. (1,1) denotes a single 
mandatory element in exact accordance with XML Schema notations minOccurs and maxOccurs. 

Mixed content (see [1]) is not used. 

Extension elements are added where applicable but validation of their contents is not possible since they are 
of XML Schema type anyType, i.e. unspecified. 

The XML Schema primitive datatypes are used. 

Only the period is allowed as a separator of whole-fraction float values, e.g. 1.23 is allowed while 1,23 is not 
(will generate an error at validation). 

For date and time the XML Schema primitive datatype dateTime is used, which is defined according to 
ISO 8601:2004, 4.3. 

6.5 Special considerations 

In many cases there is a choice between defining a new element or a new attribute. The approach in MSML is 
to use a new element whenever a new attribute is not explicitly required. The reasons for this are: 

• Structure is improved and can be maintained 

• It is easier to extend 

• It improves human readability 

Verification that complete information has been given is not directly supported by MSML. However, in some 
cases flags and counters have been added in order to lower the risk of inadvertent loss of information. 

In several cases below an ordered list of elements can be created. One example is to describe events in time 
order. The actual order of these elements in the MSML instance is not significant. Instead each such element 
contains information that makes it possible to sort the elements in correct order, however, outside the scope of 
MSML. The total list size is in some cases, but not all, obvious but control is outside the scope of MSML. 

Vessel administration is not affected by repair and maintenance and the corresponding history is kept within 
the vessel administration element. 

Vessel constituents can only be affected at repair and maintenance and the corresponding history is kept 
within the repair and maintenance element i.e. within the perspective. The information kept in element 
constituent is the current state. 

Copyright International Organization for Standardization 
Reproduced by IHS under license with ISO 

Not for ResaleNo reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: ISO PAS 22853-2005

http://avadocuments2026.com/doc/iso-pas-22853-2005
http://avadocuments2026.com/doc/iso-pas-22853-2005


ISO/PAS 22853:2005(E) 

© ISO 2005 – All rights reserved  15

Vessel description can only be affected at repair and maintenance and the corresponding history is kept within 
the repair and maintenance element i.e. within the perspective. The information kept in element description is 
the current state. 

Vessel certificates can be affected at repair and maintenance but also as a result of inspection and from other 
reasons (such as expiration). The corresponding history is kept within the vessel certificate element. 

6.6 simpleType: units_type 

Value: 

• SI_units 

• US_units 

The value of the attribute must be the same within an MSML instance. Presentation of data values must 
indicate the units used. The attribute is included for the element closest to the data. The table below shows 
the differences as applied in this Publicly Available Specification. 

Table 1 — Units applied in ISO/PAS 22853:2005 

Item SI units US units 

Basic length measure meter foot 

Vessel, Helicopter, Plane speed  knot knot 

Time according to XML Schema format according to XML Schema format 

Distance at sea nautical mile nautical mile 

Weight tonne ton 

Strength at pulling tonne ton 

Turning rate degrees (0-360)/second degrees (0-360)/second 

Course degree (0-360) degree (0-360) 

Engine power kilowatt horse-power 

Latitude (according to ISO 6709:1983 
and WGS 84) 

± dddmmss.ss ± dddmmss.ss 

Longitude (according to 
ISO 6709:1983 and WGS 84) 

± dddmmss.ss ± dddmmss.ss 

Engine consumption at service speed tonne per 24 hours ton per 24 hours 

Towing capacity tonne ton 

“identifier” that include units according to identifier according to identifier 

For the last row “identifier” could be any name e.g. stopping_time_in_minutes. 

According to ISO 6709:1983, Standard representation of latitude, longitude and altitude for geographic point 
locations, latitude can be specified using three possible formats: 

± dd.dd degrees and decimal degrees 

± ddmm.mmm degrees, minutes and decimal minutes 

± ddmmss.ss degrees, minutes, seconds and decimal seconds 
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In the same way, longitude can be specified using three possible formats: 

± ddd.dd degrees and decimal degrees 

± dddmm.mmm degrees, minutes and decimal minutes 

± dddmmss.ss degrees, minutes, seconds and decimal seconds 

However, in MSML only the last format of latitude and longitude, respectively, is allowed. For latitude, 
+ denotes north and − south. For longitude, + denotes east of Greenwich and − west up to the 180th meridian. 
Leading zeros are required for latitude and longitude, e.g. six minutes is represented as 06. For this reason 
MSML defines strings for latitude and longitude. 

Information concerning WGS 84 can be found at http://www.wgs84.com/. 

For SI units see ISO 31 and ISO 1000, ISO Standards Handbook, 3rd edition ISO, Geneva, 1993. 

Conversion factors are defined in Annex B of: 

NIST Special Publication 811 1995 Edition, Guide for the Use of the International System of Units (SI), Barry 
N.Taylor, http://physics.nist.gov/Document/sp811.pdf. 

Due to XML Schema rules only a period is allowed as a separator of whole-fraction float values e.g. 1.23 is 
allowed while 1,23 is not. 

6.7 simpleType: element_identity_algorithm_type 

Value: 

• undefined 

• integer_group 

The following values exist. 

• undefined: The algorithm is undefined i.e. any identity will do as long as it is unique. 

• integer_group: The algorithm is described below. 

The integer_group algorithm has the advantage that changes can be handled in a controlled manner. An 
example of an element identity is r.2.17.1 which specifies the first child element of the 17th child element of 
the second element just below the root. The algorithm for creating unique identities is defined according to the 
following: 

• the root (the MSML element) is marked as r; 

• the identity is created by a number of integers each separated by period; 

• the first possible integer value is one; 

• a period with a number represents a level in the data model structure; 

• elements on the same level have successive integer values; 

• if an element is removed and leaves a “hole” in the used integer values the value is not reused; 

• if an intermediate element is removed, its children are first removed and then restructured using new 
integer values. 

The value of the attribute must be the same within an MSML instance. 
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6.8 simpleType: vessel_type_reference_type 

Enumeration value: 

• lloyds 

• equasis_data_base  

• sirenac_data_base 

These are the possible sources that define types of vessel. 

6.9 simpleType: waste_type_reference_type 

Enumeration value: 

• other 

These are the possible sources that define types of waste. 

6.10 simpleType: dangerous_goods_type_reference_type 

Enumeration value: 

• IMDG 

• HAZMAT 

• UN_number 

These are the possible sources that define types of dangerous goods. HAZMAT stands for HAZardous 
MATerials and IMDG stands for International Maritime Dangerous Goods. UN number is used for identifying 
hazardous chemicals. 

6.11 simpleType: non_dangerous_cargo_type_reference_type 

Enumeration value: 

• MSML 

Only MSML own definition of cargo type is currently supported i.e. type MSML_non_dangerous_cargo_type. 

6.12 simpleType: MSML_non_dangerous_cargo_type 

Enumeration value: 

• animal_transport 

• bulk_cargo_transport 

• container_transport 

• liquid_cargo_transport 

• truck_transport 

• car_transport 
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• wagon_transport 

• bus_transport 

• other 

This type contains the MSML specific classification of non-dangerous cargo. 

6.13 simpleType: certificate_type 

Enumeration value: 

• BCH_code_certificate 

• cargo_gear_compliance 

• cargo_ship_safety_certificate 

• cargo_ship_safety_construction_certificate 

• cargo_ship_safety_equipment_certificate 

• cargo_ship_safety_radio_certificate 

• cargo_ship_safety_radio_telegraphy_certificate 

• cargo_ship_safety_radio_telephony_certificate 

• certificate_for_the_carriage_of_grain 

• certificate_of_fitness_for_dangerous_chemicals_in_bulk 

• certificate_of_fitness_for_INF_cargo 

• certificate_of_fitness_for_liquefied_gases_in_bulk 

• certificate_of_fitness_for_offshore_supply_vessels 

• certificate_of_registry 

• civil_liability_certificate_pollution 

• document_of_compliance 

• exemption_certificate 

• fishing_vessel_safety_certificate 

• high_speed_craft_safety_certificate 

• hull_certificate 

• IBC_code_certificate 

• ice_class_certificate 

• IGC_code_certificate 

• INF_code_certificate 

• international_load_line_certificate 

• international_load_line_exemption_certificate 
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• international_oil_pollution_prevention_certificate 

• international_pollution_prevention_certificate_for_noxious_liquid_in_bulk 

• international_sewage_pollution_prevention_certificate 

• international_suez_and_panama_tonnage_certificates 

• international_tonnage_certificate 

• ISM_code_certificate 

• ISPS_certificate 

• ISSC_certificate 

• machinery_certificate 

• mobile_offshore_drilling_unit_safety_certificate 

• navigation_certificate 

• nuclear_cargo_ship_safety_certificate 

• nuclear_passenger_ship_safety_certificate 

• passenger_ship_safety_certificate 

• permit_to_operate_high_speed_craft 

• quality_management_system_certificate 

• safe_manning_certificate 

• safety_management_certificate 

• special_purpose_ship_safety_certificate 

• special_trade_passenger_ships_certificate 

• unattended_machinery_space_certificate 

• other 

The list contains the most important and the most commonly used certificates. 

6.14 simpleType: propolusion_power_type 

Enumeration value: 

• steam 

• electric 

• diesel 

• nuclear 

• gas_turbine 

• steam_turbine 

• other 

These values define the possible power sources behind propulsion. 
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