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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 32,
Electrical and electronic components and general system aspects.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document is related to ISO/SAE 21434 Road vehicles — Cybersecurity engineering and extends
[SO 19011 Guidelines for auditing management systems to the automotive domain.

This document is intended for organizations involved in automotive cybersecurity engineering in any
part of the automotive supply chain and for organizations needing to conduct audits. This document
can be used for audits of varying scope.

This document is adapted to fit the scope of an automotive cybersecurity engineering audit programme.
Cybersecurity audits in this document are aimed at cybersecurity activities at the organizational level.
While results from past projects can be used as evidence for implemented and applied processes, the
project and product levels are not in the focus of this document.

This document provides guidelines on the management of an audit programme, on the planning and
conducting of management system audits, as well as on the competence and evaluation of an audit team.
An audit can be conducted against a range of audit criteria. This document gives a set of audit criteria
based on ISO/SAE 21434 objectives. In addition, Annex A contains an example questionnaire that can be
adapted.

This document can be used for internal audits (first party), for audits conducted by organizations on
their external parties (second party) and for external audits conducted by third parties (e.g. for the
purpose of certification). This document can also be useful to organizations involved in auditor training
or personnel certification.
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Road vehicles — Guidelines for auditing cybersecurity
engineering

1 Scope

In addition to the guidelines in ISO 19011, this document provides guidelines to organizations that
contribute to the achievement of road vehicle cybersecurity throughout the supply chain on:

— managing an audit programme for a cybersecurity management system (CSMS);
— conducting organizational CSMS audits;

— competencies of CSMS auditors; and

— providing evidence during CSMS audits.

Elements of the CSMS are based on the processes described in ISO/SAE 21434. This document is
applicable to those needing to understand or conduct internal or external audits of a CSMS or to manage
a CSMS audit programme.

This document does not provide guidelines on cybersecurity assessments.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/SAE 21434:2021, Road vehicles — Cybersecurity engineering

ISO 19011:2018, Guidelines for auditing management systems

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/SAE 21434, 1SO 19011 and
the following apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
audit
examination of a process to determine the extent to which the process objectives are achieved

Note 1 to entry: “Audit” is defined in ISO 19011 and ISO/SAE 21434. The definition of ISO/SAE 21434 is used in
this document to support compatibility between this document and ISO/SAE 21434.

[SOURCE: ISO/SAE 21434:2021, 3.1.6, modified — Note 1 to entry has been added.]
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3.2

cybersecurity management system

CSMS

systematic risk-based approach defining organisational processes, responsibilities and governance to
manage risk (3.3) associated with threats to road vehicles and protect them from threats

[SOURCE: Reference [9], 2.3, modified — added “road” to clarify application domain, replaced “treat”
with “manage”, removed “cyber”, replaced “cyber attacks” with “threats”.]

3.3

risk

cybersecurity risk

effect of uncertainty on road vehicle cybersecurity expressed in terms of attack feasibility and impact
Note 1 to entry: ISO 19011 uses a broader definition of the term risk.

[SOURCE: ISO/SAE 21434:2021, 3.1.29, modified — Note 1 to entry has been added.]

34

supply chain

set of organizations with a linked set of resources and processes, each of which acts as a customer,

supplier, or both to form successive supplier relationships established upon placement of a purchase
order, agreement, or other formal sourcing agreement.

Note 1 to entry: A supply chain includes organizations involved in the manufacturing, design and development of
vehicles, or service providers involved in the operation, management, and delivery of services.

Note 2 to entry: The supply chain view is relative to the position of the customer.

[SOURCE: ISO/IEC 27036-1:2021, 3.10, modified — “acquirer” replaced by “customer” and Note 1 to
entry has been modified.]

4 Principles of auditing
The principles of auditing of ISO 19011:2018, Clause 4 apply. In addition, the following guidance applies.

The guidelines given in this document are aimed at what ISO/SAE 21434 defines as an organizational
cybersecurity audit. Product level topics are not in the scope of this document. Regarding products, a
cybersecurity assessment based on ISO/SAE 21434 is used to judge the cybersecurity of the item or
component.

5 Managing an audit programme

5.1 General

The guidelines of ISO 19011:2018, 5.1 apply.

5.2 Establishing audit programme objectives

The guidelines of [SO 19011:2018, 5.2 apply. In addition, the following guidance applies.
The audit programme objectives can be based on consideration of the following:

a) demonstration of the achievement of the objectives of ISO/SAE 21434;

b) specific cybersecurity risks associated with the auditee's products;

c) specifics related to the organization’s role in the automotive supply chain; and
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EXAMPLE1  An organization’s role can be original equipment manufacturer (OEM), tier 1 supplier, tier 2
supplier, component manufacturer.

NOTE Organizations in the supply chain include organizations which develop components out of
context, e.g. before the placement of a purchase order, agreement, or other formal sourcing agreement.

d) clarification of whether the audit includes an evaluation of methods applied in the CSMS processes.
EXAMPLE 2 Specific audit programme objectives can include:
— verification of conformity of the CSMS with relevant legal and contractual requirements;

— obtaining and maintaining confidence in the auditee’s CSMS to identify, analyse and
evaluate the cybersecurity risk and to take corresponding necessary action; and

— evaluating the effectiveness of the CSMS to address cybersecurity risks.

5.3 Determining and evaluating audit programme risks and opportunities

The guidelines of ISO 19011:2018, 5.3 apply.
5.4 Establishing the audit programme

5.4.1 Roles and responsibilities of the individual(s) managing the audit programme

The guidelines of ISO 19011:2018, 5.4.1 apply.

5.4.2 Competence of individual(s) managing audit programme
The guidelines of ISO 19011:2018, 5.4.2 apply. In addition, the following guidance applies.
The individual(s) managing the CSMS audit programme should have the following competences:

a) knowledge of the standards regarding cybersecurity that are used by the auditee to establish and
maintain the CSMS;

b) knowledge of the general processes used by the automotive industry that are relevant for the
phase of the cybersecurity lifecycle which is evaluated within the specific scope of the audit (e.g.
processes for software development in the automotive domain);

c) ability to map the organization-specific processes, guidelines and rules with the audit criteria; and

d) if a combined audit is conducted, the ability to coordinate with other management system audit
programmes.

EXAMPLE A combined audit with IATF 1694918l

NOTE Considered competence can also include experience in audit or assessment of automotive processes
based on automotive standards or guidelines, e.g. IATF 16949 [8], ISO 9001[2], the ISO 26262 series[=], ASPICE[10],

5.4.3 Establishing extent of audit programme

The guidelines of ISO 19011:2018, 5.4.3 apply. In addition, the following guidance applies.

The extent of an audit programme can vary and can be impacted by the following factors:

a) size of the auditee and extent to which the auditee is involved in cybersecurity processes;

b) the cybersecurity-related supply chain and determination of which entities in the supply chain are

in scope; and
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