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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about I1SO’s adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 171, Document management applications,
Subcommittee SC 2, Document file formats, EDMS systems and authenticity of information.

This second edition cancels and replaces the first edition (ISO/TR 22957:2009), which has been
technically revised. The main changes compared with the previous edition are as follows:

— updates have been made to bring the document in line with current generation technologies;
— the references have been revised and updated throughout;
— terms and definitions have been added and the acronyms section has been removed;

— ‘“electronic document management system (EDMS)” has been changed to “enterprise content
management (ECM)” throughout;

— the wording has been improved throughout and the contents have been reorganized to provide
clarifications.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document provides detailed information associated with the analysis, selection and implementation
procedures associated with enterprise content management (ECM) systems. The development of
this document is a result of organizational requests to receive vendor-neutral industry information
associated with technology standards, technical reports and industry best practices for ECM projects.

Terms and acronyms associated with various aspects of ECM technologies commonly change over
time, as technology developers and vendors update product lines and solutions to address customer
requirements. In most cases, the new terms and acronyms reflect updates and changes to how these
technologies are used, typically by incorporating additional levels of functionality and very rarely
resulting in an entirely new core technology. This is important to note as the core ECM technologies
are constantly maturing, and solution providers are identifying not only new approaches to addressing
organizational issues and requirements, but also expanding the use of these technologies into areas
previously unconsidered. As such, organizations are constantly challenged to keep pace with how
an updated technology is currently being referenced, especially when the same core technology is
referenced differently between vendors and, at times, various groups of suppliers.

For the purposes of this document, the terms “document management” and “content management”
can be considered to be synonymous. As the ECM industry (previously referred to as the “document
management” or “electronic content management” industry) has matured over the years the ability
to store electronic information has greatly expanded from hard copy document scanning into digital
images in the early 1980s to the management of any digital or electronic document that today is referred
to as “electronically stored information (ESI)”.

Clause 4 provides detailed information describing each of these technologies, and how they operate and
inter-operate.

Clause 5 provides detailed information associated with currently available industry standards and
technical reports.

Clause 7 provides detailed information related to industry best practices associated with all the
customary project phases for ECM technology analysis, selection and implementation. These project
activities are considered to be industry best practices. It has been demonstrated over the past 10 years
that organizations following all the recommended steps and activities have a much greater level of
project success while greatly decreasing, and in most cases eliminating, unnecessary technologies,
user licences, etc. This is very important, especially with most organizations carefully examining all
expenditures related to all aspects of technology procurements.

This document provides detailed guidance to organizations considering the use of any of those
technologies that comprise ECM [document imaging, document/library services, routing/business
process management (BPM)/workflow, records management applications (RMAs), forms management,
enterprise report management (ERM), etc.]. It should be noted and acknowledged that a complete
records management programme set up against ISO 15489-1 is critical to any organization and is
integral to any complete and thorough management plan associated with electronic information

» o« » o«

regardless of whether it is referred to as a “document”, “record”, “audio”, “video”, etc., internally by the

organization.
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TECHNICAL REPORT ISO/TR 22957:2018(E)

Document management — Analysis, selection and
implementation of of enterprise content management
(ECM) systems

1 Scope

This document gives guidelines for a set of procedures and activities to be considered and/or performed
by organizations when planning, designing and implementing various enterprise content management
(ECM) technologies. The aspects or project phases range from initial business analysis through to
vendor/integrator selection and technology implementation. The implementation of processes to
manage electronically stored information (ESI) requires significant participation from the affected
business units, if the content is stored and managed when created/received and controlled through the
information life cycle following organizational policies and/or records retention and control policies
are applied. As these efforts require multiple people with different disciplines, including technical
teams, records managers and organizational management, this document has been prepared taking
those perspectives into account.

This document is applicable to both in-house and outsourced systems, including cloud solutions.
It can also be useful when dealing with specialized business systems. The term “enterprise content
management (ECM)” (or “document management”) used throughout this document is intended as an all-
encompassing term referring to capture technologies [scanning, indexing, optical character recognition
(OCR), forms, digital creation, etc.], management technologies (document services, workflow and other
work management tools), and storage [primarily non-alterable or write once read many (WORM)
technologies]. This document provides information to users related to the technical reports, guidelines
and standards that have been developed for technologies commonly available in ECM systems.

This document is not intended to be an all-inclusive paper on electronic document or content
management and does not attempt to influence any single technology or provide legal guidance or
legal opinions. While there are storage technologies other than optical/magnetic currently available
(i-e. microfilm, microfiche and hybrid storage systems) that are not included in this document, those
technologies can be reviewed if determined to be appropriate by the end-user organization.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 12651-1, Electronic document management — Vocabulary — Part 1: Electronic document imaging
ISO 12651-2, Electronic document management — Vocabulary — Part 2: Workflow management
[SO 15489-1, Information and documentation — Records management — Part 1: Concepts and principles

ISO/TR 15801, Document management — Electronically stored information — Recommendations for
trustworthiness and reliability

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12651-1, ISO 12651-2,
ISO 15489-1 and ISO/TR 15801 and the following apply.

Documents
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
library services
administrative components of the ECM system that handle access to information

3.2

expungement

process of removing a document from a system and leaving no evidence of the document ever having
appeared on the system

3.3

semi-structured document

document that contains both some level of structure and organization along with completely
unformatted text or text without any structure

EXAMPLE Letters, emails, forms with free-form text components, forms.

34
structured document
document that follows a strict structure or format

EXAMPLE Table, database record.

3.5

unstructured document

document that has no pre-defined structure or format and contains free-form text, which may or may
notbe similar to other documents of the same type, and varies greatly in structure, content, terminology
and format

3.6

intelligent document recognition

IDR

technology that incorporates various methods of capturing and extracting information (or data) used
to identify a specific type of document and data extraction with minimal (or no) user intervention
required

Note 1 to entry: The most basic or traditional method of IDR has been in use since the late 1990s and incorporates
the processing of barcodes, patch codes and other manual indexing methodologies. The current generations of
this technology can also incorporate more advanced technology, techniques and algorithms to self-teach, i.e.
to update the processing rules to classify or to extract data without user intervention, while others require
linguistic algorithms, referred to natural language processing (NLP), to process unstructured content. IDR is
a common marketing term used to describe the process of capturing content (scanned documents and digital
born) and extracting content from the document within the limits of the technology being used.

3.7

natural language processing

NLP

technology used to determine and identify key words and phrases within processing audio data (e.g.
call centres) and free-form text (e.g. the body of an email)

Note 1 to entry: This technology is able to reduce words to their base constructs and perform other actions, such
as stemming, along with locating similar words or phrases without user intervention. This technology also varies
greatly from standard IDR technology due to the ability to automatically update rules as determined by the users
without the need for technical intervention. This technology is best suited for unstructured documents.
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4 ECM technology

4.1 General

Many organizations still functioninahybrid environment of both electronicand hard copy environments.
This environment is a direct result of the need of the organization to maintain information on all
aspects of their business activities, as a business asset, to enable business efficiency and accountability.
These requirements for organizational record keeping are often driven by government regulations and
legislation to demonstrate accountability and implement quality control procedures. Organizations
are also dealing with the exponential growth of digitally created content, ever increasing volume,
diverging variety of formats, the acceleration of the velocity that content is arriving or being created
and the growing doubt about the veracity of this content. These pressures lead to the disorganization of
information as organizations try to keep up with the scale of change.

It is therefore a very important consideration for an organization evaluating or considering ECM
technologies to first design, plan and implement the necessary foundational components, supporting
the informational and organizational needs, and then expand and/or add additional functionality as
required by the business units. This approach to phasing enables organizations to fully adopt new
technologies while minimizing typically encountered issues adversely impacting day-to-day operations.

Organizations should also recognize that there is a wide range of stakeholders to be consulted, including
senior managers, end users from business units, records managers and archivists, legal counsel and
information technology (IT) staff.

4.2 Functional view of ECM systems

To help frame the concepts within this document, common terms used to reference these technologies
should be discussed.

“ECM systems” has become an all-encompassing term referring to the integration of various underlying
technologies, including:

— document imaging (used to convert hard copy documents into digital format);
— document/library services (used to manage digitally born documents);

NOTE Most ECM systems allow users to use this technology to also manage scanned documents, if
desired.

— BPM/workflow (used to automate work processes, including the creation, routing, tracking and
management of information being processed);

— ERM (used to store electronic formatted reports);

— forms processing (used to incorporate interactive forms and manage related forms data);

— OCR/intelligent character recognition (ICR) technologies;

— enterprise or faceted search;

— records management modules;
NOTE In some instances, this will be a module and in others an ECM will act as an integrated “front end”
for an application that can be separate, such as RMAs, case management applications, legal discovery tools
or web content management (WCM).

— metadata management;

— various applications (also considered add-ons), such as legacy system integration tools.

These systems provide users with greater access to ESI from common user interfaces, typically utilizing
industry standard internet browser technology. One of the primary reasons users[heUhends
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client tools is the distributed functionality and ability to maintain standard desktop configurations for
other office and business-related applications.

Figure 1 is a functional view of how ECM technologies, including records management, workflow, forms
processing, etc., typically integrate within an organization. This view shows multiple applications
integrated with and operating in conjunction with the ECM solution resulting in an overall trustworthy
and reliable ECM environment. As Figure 1 shows, while there are many solutions available, it is important
to remember that the policy layer is equally as important as the presentation and content layers.

Customer/user experience

Presentation
layer
layer

Legal |[ Emall 11 ye || pwis|[ cus |[ Shared
archive drives
Other business systems are indicative

Policy
layer

Figure 1 — ECM functional view

4.3 Technical view of ECM systems

4.3.1 Overview
From a technical perspective, the structure of ECM technologies can be viewed as a set of building

blocks, as shown in Figure 2.

Document Document/ Routing/ Fornis Records

imaging library workflow processing Management
services module(s)

~ Base application services

Databas%ervices{ Storage d%\vice drivers

Operating system

Figure 2 — ECM technology building blocks
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The lowest level is the operating system. Database services and storage device drivers are installed
onto the server as the second layer. The third layer includes the base ECM application components
and services provided by the service provider. This layer typically includes the solution configuration
tools, application programming interfaces (APIs), and application components integrating the core
applications components with the database services along with providing the components that
integrate the storage environment with the overall solution. The fourth layer incorporates the various
core technologies of ECM technologies. Each of these core technologies (except for the operating system
layer) are further described in the following sections.

4.3.2 Database services

There has been a significant shift from developing custom technology solutions at the database level to
configuring/implementing commercially available software over the past 10 years. As the ECM industry
and associated technologies matured, end-user organizations could shift from a “development” model
to a “configuration” model for the base technological components. In fact, the selection of the database
to be used is typically at the discretion of the organization but has become standardized using open
database connectivity (ODBC) tools, which has resulted in the database components to be almost
considered a “commodity item” rather than a specialized tool.

This is an important consideration for any organization evaluating ECM technologies from the
perspective that almost all of today’s ECM solutions have moved away from needing to have specialized
database administrators to discouraging organizations from changing and/or modifying the ECM
database table structures and configuration, which in many cases now results in the solution provider
withdrawing solution support. While years ago it was important for the organization to hire dedicated
ECM database administrators, this is no longer the case.

Since the very early 2000s, the ECM industry has effectively standardized the most commonly used
database platforms enabling the solution providers to offer standardized support, thereby significantly
reducing the organizational cost associated with hiring database specialists solely or primarily
dedicated to managing the ECM solutions.

4.3.3 Storage device drivers

The storage device drivers or services are at the same level as the database services. The storage device
drivers are used to connect the selected storage technology to the system and make the storage space
available for the selected ECM solution.

4.3.4 ECM application services

The next layer in the “building block” is the ECM server application. Early in the development and
maturity cycle of ECM technologies, end-user organizations were required to provide database
administration and resources. During the late 1980s and early 1990s, ECM technologies had not
matured to a level approaching commercial off-the-shelf (COTS) availability. While ECM technologies
were maturing, end-user organizations were required to maintain the database along with the
application.

Current versions of enterprise ECM solutions have shifted the database administrative functions back
to the vendor/integrator with the end-user organization responsible for daily application maintenance
and periodic server maintenance. Most enterprise ECM solution providers provide their products with
technical support, including system installation, initial configuration, application updates/patches,
etc. This major shift from requiring significant technical resources at the end-user level to vendor-
supported solutions has resulted in an extensive amount of vertical market penetration. This has been
achieved using standard technology components configured to address specific environments and
business needs.

The application services are provided by the selected solution provider and include all the necessary
components supporting the platform of modules being implemented. These services include the various
application interfaces to other applications, along with providing the integration points between the
operating system security and management features and the management of the d%&mﬁgﬁt}g
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the ECM solution. The application services also provide all the core and underlying functionality for all
the solution components.

4.4 Core technologies and application-specific modules

4.4.1 Overview

There are various core technologies and application-specific modules that provide specific functionality,
including some or all the following core technologies: document imaging, document/library services,
workflow, forms processing, records management modules, etc. All enterprise ECM solutions have at
least one of these core technologies and, in most cases, include multiple components. Furthermore,
many solutions have integrated both the document imaging and document/library services components
into a single application, while other solutions simply integrate these components as required by the
organization.

A very important aspect of ECM technologies is associated with trustworthiness and reliability. Any
ECM solution should ensure that any information stored and managed will be retrieved exactly as
stored without any unauthorized access, modification or deletion. Not implementing a solution that
can protect the managed information is rarely of much use to an organization and becomes simply
another data silo. Trustworthy ECM solutions incorporate not only software and hardware, but require
organizational procedures and acceptance.

There are two very distinct approaches seen in the industry related to integrating and implementing
various ECM technologies. There are applications that are what is referred to as “image enabled”,
meaning that the legacy application has a process to save scanned documents and records along with
digitally born content (e.g. office documents, emails, facsimiles). Typically, the electronic (or digital)
information is then stored on a network device or directly within the application/database (only for
much older applications, typically). It is important to note that this is not considered to be an ECM
solution.

On the other hand, there are ECM solutions that go beyond basic “image enabling” and provide full
and extensive levels of control over electronically stored documents or records. These solutions always
incorporate the following functionality, with varying degrees of sophistication and capabilities that
allow for:

— capture of enterprise content (via document imaging or importing, if already in electronic format);
— process automation (workflows, forms processing, process automation, application integration);

— contentmanagement, storage and retention controls (trustworthiness, retention schedules, security
controls, access controls).

The following sections provide detailed information on each aspect of these technologies and how they
function and/or inter-operate within an ECM environment.

4.4.2 Document/library services technologies

Document/library services technologies enable organizations to manage digitally born documents and
have become the core component of almost every ECM solution available in today’s marketplace. A key
component of document/library services is the ability to generate, log and track all aspects related to
users accessing content, creating content and all associated actions taken within the system. Having
this history generation and logging capability of all user actions when searching, accessing and/or
creating content is the cornerstone of any trusted ECM solution.

These technologies control the authoring, check-in/out and/or version control of documents being
developed, managed or stored. This enables collaborative development when desired, along with
a mechanism to store/manage digitally born document libraries. The basic capabilities of these
technologies include allowing authorized users to:

— load or import digitally born documents directly into the system; Documents
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— enterrelevant metadata associated with the document, according to a metadata’s schema previously
defined in the organization;

— create virtual folders linking various documents, according to a classification schema previously
defined;

— check information in/out of the repository;

— make changes and check the modified information back into the repository;

— manage whether original documents are updated or replaced during the update operations;
— establish security levels for groupings of documents.

The management aspect of document/library services technologies includes the ability to restrict
access to certain documents or groups of documents to only authorized users. Along with security
controls, these technologies enable users to be granted different levels of access. For example, the
author of a document might only grant “read” access to all users outside of a specific organization while
granting “check-in/out” control to others who are working on updating the document. As the other
users prepare to update the document, they would “check” the document out of the library, update the
information and then “check” the document back in.

Document/library services technologies ensure that any other user attempting to check the document
out would, first, not be allowed to check it out, and, second, would be notified that someone already
has a copy being updated. Upon completion of the update cycle, the system automatically updates the
version number of the document and makes it available to all authorized users.

Along with the abovementioned authoring controls, document/library services are commonly
configured to integrate with records management technologies, establishing retention controls and
enforcing the records retention policies in an automated and regulated fashion, rather than allowing
users to select relevant record series during indexing. The linkage between the retention schedule and
the enterprise content is referred to as the “retention bridge”, where information from the retention
schedule is associated as appropriate with the classification schema.

NOTE The linkage between the retention schedule and the enterprise content is usually established by
assigning retention rules to the elements of the classification schema (file plan).

Additional information on the integration of records management technologies is discussed below.

4.4.3 Document imaging technologies

Before discussing document imaging in general, it is important to note that terms used throughout
the industry are constantly changing as the ability to automate information classification and data
extraction continue to mature. Since the mid-1990s, the industry began exploring ways to streamline
the imaging process and the term “intelligent document recognition (IDR)” became a common
marketing term within the content/document management industry. Initially, the critical need was to
incorporate software with the ability to deskew, despeckle, rotate and ignore certain type of pages
based on colour and then these technologies matured/expanded to include barcode, patch code and
other more advanced recognition capabilities. Throughout this timeframe, various solutions used
varying terms to describe their solution and those marketing terms continue in various forms today,
but the underlying process to reduce user intervention remained the same goal.

From a basic technology perspective, document imaging technologies enable users to scan hard copy
documents into a digital or electronic format. The components of document imaging consist of a
hardware device used to scan/convert the document into electronic format and the software used to
control the scanning device and (in some cases) allow users to adjust the image quality to improve
legibility (many of these functions are described above). Other solutions and/or applications simply
integrated document imaging functionality into their core applications. It is important to note that this
is not the same as integrating document imaging to an ECM solution.
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When integrated to an ECM solution, the technologies enable users to index or enter metadata directly
into the system, which then stores and manages the information, including historical activities
associated with the document itself. Much of this information comes from an IDR process to some
degree, which is described in more detail below. This metadata allows users to identify (or index) this
digital information allowing them to be retrieved later and all types of information required by the
end-user organization to fully track all necessary metadata. Some ECM solutions support more efficient
indexing through the support of a controlled vocabulary that regulate synonymies and polysemies.

4.4.4 Intelligent document recognition

During the late 1980s and 1990s, the entire capture portion of the ECM industry was based on
converting hard copy documents into electronic (or digital) format for further processing. To decrease
the need for fully manual indexing, the industry began integrating the ability to process “separator
pages” between different documents, and printing barcodes (also considered patch codes) to simplify
separating the end of one document and the beginning of another, while being able to extract some
basic information from either the cover page or the barcode itself, if located on the pages. During that
timeframe, users (or “preppers”) would insert a coloured page or page with a barcode in between each
document, allowing the software to recognize the beginning and ending of pages and documents, thus
beginning further automation of the categorization of documents being ingested.

Processing or extracting content from documents with some level of intelligence has been a desired goal
within some aspects of the capture portion of the ECM industry, with the goal of reducing otherwise
extensive user interaction to get the desired content into the library for later searching or delivery
to a line of business application for processing. This process is commonly referred to as “intelligent
document recognition (IDR)”, which began as a marketing term to broadly describe data extraction
from the technical perspective, relying on the appropriate underlying technology required, e.g. OCR
for machine generated text, ICR for handwritten text, optical mark recognition (OMR) for marks, and
natural language processing (NLP) or self-learning (i.e. when the solution updates rules internally
based on user responses) for free-form text and audio, such as calling customer service. It is important
to remember that each of these underlying technologies is entirely different and requires integration
efforts from highly trained resources.

These technologies cannot be simply installed and turned on, as significant design and configuration
work is necessary for the more advanced technologies, such as NLP and/or Al self-learning solutions, in
order to achieve any reasonable level of accuracy. It is also important to note that different technology
solutions incorporate different combinations of these underlying technologies to process structured
or semi-structured documents (where the desired data can be identified in a consistent fashion). The
use of these technologies is far more advanced than the traditional data extraction method used for
structured documents or those that can be processed via manual data entry and/or using zonal OCR,
barcodes, etc., which may be sufficient to meet the organizational needs. None of these traditional
methods of extraction produce accurate results when processing free-form text, which requires the
integration of linguistic and NLP (e.g. complaint forms, free-form contracts that contain some similar
topics but in random locations).

Following the advancement in technology related to NLP, traditional methods were replaced with
software based on linguistic technologies, primarily voice recognition and response, rather than
extracting data from forms and documents. Linguistic and NLP technologies are also excellent tools
to process free-form text (e.g. body of an email, a general complaint letter). The capture portion
of the industry has continued to expand functionality to software tools that are readily available to
all organizations, enabling users to automate as much as required while reducing user intervention,
while other organizations attempt to fully automate the data extraction. The same technologies
would not be a good fit for both examples as not all organizations have the need for Al “self-learning”
or NLP. Traditional information capture with basic index automation is typically sufficient for many
organizations. The latter technology still produces errors that must be managed by an operator, but,
in time, the level of accuracy will increase and most capture software vendors will begin providing
this functionality as part of their core products, just as almost all capture software vendors support
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barcode recognition and zonal recognition where a user pre-defines where the software should find
and extract the desired content.

NOTE Within the industry, the term “IDR” is used as an umbrella term to describe the various methods the
system can extract content to classify and process documents being received. These technologies are almost
always used with semi-structured and structured documents and rarely with unstructured information, as that
relies heavily on NLP and the ability for the system to “learn” without user intervention to reconfigure and or
create new templates for future processing.

4.4.5 Workflow technologies

Another module commonly incorporated into the enterprise solution is workflow functionality.
Workflow technologies can provide different levels of routing, tracking and administration.
These technologies can be grouped into three categories: administrative, ad hoc and production.
Administrative workflow is typically used by organizations where the processes do not change or
change very infrequently. Ad hoc workflow provides the ability for a user to create a “work process
map” for a specific piece or type of work. Production workflow incorporates administrative workflow
and ad hoc workflow capabilities along with providing extensive tracking and logging capabilities.

When considering production workflow technologies, the organization should consider whether to
employ role-based, user-based or both types of workflow technologies. User-based technologies require
specific users to be assigned to specific tasks, while role-based technologies enable organizations to
assign and re-assign users to groups or “roles” that are easily managed

Workflow provides for the automation of business processes and enables users to control the process
logic, typically through a graphical user interface (GUI) and other tools. This ability to control the
various business processes enables mission-critical, content-centric business applications to operate
in an environment otherwise cumbersome to implement and manage. This has resulted in most ECM
vendors offering an integrated workflow engine, or integrating the workflow engine with various
workflow products readily available throughout the industry. The difference between these two
approaches is whether the product consists of only those components developed by the primary product
supplier or whether the primary product supplier has integrated specialized technologies developed by
other suppliers.

In the new approach to organizational networking, workflow is becoming a major tool in the automation
of processes and information posting to a website. In these environments, workflow applications
are becoming tightly integrated to legacy applications. The actual integration of workflow and other
ECM technologies has become more prevalent as different coalitions, standards committees and ECM
vendors have completed the development of various standards.

The maturity of workflow technology and the associated trends are based on the separation of
the processing rules from the processing scripts or work routing. In more sophisticated workflow
environments, workflow scripts are tightly integrated to specific activities, making the routing,
editing, approval and submissions of content manageable at the user level. Interaction with the various
thin-clients would trigger sub-processes as defined in the workflow script, resulting in the appropriate
applet being downloaded and/or launched.

4.4.6 Records management modules

Records management (RM) modules support and integrate into the ECM solution physical records
management, electronic records management and/or litigation management features. Most ECM
solution providers provide at least a basic level of records management capabilities while the larger,
more established solutions include a wide range of records management functionality. Typically, the
more advanced RM modules are used to provide litigation “hold” controls, management/legal override
capabilities, the updating of retention periods and/or rules, and other features within the ECM solution.
It is important to note that almost all ECM solutions have now fully integrated RM modules into their
product suite and support many, but not necessarily all, functions required by records managers.

According to 1SO 15489-1:2016, 3.14, records are “information created, received and maintained
as evidence and as an asset by an organization or person, in pursuit of legal ob[Fagjiefiriants
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transaction of business”. Hence, records should be managed in a way that preserves their characteristics
of authenticity, reliability, integrity and usability.

To ensure this, the ECM assigns and enforces the retention rules on documents and records either
received or captured by other processes (such as receiving completed documents/records from
another organization for historical purposes). This ensures that the overall solution manages the
content securely, without undue duplication to comply with retention schedules and rules. Efficient
configuration of these modules should be accompanied by a definition of responsibilities, records
policy in the organization and tools, such as a classification scheme based on business activities,
which has associated records disposition, security, an access classification scheme, a metadata schema
and a controlled vocabulary, such as thesauri. This basis is established by senior management with
the technical support of records managers and in cooperation with the CIO or organization’s IT to
implement an RMA.

Any RM module should have sufficient functionality for proper management and disposition of ESI
throughout the information life cycle, and support capturing information in different formats. It
should be noted that RM module functionality is a critical piece of an overall record and/or document
management strategy for any organization.

In order to support records management policies and procedures of the organization, these RM modules
provide configuration and management tools enabling organizations to implement rules to manage
electronic records and control them automatically.

RM modules typically incorporate rules associated with a classification scheme based on business
activities, records disposition authority and an organizational scheme of security and access related
to the classification scheme. It is important that RM modules manage and control the preservation
of the records identifying retention periods and subsequent disposition actions for specific types of
information (regardless of whether referenced as a document, record, image, etc.).

There are many other functions and capabilities associated with records management, such as basic
litigation management. Litigation management is a module that enables the organization to search,
locate and maintain documents and records as required for legal purposes, and as required by
regulatory or judicial authorities. When the records manager or legal counsel identifies documents/
records that need to be maintained in adherence to legal proceedings, it is important to have the ability
to prevent any users from accessing the information or simply to prevent users from modifying the
information. This level of control over who should have access to the information should be at the
discretion of the record management and/or legal counsel and typically based on the purpose for the
litigation hold.

Regardless of whether the organization considers the RM module as a “module” that is integrated into
the ECM foundation, a RMA or a records management “system” that includes core ECM functionality,
the result is the same: records management policies are implemented to manage electronic (or digital)
records contained within at least one of the core ECM components (i.e. document imaging, document/
library services).

From a records management perspective, users should consult ISO 16175-2, which provides a good
description of how content/records management technologies support records management disciplines
and requirements

4.4.7 Enterprise report management technologies

ERM, which was previously known as computer output to laser disk (COLD), is an integrated software
and hardware solution that stores and indexes formatted computer output (pages) on optical disk,
magnetic disk or magnetic tape as an alternative to paper printouts or computer output microfilm
(COM). This formatted output consists of point-in-time reports, such as transaction listings of
statements and invoices. Once this page output is stored on the ERM subsystem, it can be electronically
retrieved, viewed, printed, faxed and distributed to workstations and host computer terminals within
organizations or throughout an enterprise.
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While there are many different data types in the computing environment, the type of data that
ERM technology is concerned with is typically the result of transactions (data files and database
records) being formatted by the application into a page-oriented form for printing on paper or COM.
The structure and format of this output is known. These data are time-period focused; they are a
snapshot of an internal system at a given point in time. These reports are often the basis for analysis
or comparative reporting. They include the printed record received by users, such as a statement or
invoice. ERM systems have been designed primarily to handle this formatted output.

Essentially, the ERM process involves two procedures: recording (indexing and storing the data) and
retrieving (making the data available to users). Within these two simple procedures, however, there
are many complex tasks. Data should be downloaded or transferred to the ERM system server before
they can be processed. The method used to transfer the data from the mainframe/host system to the
ERM subsystem will vary depending on the communications capabilities currently in place. Recording
consists of writing new documents to the storage media and then making them available for retrieval.
Recording speeds vary from system to system and are most critical in high volume systems. The
recording process involves:

— transferring the data to the storage subsystem from the host;

— processing the pages from the transferred file (i.e. extracting index keys, compressing and writing
to electronic storage);

— adding the index records to the associated ERM database.

The retrieval process consists of the users accessing the system and selecting the appropriate report, or
part of the report, for viewing. The selection of the information to be retrieved is based on information
entered, by the user, into the query screen part of the viewing software. After the user selects the
report, or part of the report to be viewed, the system retrieves the information, displaying it on the
user’s workstation.

4.4.8 Forms processing

The creation and utilization of electronic forms enable organizations to collect data in a standardized
format and automatically enter or load the data into an ECM solution, with the data themselves being
considered a record and part of the business process and important for the decision-making process.

Electronic forms are typically created using either a forms design package or using standard HTML
editors. Forms design packages typically include not only the forms design components, but also
enable organizations to “tag” or identify each field on the “form” and relate that data to a database or
application that would receive and further process the information. These forms management tools also
enable organizations to validate and/or perform edit checks on the forms as they are being completed
to simplify data entry.

The usage of forms within the ECM industry has become widespread and most ECM solutions
incorporate some level of forms design and/or management as a portion of the standard product
offering. In many cases, the use of forms design and management tools are replacing the older style of
programmed forms that was required in the 1990s. Using these tools, organizations are able to quickly
develop and deploy forms driven data entry across the internet without significant development efforts.

4.4.9 Optical, mark and intelligent character recognition

Optical, mark and intelligent character recognition technologies enable organizations to quickly capture
information from hard-copy documents (and some digital born documents that do not have renderable
content, such as a document scanned into a format where the text has not been rendered) that needs
to be captured during the indexing process. OCR, OMR and ICR can greatly reduce the time required to
index documents while enabling organizations to develop in-depth full-text searchable databases. The
differences between OCR, OMR and ICR are noted below:

— OCR: technology used to capture character by character text from documents;
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— OMR: technology used to capture “marks” or “checks” from documents;
— ICR: technology used to capture hand-written information from documents.

The value of using these technologies is especially evident when organizations need to capture specific
portions of documents that are consistent. To capture this information, the utilization of “zoning” allows
specific portions of similar documents to be identified and information within that “zone” captured and
further processed as required by the application. Throughout the ECM industry, it has been found that
the use of these technologies can also greatly improve the quality of information being indexed, reduce
the overall staffing requirements to perform the same functions manually, and significantly enhance
use and adoption of the system.

5 ECM guidelines and standards

5.1 General

Industry guidelines and standards enable organizations to follow industry accepted practices and
procedures. Standards and recommended practices specified in international, national, federal, state or
local law or regulations are required specifically in the area covered by the law or regulation. In order
to procure standard-compliant solutions, an organization should specify compliance requirements in
its procurement documents and contracts, since this is the only way to make a voluntary (or legally
required) standard obligatory for a vendor/integrator. Users of standards should also be careful to
specify exactly what requirements in a standard need to be met. It is possible for a system to meet a
standard and still not deliver the required results if the contract is not specific about the contents of the
standard or recommended practice. Likewise, it is possible that a standard or portions of the standard
might not apply to the organization’s needs.

Following industry guidelines and standards will further improve the ability of an organization to
implement the selected technologies according to industry’s best practices and standards. These
guidelines and standards also enable organizations to implement products and technologies meeting
their specific needs while being able to share information with other organizations that may use
different solutions.

Industry guidelines and standards enable an organization to gain detailed information necessary to
successfully prepare for, select and implement the desired technology. The guidelines that users should
evaluate include:

— trustworthy content/records assessments, see [SO 18829;

— request for proposal (RFP);

— document preparation procedures for scanning/indexing;

— planning considerations for technology implementation;

— determining what information should be included during document indexing;
— legal considerations;

— forms design;

— selecting the appropriate image compression methodology to be used;
— sampling procedures to verify information being scanned and indexed;
— establishing quality requirements and quality control.

Industry standards include:

— document services integration and toolKits;
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— workflow integration and toolkits;
— document imaging;
— optical storage.

Product suppliers should be required to certify that their products meet the specified standard(s) to
ensure that the product is, in fact, compliant with the relevant standard(s). It is important to note that
as the industry creates and approves new standards and guidelines, this document will be updated to
reflect those changes after the standards/guidelines have completed ISO approval processes.

5.2 Selecting the appropriate guideline or standard

5.2.1 General

It is recommended that organizations preparing to select document management and workflow
products review relevant industry guidelines and determine whether the product vendors/integrators
being evaluated meet the appropriate standards associated with that part of the technology. Titles
of relevant standards and guidelines are provided in Annex A. Examples of various standards and
guidelines for each of the technologies are provided below.

5.2.2 Industry guidelines

Industry guidelines should be reviewed and will assist the organization during the preparation,
planning and implementation phases of the content management project.

Prior to selecting a specific vendor/integrator, the organization should document relevant current and
anticipated processes to be affected by the new technology, organizational and system requirements,
and organizational expectations (see 7.3). This information should be provided to those vendor(s)/
integrator(s) being considered. Regardless of whether the RFP is being sent to a single vendor/
integrator or multiple vendors/integrators, the RFP should contain sufficient levels of information
to enable vendors/integrators to clearly understand all business and technical goals and operational
requirements.

This is very important as many (if not most) project failures are due to either misunderstandings
between the organization and vendors related to what the final system should incorporate or a general
lack of specific requirements that need to be met by the vendor/integrator. The RFP should contain
sufficient information to allow respondents to fully understand the issue/problem being addressed,
along with the technical and business requirements related to solution functionality. Providing details
of the required functionality is important, as ensuring the inclusion of all the necessary components to
establish a stable ECM technology foundation is critical to the overall success of the project.

5.2.3 Trusted system and legal considerations

5.2.3.1 Overview

Recognizing that all content management systems manage both record and non-record electronic
documents and acknowledging that not all documents become records, organizations may/should
(depending on various regulations where appropriate and established) require the same level of system
trustworthiness and reliability. Regardless of whether these data are called a “document”, “record”
or some other term used by the organization, all ESI should be stored in a trusted environment when

required and in compliance with the associated record retention schedule/plan.

Taking this into consideration and ensuring that all electronic information is stored and managed in
a trustworthy and reliable fashion, compliance with the concepts given in ISO/TR 15801 and those
related to the records management policies given in ISO 15489-1 should be considered. This will ensure
that both technical planning, design and implementation along with records management policies and
procedures result in the implementation and operation/management of a trustworthy and reliable ECM
system for all ESI. It is important to note that a trustworthy system incorporates n§}) gpé¢ylaTheavts
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but also adherence to documented policies and procedures, through all aspects of the design,
development and implementation project phases and is maintainable in an ongoing fashion after rollout
into production.

A trusted ECM system ensures that all ESI can be a true and accurate copy of the original information
created or received regardless of the original format. The trusted ECM system should ensure that at
least two (2) separate copies of the ESI be stored in a trustworthy storage environment that meets, at a
minimum, all the following conditions:

a) the trusted ECM system should utilize both hardware and media storage methodologies that
prevent unauthorized additions, modifications or deletions during the approved life cycle of the
stored information, while storing at least one (1) copy in a safe and separate location from other
copies of the ESI;

b) the trusted ECM system should be verifiable through independent audit processes that ensure
there is no plausible way for ESI to be modified, altered or deleted during the approved information
life cycle;

c) the trusted ECM system should maintain an unalterable audit trail that identifies the author and
date of creation and any revisions to the original document.

It is important to note that trusted ECM systems incorporate not only hardware and/or firmware/
software-based methodologies and technologies (software only security based solutions are not
considered trustworthy by themselves), butalso require adherence to organizational policies thatensure
proper electronic document or record handling, processing as required by the organization (typically
documented in the record retention policy and schedule), and electronic document management
software or application components. (Additional information related to ESI trustworthiness and
reliability can be found in ISO/TR 15801.)

5.2.3.2 Expungement

It should be noted that information being expunged needs to follow specific legal rules and does not
necessarily require that documents be permanently deleted, but can require that access to documents
be permanently removed. Advice from legal counsel should be requested to determine whether making
the information permanently inaccessible would be compliant with relevant legal requirements and
remain compliant with ISO/TR 12037.

5.2.3.3 Legal admissibility of records

Local legal guidelines can apply for evidentiary issues associated with using electronic imaging systems
and optical storage technologies, see ISO/TR 12654 for standard guidelines.

5.2.3.4 Retention requirements

Users and systems designers should consult the organization’s established retention requirements given
in their records management policies and procedures. The system being implemented should ensure that
the system is able to retrieve the information throughout the required document life cycle. The storage
media and their life expectancy rating should be considered, hardware and software obsolescence issues
should be evaluated, and a sound migration strategy should be developed to ensure access.

Organizations that do not have current retention requirements should consider developing these
documents. These documents enable organizations to manage existing records and provide a
mechanism to automate when documents are to be archived, for how long and what action to take
after the retention period is passed, along with numerous other organizational advantages from a
management perspective.
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5.2.3.5 Redaction

The process of redaction may be elaborate, expensive and subject to judicial review (see ISO/IEC 27038).
It usually involves a careful, word-by-word examination of a document, the identification of the pieces
to be removed, the necessity of showing the location of the removed pieces, the inability of a document
viewer to discover the redacted content, and the supervisory review and approval of the redaction. A
records management process is required to prove that the redaction was appropriate and conducted
according to proper procedure. Therefore, the redaction process is usually done in a highly-controlled
local setting. Redaction process software could be external to the ECM system.

NOTE “Redaction” refers to a process by which parts of a document are kept from disclosure. Documents
can contain pieces of information that are protected by law from being revealed, e.g. because they contain
privacy identifiers, trade secrets or other privileged information. The parts can be snippets, such as the name
of a person, a Social Security Number or entire paragraphs that reveal trade secrets. In many redactions, the

rendition of the redacted document, whether hard or soft copy, will show a black bar through the space where
the redacted content was located.

5.2.4 Technology standards

Technology standards are developed for specific technologies and not at the general level. All industry
related and relevant standards are listed in the appropriate technology category within this document.

5.2.5 Implementation considerations

5.2.5.1 General

Implementation considerations should include:
— system administration;

— security requirements;

— capacity planning;

— system performance;

— system scalability;

— fax services.

5.2.5.2 System administration

When selecting the technologies required to support the business requirements, the organization
should receive and maintain detailed information related to system administration functions required
toadminister and control all applications, security, system server hardware and data backup/migration.
The product vendor or system integrator should provide this information. These requirements should
include:

— operating system management (updates, patches, backup, restore, etc.);
— application software (updates, patches, backup, restore, etc.);

— system security (user additions/deletions, security modifications, etc.);
— data migration (retention periods, media replacement, etc.);

— software troubleshooting tools;

— hardware troubleshooting tools;

— database management utilities.
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