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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use
of (a) patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed
patent rights in respect thereof. As of the date of publication of this document, ISO had not received
notice of (a) patent(s) which may be required to implement this document. However, implementers are
cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all
such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 32,
Electrical and electronic components and general system aspects.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Hardware elements wear out or degrade with time and usage. The presence of certain faults can
cause the rate of degradation to increase. If the rate of degradation exceeds critical thresholds, then
a hardware element can fail during its normal expected lifespan. Addressing fault behaviours which
change over time is difficult. Functional safety standards such as the ISO 26262 series have traditionally
addressed degrading faults with avoidance measures and simplified assumptions of static behaviours.

Understanding of degrading faults is improving over time. Many industries are taking proactive steps
to control degrading faults using predictive maintenance. Predictive maintenance can detect degrading
faults and predict remaining useful life. Safety mechanisms based on predictive maintenance are not
explicitly discussed in the ISO 26262 series.

This document provides a survey of current state of the art for degrading faults and predictive
maintenance techniques. Approaches are presented to consider degrading faults and predictive
maintenance techniques in an ISO 26262 safety argument. Much of the content is focused on
semiconductors, but the concepts can be applied to other hardware elements.
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TECHNICAL REPORT ISO/TR 9839:2023(E)

Road vehicles — Application of predictive maintenance to
hardware with ISO 26262-5

1 Scope

This document is intended to be applied to the usage of predictive maintenance methods for the
detection of degrading faults in safety related E/E hardware elements. It applies to hardware elements
developed for compliance with the ISO 26262[1 series in which degrading faults are shown to be
relevant due to, for instance, the technology used.

Specific technical implementations of predictive maintenance solutions are not in scope of this
document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 26262-1, Road vehicles — Functional safety — Part 1: Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 26262-1 and the following
apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

degrading fault

fault whose characteristics are not constant and degrade over time, that can result in an error or failure
when stimulated after degradation exceeds a critical threshold

Note 1 to entry: Permanent and intermittent faults can first manifest as degrading faults. Transient faults do not
manifest as degrading faults.

Note 2 to entry: Degrading faults do not create errors or failures until degradation exceeds critical thresholds.
The capability to generate an error or failure is related to the current state of degradation.

Note 3 to entry: Degrading faults exhibit abnormal conditions which can cause an error or failure over time.
Normal degradation does not exhibit abnormal conditions which are necessary to be classified as a fault. Normal
degradation can result in a loss of functionality after expected lifespan has elapsed but cannot be considered a
fault as it is not abnormal.

3.2

degrading fault detection time interval

DFDTI

timespan from the occurrence of a degrading fault (3.1) to its detection
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3.3

degrading fault handling time interval

DFHTI

sum of the degrading fault detection time interval (3.2) and the degrading fault reaction time interval
(3.4).

Note 1 to entry: The degrading fault handling time interval is a property of a predictive maintenance (3.5) related
safety mechanism.

Note 2 to entry: The degrading fault handling time interval is considered in addition to the fault handling time
interval. See Figure 4.

Note 3 to entry: The timespan from occurrence of a degrading fault (3.1) until it has the capability to generate
an error or failure is the maximum degrading fault handling time interval that can be specified for a predictive
maintenance related safety mechanism to support the functional safety concept.

Note 4 to entry: A degrading fault (3.1) is covered in a timely manner by the corresponding safety mechanism if
there is detection and reaction within the degrading fault handling time interval.

3.4

degrading fault reaction time interval

DFRTI

timespan from the detection of a degrading fault (3.1) to reaching a safe state or reaching emergency
operation

3.5

predictive maintenance

techniques that are used to detect degrading faults (3.1), predict remaining useful life (3.6), and react
appropriately

Note 1 to entry: Approaches include the use of data driven methods such as machine learning applied locally or
on a remote system. Guidance for developing safety related ML systems can be found in ISO/IEC TR 546921,

Note 2 to entry: Prediction of remaining useful life (3.6) can be used to replace a faulty element before it can cause
an error or failure.

3.6

remaining useful life

RUL

length of time from the present time to the estimated time that the item or element is expected to no
longer perform its intended function within desired specifications

Note 1 to entry: RUL can be estimated using predictive maintenance (3.5) or with other approaches.
Note 2 to entry: RUL can be estimated for expected degradation or degradation in the presence of a fault.

[SOURCE: IEEE Std 1856-2017[3], modified — The phrase "system (or product)" was replaced with "item
or element".]

4 Abbreviated terms

ADAS Advanced Driver Assistance System

ADS Automated Driving System

Al Artificial Intelligence

BEoL Back End of Line (sometimes BEOL)

BFR Base Failure Rate
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