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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 68, Financial services, Subcommittee SC 2,
Financial Services, security.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

There is a need for the international financial community to recognize certain security measures
and criteria to promote public trust in digital currencies. From a security and assurance perspective,
protecting an ecosystem surrounding any type of digital currency ultimately protects and informs
any future issuance goal of a fiat digital currency. Security aspects as they relate to cross-border
transactions are to be compiled as well.

Alook at the security horizon for digital currencies reveals a need to adjust and to add new capabilities,
including a broadening of the business needs for banking and financial actions with security
representing national and international uses. The financial landscape has expanded into the digital
realm, causing a re-examination of traditional security technologies, while digital applications are
constantly changing. Adding another digital dimension for secure payments and secure transactions
with a digital currency pushes the security paradigms and adds a mix of threats that become real for
every level of the financial ecosystem.

A security framework and assurance needs to recognize existing international financial ecosystems
and their security components. A security framework is needed that international financial markets
can select and adapt to their own needs.

Building a digital currency model can require a security framework that is not identified in this
document and is yet to be determined.
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TECHNICAL SPECIFICATION ISO/TS 23526:2023(E)

Security aspects for digital currencies

1 Scope

This document specifies an acceptable security framework for the issuance and management of digital
currencies using cryptographic mechanisms standardized by [SO/TC 68/SC 2 and other references.

This document proposes a framework approach based on standards for mitigating vulnerabilities for
digital currency systems. The objective is that security aspects are integrated by design and not added
afterwards as an extra processing layer that needs to accommodate legacy infrastructures.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

central bank digital currency

CBDC

central bank digital money

digital representation of cash, issued by the central bank and a claim on the central bank

3.2
crypto asset
digital asset (3.4) implemented using cryptographic techniques

[SOURCE: ISO 22739:2020, 3.13]

3.3
cryptocurrency
crypto-asset (3.2) designed to work as a medium of value exchange

[SOURCE: ISO 22739:2020, 3.14, modified — Note 1 to entry removed.]

3.4
digital asset
asset that exists only in digital form or which is the digital representation of another asset

[SOURCE: ISO 22739:2020, 3.20]

3.5
digital currency
digital representation of monetary value
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