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Preface

The ISPE GAMP® Good Practice Guide: A Risk-Based Approach to GxP Compliant Laboratory Computerized
Systems represents a revision of the first edition, ISPE GAMP Good Practice Guide: Validation of Laboratory
Computerized Systems and is intended as a supplement to ISPE GAMP® 5: A Risk-Based Approach to Compliant
GxP Computerized Systems. This Guide provides an overview of the life cycle of laboratory computerized systems,
from concept to retirement. It has been updated to align with the concepts and terminology of GAMP® 5 and
regulatory and industry developments which focus attention on patient safety, product quality, and data integrity.
This revision:

» Describes a flexible categorization approach consistent with GAMP® 5, based on risks associated with the use of
the system to support the relevant business process

*  Applies the GAMP® 5 specification and verification approach to laboratory computerized systems

*  Emphasizes the importance of leveraging supplier documentation and knowledge to avoid unnecessary
duplication of efforts

This Guide provides direction for identifying, securing, and managing critical electronic records involved in regulated
business decisions, consistent with recent regulatory guidance.

This Guide has been designed so that it may be used in conjunction with GAMP® 5 and other ISPE publications, such
as the ISPE Baseline® Guides.

Appendices to this revision include examples for:

+  Simple systems (e.g., pH meter, balance)

*  Medium systems (e.g., HPLC)

*  Complex systems

Additional appendices address concerns related to:
+  Data integrity

»  Defining electronic records and raw data

*  Security management

»  System interfacing considerations

*  Robotics systems

The ISPE GAMP Community of Practice (COP) Laboratory Systems Special Interest Group (SIG) was asked to revise

this Guide. The team consisted of representatives from regulated companies, Contract Research Organizations
(CROs), suppliers of laboratory computerized systems, and independent consultants.
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1 Introduction

This Guide is a revision of the first edition of the ISPE GAMP Good Practice Guide (GPG) on this topic: GAMP GPG:
Validation of Laboratory Computerized Systems. It has been updated to align with the concepts and terminology

of GAMP®5 [1], and recent regulatory and industry developments. These developments focus attention on patient
safety, product quality, and data integrity.

GAMP® 5 and associated GPGs aim to provide guidance to achieve computerized systems that are fit for intended
use and meet current GxP regulatory requirements by building upon existing industry good practice in an efficient and
effective manner.

The approach and terminology is also harmonized with the following industry guidance:

* International Conference on Harmonization (ICH) Guidance including Q8, Q9, and Q10 [2, 3, 4]

*  American Society for Testing and Materials (ASTM) Standard E2500, Standard Guide for Specification, Design,
and Verification of Pharmaceutical and Biopharmaceutical Manufacturing Systems and Equipment [5]

The approach is intended to align with the proposed update to United States Pharmacopoeia General Chapter,
<1058> Analytical Instrument Qualification underway at time of publication [6].

For brevity, throughout this Guide, the term “system” refers to “laboratory computerized system” unless otherwise
indicated.

GAMP is an ISPE Community of Practice. For further information, see www.ispe.org [7].

1.1 Rationale

The automation of laboratory testing and data management operations is increasing in sophistication and complexity.
Widespread reliance on these technologies, along with their potential impact on data integrity, has brought an
increased focus on the importance of appropriate selection, implementation, control, and maintenance of laboratory
computerized systems.

Due to the wide diversity of systems, a single prescriptive approach would be neither practical nor cost-effective. For
example, a High Performance Liquid Chromatograph (HPLC) with a Photo Diode Array (PDA) detector is much more
complex than a pH meter, and will require a correspondingly more detailed and complex implementation, control, and
maintenance approach.

The aim is to achieve compliance, efficiency, and effectiveness — within a reasonable budget and timeline — for a
wide variety of systems. It is recognized that many laboratory computerized systems are now based on configurable
packages, many of them networked.

Poor management of laboratory computerized system acquisition, implementation, and operation may result in:

*  Failing to meet process and user requirements
*  Unacceptable cost or time overruns

*  Risk of non-compliance

» Data integrity issues
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This Guide seeks to develop a rational approach to laboratory computerized system specification, verification, and
implementation by:

+  Examining the system life cycle and its applicability for most laboratory computerized systems
» ldentifying characteristics that distinguish various types of laboratory computerized systems
»  Developing a rationale for scaling activities and effort based upon risk, complexity, and novelty

»  Defining a strategy for supplier assessments, and the effective leveraging of supplier knowledge, experience,
and documentation

*  Appling the GAMP® 5 [1] Quality Risk Management (QRM) approach

» Defining necessary operational and maintenance activities

*  Recommending an approach to system retirement

» Leveraging deliverables and activities for very similar or identical systems

This flexible approach is aligned with industry trends and drivers and supports rapid implementation of low risk and
less complex systems. The approach requires better knowledge of the business process and intended system use,
but results in greater efficiency and productivity, and a focus on the most critical activities. As a Subject Matter Expert
(SME), the laboratory scientist needs to understand the business process and the risks to the integrity of their data
based upon intended use.

1.2 New and Revised Material

The previous edition of this Good Practice Guide classified laboratory computerized systems into discrete sub-
categories based upon a set of criteria, such as configuration, interfaces, data processing, and data storage. This
revision describes a flexible categorization approach consistent with GAMP® 5 [1], and based on the risks associated
with the use of the system to support the relevant business process.

This revision applies the GAMP® 5 [1] specification and verification approach to laboratory computerized systems.

This revision emphasizes the importance of leveraging supplier documentation and knowledge, whenever possible, to
avoid unnecessary duplication of efforts.

1.3 Purpose

As a Good Practice Guide supporting GAMP® 5 [1] this Guide provides a harmonized overview of the life cycle of
laboratory computerized systems, from concept to retirement.

This Guide is intended for use by regulated organizations, suppliers, and regulators. The intended audience for this
Guide includes laboratory, quality, and computer validation professionals responsible for defining and managing
laboratory computerized systems in regulated life science industries. Information Technology (IT) support personnel,
management, and laboratory systems users (who are an integral part of the process), software developers, and
suppliers of laboratory computerized systems are also expected to find benefit in using this Guide. Suppliers include
providers of software, hardware, analytical instrumentation, system integration services, and IT support services, both
internal and external to the regulated organization.
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This Guide builds upon the framework presented in GAMP® 5 [1] to provide a risk-based approach for defining a
rational, scalable approach to ensure that laboratory computerized systems are fit for intended use and compliant
with applicable regulations. The focus throughout is on data integrity, product quality, and patient safety.

GAMP documents are guides and not standards. It is the responsibility of regulated organizations to establish policies
and procedures to meet applicable regulatory requirements. Consequently, it is inappropriate for suppliers of products
to claim that they are GAMP certified, approved, or compliant.

It is recognized that there are acceptable approaches other than those described in this Guide. The Guide is not
intended to place any constraints on innovation and development of new concepts and technologies.

1.4 Scope

This Guide addresses laboratory computerized systems used within the regulated life science industries, including
pharmaceutical, biological, and medical devices that are subject to:

1. Good Manufacturing Practice (GMP)

2. Good Laboratory Practice (GLP)

3. Good Clinical Practice (GCP)

4. Medical Device Regulations (with the exception of software embedded within medical devices)

These are collectively known as GxP regulations.

For the purposes of this Guide, the term laboratory computerized system refers to systems supporting a wide range
of laboratory processes, including analysis of drug products, in-process materials, Active Pharmaceutical Ingredient
(API), excipients, environmental samples, clinical samples, or toxicology samples. These may include:

»  Configured and non-configured products

*  Custom applications

* Analytical and other instruments, i.e., devices used to carry out a measurement

Systems within the scope of this Guide support a wide range of processes, including but not limited to analysis of
drug products, in process materials, Active Pharmaceutical Ingredient (API), excipients, environmental samples,

clinical samples, or toxicology samples.

Not all the activities defined in this Guide will apply to every system. The scalable approach enables regulated
organizations to select the appropriate life cycle activities based upon risk.

IT systems, such as Laboratory Information Management Systems (LIMS), are not specifically addressed since

the approach described in GAMP® 5 [1] is directly applicable. Equipment interfaced to such systems is; however,
addressed (see Appendix 9). This Guide does not cover infrastructure aspects, except in reference to specific issues
related to laboratory systems.
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1.5 Business Benefits
There are major business benefits in having a defined process that delivers systems that are fit for intended use, on
time, and within budget. Systems that are well defined and specified are easier to support and maintain, resulting in
less downtime and lower maintenance costs.
Specific benefits to both regulated organizations and suppliers include:
* Reduction of cost and time taken to achieve and maintain compliance
»  Early defect identification and resolution leading to reduced impact on cost and schedule
»  Cost effective operation and maintenance
»  Effective change management and process for continual improvement
*  Enabling of innovation and adoption of new technology
»  Providing frameworks for user/supplier co-operation
*  Assisting suppliers to produce required documentation
»  Promotion of common, consistent, system life cycle, language, and terminology

*  Providing practical guidelines and examples

»  Promoting pragmatic interpretation of regulations

1.6 Structure
1.6.1 Overview of GAMP Documentation Structure

This Good Practice Guide forms part of a family of documents that together provide a powerful and comprehensive
body of knowledge covering all aspects of computerized systems good practice and compliance.
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Figure 1.1: GAMP Documentation Structure

Good Practice Guides
Calibration Management ~ Electronic Data Archiving '\
lectronic Records and Signatures ~ Global Information Systems
GxP Compliant Laboratory Computerized Systems
GxP Process Control Systems T Infrastructure
Manufacturing Execution Systems
Operation of GxP Computerized Systems  Testing of GxP Systems

Other Information

Papers and Articles  Templates and Examples  Training Materials

1.6.2 Structure of this Guide

The main body introduction covers the rationale, new and revised material, purpose, scope, business benefits, and
structure of this GAMP documentation. Subsequent sections of the main body cover the topics:

+  Key concepts

» Life cycle approach

» Life cycle phases

*  Quality Risk Management (QRM)
» Regulated organization activities
»  Supplier activities

Appendices to this revision include examples for simple, medium, and complex systems. Additional appendices
address concerns related to data integrity, data security system interfaces, and robotics systems
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2 Key Concepts

21 Key Concepts
The following key concepts — aligned with GAMP® 5 [1] — are applied throughout this Guide:
1. Product and process understanding
2. Life cycle approach within a Quality Management System (QMS)
3. Scalable system life cycle and life cycle activities
4. Science-based quality risk management
5. Leveraging supplier involvement
6. Calibration of laboratory systems

2.1.1 Product and Process Understanding
An understanding of the supported process, intended business use, and data produced is fundamental in determining
the system requirements. Consideration also should be given to decisions which may be made from the information
produced by these systems. For laboratory computerized systems, efforts to ensure fitness for intended use should
focus on those aspects that are critical to data integrity, product quality, and patient safety. These critical aspects
should be identified, specified, and verified.
The extent and detail of the requirements should be commensurate with the associated risk, complexity, and novelty
of the system. Incomplete or inaccurate process understanding hinders effective and efficient compliance and
achievement of business benefit. Product and process understanding is the basis for making science- and risk-based
decisions to ensure that the system is fit for its intended use.
Laboratory computerized systems may be configured and modified by the end-user of the system. A particular
implementation of the same laboratory computerized system product or package may require additional scrutiny or
control based on the use of the system and nature of the data.

2.1.2 Life Cycle Approach within a Quality Management System
Adopting a complete computerized system life cycle entails defining activities in a systematic way from system
conception to retirement. This enables management control and a consistent approach across systems. The life cycle
should form an intrinsic part of the organization’s Quality Management System (QMS), which should be maintained
as new ways of working are developed.
A suitable life cycle, properly applied, enables the assurance of quality and fitness for intended use, and assists
with achieving and maintaining compliance with regulatory requirements. A well-managed and understood life cycle
facilitates adoption of a Quality by Design (QbD) approach.
Many laboratory computerized systems are standard or configurable products consisting of closely integrated

hardware and software that are best verified and challenged as an integrated unit. For example, it would be
impractical to separately test a Near Infrared (NIR) spectrophotometer’s hardware and software.
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A suitable life cycle should be selected based on risk, complexity, novelty, and the nature of the system components
(e.g., non-configured, configured, or custom). The Guide applies a general approach for achieving computerized
system compliance and fitness for intended use within the system life cycle. Specification activities have equivalent
verification steps to determine whether specifications have been met. A hierarchy of specifications may be required
for larger systems, while specifications may be combined for smaller, simpler, systems or systems classed as low
risk. Specifications should be addressed by appropriate verification steps.

For many laboratory systems, operational phase aspects and controls are equally important in achieving fitness for
intended use and managing risks to data integrity.

2.1.3 Scalable Life Cycle Activities
Life cycle activities should be scaled according to:
»  System impact on patient safety, product quality, and data integrity (risk assessment)
+  System complexity and novelty (architecture and system components)
*  Outcome of supplier assessment (supplier capability)
Business impact also may influence the scaling of life cycle activities.
2.1.4 Science-Based Quality Risk Management

Quality risk management is a systematic process for the assessment, control, and communication and review of risks
managed throughout the life cycle of the laboratory computerized system.

Application of quality risk management enables effort to be focused on critical aspects of a system.
Quality risk management should be based on clear process understanding and potential impact on patient safety,
product quality, and data integrity. Qualitative and quantitative techniques may be used to identify and manage risks.
Controls are developed to reduce risks to an acceptable level. Implemented controls are monitored during operation
to ensure ongoing effectiveness. Risk mitigation decisions should be documented. The strategies to manage risk may
include procedural controls, technical controls, and validation controls.

2.1.5 Leveraging Supplier Involvement
Organizations should seek to maximize the use of supplier information and supplier involvement throughout the
system life cycle in order to leverage knowledge, experience, and documentation. The limits and acceptance criteria
applied to any testing performed by the supplier specifically for the user should be approved. An organization also
can standardize the data repository to simplify the scope and data handling portion of the instrument’s life cycle. The
supplier can support this goal by using a well defined export/import file structure.
For example, the user may acquire documentation from the supplier to supplement their own:
*  User requirements
* Risk assessments

«  System configuration

»  Testing, support, and maintenance
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As there is a continuum of system complexity, configuration, and customization, there is a range of supplier
involvement in providing system information. The process owner is ultimately responsible for compliance.

Planning should determine how best to use supplier documentation, including product data sheets and specifications,
and existing test documentation (e.g., test scenarios, executed test scripts, testing templates) to avoid wasted effort
and duplication. Justification for the use of supplier documentation depends upon the satisfactory outcome of supplier
assessments, which may include on-site supplier audits or supplier certifications. Documentation should be assessed
for suitability, accuracy, and completeness through traceability and risk assessment. There should be flexibility
regarding acceptable format and structure.

Supplier information for maintenance and calibration activities also may be leveraged by the regulated organizations
to document system maintenance. It is important to ensure that control is maintained during preventive maintenance
or operational verification activities, especially if performed by a supplier on the production system.
For further information on supplier assessment, see Appendix 11 and GAMP® 5 [1].

2.1.6 Calibration of Laboratory Systems
For many laboratory computerized systems, calibration is a fundamental part of the activities to ensure fitness for
intended use and that the data is reliable, accurate, and traceable. Regulated organizations should ensure that a

consistent approach to calibration is applied.

Various regulations (such as CFR 211.160(b)(4) [8]) include requirements for documented calibration procedures for
items such as instruments, apparatus, gauges, and recording devices.

The ISPE GAMP Good Practice Guide: A Risk-Based Approach to Calibration Management [9] describes the
principles to be applied when determining the steps to calibration versus system suitability testing.

There is a correlation between the quality of the calibration and the quality of the result, and is therefore an important
aspect for compliant laboratory computerized systems.

Calibration establishes the relationship between the values of an instrument and a known traceable standard, but
calibration alone is not sufficient, as it focuses only on the instrument and does not consider data integrity, intended
use, additional verification activities or other required controls. Calibration should be completed before starting any
functional or system testing, which relies upon instrumentation for an accurate reading.

2.2 Key Terms
Calibration
The set of operations which establish, under specified conditions, the relationship between values indicated by a
measuring instrument or measuring system, or values represented by a material measure or a reference material,
and the corresponding values of a quantity realized by a reference standard. (ISO 10012 [10])
Computerized System
The computerized system consists of the hardware, software, and network components, together with the controlled

functions and associated documentation. (GAMP® 5 [1]) (For further information on network components, see the
GAMP Good Practice Guide: IT Infrastructure Control and Compliance [11]).
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Figure 2.1: Computerized System — from PIC/S Guidance

Operating
Software Procedures
and People
Hardware .
Equipment
Firmware
Computer System Controlled Function
(Controlling System) or Process
Computerised System

Operating Environment
(including other networked, or standalone computerised systems, other
systems, media, people, equipment and procedures)

PIC/S Good Practices for Computerized Systems in Regulated “GXP” Environment” (Pl 011 [12]).

GxP Compliance
Meeting all applicable pharmaceutical and associated life-science regulatory requirements.
GxP Regulated Computerized System

Computerized systems that are subject to GxP regulations. The regulated organization must ensure that such
systems comply with the appropriate regulations.

GxP Regulation
The underlying international pharmaceutical requirements, such as those set forth in the US FD&C Act, US PHS Act,
FDA regulations, EU Directives, Japanese regulations, or other applicable national legislation or regulations under

which an organization operates.

These include, but are not limited to (further descriptions provided in Glossary):

+  GMP
+ GCP
+ GLP
« GDP

«  Good Quality Practice (GQP) Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - A Risk-Based Approach to GxP Compliant Laboratory Computerized Systems 2012


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-a-risk-based-approach-to-gxp-compliant-laboratory-computerized-systems-2012
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-a-risk-based-approach-to-gxp-compliant-laboratory-computerized-systems-2012

GAMP® Good Practice Guide: Page 17
A Risk-Based Approach to GxP Compliant Laboratory Computerized Systems

*  Good Pharmacovigilance Practice

*  Medical Device Regulations

»  Prescription Drug Marketing Act (PDMA)
Process Owner

The person ultimately responsible for the business process or processes being managed. This person is usually

the head of the functional unit or department using that system although the role should be based on specific
knowledge of the process rather than position in the organization. The process owner is responsible for ensuring that
the computerized system and its operation is in compliance and fit for intended use in accordance with applicable
Standard Operating Procedures (SOPs) throughout its useful life. Responsibility for control of system access should
be agreed between process and system owner. In some cases, the process owner also may be the system owner.

(Note: ownership of the data held on a system should be defined and typically belongs to the process owner).
Quality Management System (QMS)

Management system to direct and control an organization with regard to quality. (International Organization for
Standardization (ISO)).

(This is equivalent to quality system as defined in ICH Q10 [4].)
Subject Matter Expert (SME)

Those individuals with specific expertise in a particular area or field. SMEs should take the lead role in the verification
of computerized systems. SME responsibilities include planning and defining verification strategies, defining
acceptance criteria, selection of appropriate test methods, execution of verification tests, and reviewing results.
(ASTM E2500 [5])

System Owner

The person ultimately responsible for the availability, support and maintenance of a system, and for the security of
the data residing on that system. This person is usually the head of the department responsible for system support
and maintenance although the role should be based on specific knowledge of the system rather than position in
the organization. The system owner is responsible for ensuring that the computerized system is supported and
maintained in accordance with applicable SOPs. Responsibility for control of system access should be agreed
between process and system owner. In some cases, the system owner also may be the process owner.
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3 Life Cycle Approach

Compliance with regulatory requirements and fitness for intended use may be achieved by adopting a life cycle
approach following good practice as defined in this Guide. A life cycle approach entails defining and performing
activities in a systematic way from conception, implementation, release, and operation, and retirement.

The computerized system life cycle approach defined in GAMP® 5 [1] is applicable to laboratory computerized
systems and should be applied.

Life cycle activities should be scaled according to:

+  System impact on patient safety, product quality, and data integrity (risk assessment)

«  System complexity and novelty (architecture and categorization of system components)
*  Outcome of supplier assessment (supplier capability)

Scalability involves tailoring the system life cycle by selecting the appropriate life cycle activities, and choosing the
appropriate extent, effort, rigor, and level of documentation for these activities.

Many computerized laboratory systems comprise commercially available software products running on standard
hardware components, or may involve the configuration of commercially available software products running on
standard hardware components. The life cycle activities selected should reflect this (see Appendix 1).
3.1 Computerized System Life Cycle
The life cycle for any system including laboratory computerized systems consists of four major phases:
+  Concept
*  Project
*  Operation
*  Retirement

Life cycle phases are shown in Figure 3.1.
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Figure 3.1: Life Cycle Phases
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3.2 Specification and Verification

Figure 3.2 depicts the general approach to achieve compliance and fitness for intended use for laboratory
computerized systems.

As shown, the specification activities have equivalent verification steps to determine whether the specification has
been met. A hierarchy of specifications may be required for complex systems, while specifications may be combined

for simple or low risk systems. Specifications should be addressed by appropriate verification steps.

Figure 3.2: A General Approach for Achieving Compliance and Fitness for Intended Use
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3.3 Computerized System Validation Framework

Quality risk management should be central to the approach to focus the effort on the laboratory computerized
systems and functions where failures would have the highest risk to patient safety, product quality, and data integrity.
This approach will vary depending on the risk posed by the criticality, complexity, and novelty of the system. It is
recognized that other approaches and models may be used to achieve compliance and fitness for use, but risk should
be used to focus the associated activities.
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4 Life Cycle Phases

This section further describes the phases of the computerized system life cycle introduced in Section 3.1 of this Guide.
The specific terminology used to describe life cycle activities and deliverables varies from organization to organization
and from system type to system type. This Guide does not intend to prescribe any one set of terms to the exclusion of

others.

Table 4.1 shows how qualification terminology, as traditionally used, relates to the activities described in this Guide,
which is aligned to GAMP® 5 [1]. This will assist readers who use this terminology with the application of this Guide.

Whatever terminology is used for verification activity, the overriding requirement is that the regulated organization can
demonstrate that the system is compliant and fit for intended use.

Table 4.1: Relationship between Traditional Qualification Terminology and GAMP® 5 Activities

Traditional Term Description GAMP® 5 Verification Activity
Design Documented verification that the proposed Design Review
Qualification design of facilities, systems, and equipment

is suitable for the intended purpose.

Installation Documented verification that a system Checking, testing, or other verification to
Qualification is installed according to written and pre- demonstrate correct:
approved specifications. * installation of software and hardware

« configuration of software and hardware

Operational Documented verification that a system Testing or other verification of the system

Qualification operates according to written and pre- against specifications to demonstrate
approved specifications throughout correct operation of functionality that
specified operating ranges. supports the specific business process

throughout all specified operating ranges.

Performance Documented verification that a system Testing or other verification of the system

Qualification is capable of performing the activities of to demonstrate fitness for intended use and
the processes it is required to perform, to allow acceptance of the system against
according to written and pre-approved specified requirements.

specifications, within the scope of
the business process and operating
environment.

4.1 Concept

During the concept phase, business needs, processes, and potential solutions are assessed. Typically, initial
requirements are developed within this phase.

From an initial understanding of scope, costs, and benefits, a decision is made on whether to proceed to the project
phase. Generally, these activities are outside the scope of GAMP.
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4.2 Project
The project phase involves planning, supplier assessment and selection, various levels of specification, configuration
(or coding for custom applications), and verification leading to acceptance and release for operation. Risk
management is applied to identify risks and to remove or reduce them to an acceptable level.
The Project phase contains the following stages:
*  Planning
»  Specification, configuration, and coding
*  Verification

* Reporting and release

Activities conducted during this phase should be scaled in proportion to risks to data integrity, product quality, and
patient safety, including:

»  Technical complexity of the system

*  The degree of configuration

» The intended use of the system, i.e., the business process supported by the laboratory computerized system
»  The organization’s experience with the technology and supplier

For laboratory computerized systems, it is appropriate to reference/rely on activities performed by the suppliers,
subject to satisfactory supplier assessment and control measures.

A GxP assessment should be performed early in this phase to determine if a system is regulated, and if so, which
specific regulations apply and to which parts of the system they are applicable. It may be appropriate to base the GxP
assessment on the results of a previous system assessment provided the regulated organization has an established
procedure. For multiple identical laboratory computerized systems, this information may be part of a template or a
generic document.

The strategy for achieving and maintaining compliance and fitness for intended use should be commensurate with
risk, complexity, and novelty. Strategies for compliance should be formally planned and documented for complex
analytical instruments, but an approach using procedural documents or SOPs may be appropriate for simple or low
risk systems.

There may be multiple installations of the same laboratory computerized system within a facility. It may not be
necessary to perform repeated assessments of each system when they are configured in the same manner and have
the same intended use. A full assessment of the system features may be performed on one system. Subsequent
installations of the same system may rely on the initial assessment of functionality, supplemented by confirmation that
the configuration remains the same and the systems have been installed correcitly.

4.2.1 Planning

A computerized system validation plan should be produced for most regulated laboratory computerized systems,
focusing on aspects related to patient safety, product quality, and data integrity.

It should define the life cycle, identify measures for success, and clearly define criteria for final acceptance and

release of the system. ocum ents
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(The term computerized system validation plan is used for consistency with GAMP® 5 [1], but it is recognized that
some companies use alternative terminology, including validation protocol, compliance plan, or quality plan).

Activities should be scaled in response to the risk factors identified during initial risk assessment.

A generic or common plan may be used for very similar or identical systems (e.g., all Ultraviolet (UV)
spectrophotometers for similar use and in a similar setting).

The plan should define:

*  What activities are required

*  How those activities will be performed

*  Whois responsible

*  Their products (deliverables)

*  Requirements for acceptance

*  How compliance will be maintained for the lifetime of the system

Planning should commence as early as possible, ideally no later than development of the User Requirements
Specification (URS). The plan may require modification during the project if there is a significant change in strategy or
scope following initial approval, in which case project change management should be applied and the plan updated

accordingly.

Since the supplier may provide deliverables or directly support some activities, planning provides the opportunity to
decide how best to leverage supplier activities and documentation to avoid unnecessary duplication.

The plan should be maintained under change management. The plan should be developed with input from the supplier,
users, quality control and quality assurance, system support managers, and the sponsor or business entity (e.g., process
owner). Appropriate levels of management should approve the plan to assure adequate support and sponsorship.

Appendix M1 of GAMP® 5 [1] gives detailed guidance on computerized system validation planning, and Section 5.3 of
that appendix gives guidance on the suggested contents of the plan.

Rigorous planning allows management to anticipate the needs of the project, and establish a baseline to track
progress. Maintaining control of a project affects its economics and ultimately its regulatory compliance and fitness
for intended use. For example, in case of financial difficulties, it may be possible to reduce the scope in an attempt to
finish on time and within budget. If cut too severely, the final system may be unfit for its intended use.

The need for a separate project plan depends upon the:

*  The nature of the system

*  The scale and scope of the project

*  Number of people involved in implementation

Project plans may be incorporated into computerized system validation plans for less complex projects. If the project
plan is produced separately, it should explicitly provide for the activities and deliverables that will be managed

under the validation plan. Deliverables should be defined in either the project plan or the validation plan and where
necessary cross-referenced. Early in a project, planning can be expected to undergo frequent revisdQCUMeENts
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For simple systems, a separate project plan will not usually be required. For medium to complex systems, a project
plan may be an important tool for keeping implementations on track. The need for a plan in these cases may be
justified by the fact that new software or a new configuration of a highly flexible system is being undertaken, which
affects a large number of users or requires extensive resource planning and management.

4.2.2 Specification, Configuration, and Coding

The role of specifications is to enable systems to be developed, verified, and maintained. The number and level of
detail of the specifications will vary depending upon the type of system and its intended use. For example, software
design specifications are not expected from the regulated organization for non-configured products.

Specifications may be available from the supplier. Before use, the regulated organization should ensure that they are
adequate to support subsequent activities, including risk assessment, further specification and development of the
system, and verification as appropriate.

For further guidance on specification, configuration, and coding, see Appendix D2 and Appendix D3 of GAMP® 5 [1].
4.2.2.1 Requirements Specification

The extent and detail of requirements should be commensurate with risk, complexity, and novelty, and should be
sufficient to support subsequent verification of the system. User Requirements Specifications (URS) should be
produced for all laboratory computerized systems. Requirements may not be static, and it may be necessary to
review them on an on-going basis, especially if the intended use or regulatory requirements change.

For simple systems or for multiple installations of the same type of system, generic requirements documents may be
created. In this way, simple systems can be put quickly into use following their inclusion on any relevant inventories,
and maintenance and support plans.

The results of any existing studies, such as business needs analysis, may assist with determining the required extent
and detail of requirements definition. It is beneficial to focus on requirements specification and risk assessment early
in the project phase as these may drive subsequent verification activities.

The requirements should include both the hardware and software functions. In addition, requirements should include
any specific technical or procedural controls that may be required.

The URS should describe what the system should do, based on the intended use of the system and is generally
stated in a manner independent of hardware and software, unless a constraint is placed on the system by
external factors. For some simple systems, however, it may not be necessary to develop technology-independent
requirements due to the limited number of suppliers and the commercial nature of the products.

The supplier-provided list of functions within product information may be used as the basis for defining system
functionality. Functions intended to be used and tested, and those functions that are specifically not intended to

be used should be identified. Functions not intended to be used are not typically tested, unless indicated by an
assessment of risk and potential impact of inadvertent use. If the system does not provide the capability to inactivate
undesired functions, procedural controls should be instituted.

Requirements should define the intended limits of operation for the equipment as used in the laboratory. For example,
an HPLC pump capable of delivering fluids between 0 mL/min to 20 mL/min may never need to be used at the upper
range, if the need is 1 to 5 mL/min. Verifying the pump at the maximum claimed capability may result in rejection of a
pump that fully satisfies the intended use.

Systems with greater technical complexity will have greater available functionality and the requirements documents
will reflect this complexity. For example, systems with data storage capabilities will have requirements for data
handling, data storage, data security, data backup, and possibly electronic records. The team develmu ments
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*  SMEs from user area(s)

»  Developer(s)

*  Quality control and quality assurance or validation representative

*  Supplier

»  Project manager

One person may fill more than one role for simple systems.

Requirements should:

* Be defined in a way that is unambiguous and explicitly testable or verifiable
*  Be prioritized with emphasis on identifying the mandatory requirement

Requirements documentation should reflect the current system. After system acceptance, operational change
management should be applied.

Many simple systems, such as air samplers, pH meters, and electronic pipettes are likely to be moved during their
lifetime. The need for portability should be identified as a requirement of the system. Laboratory computerized
systems which are likely to be moved should be constructed for this purpose. The installation documentation should
address risks of movement without adding any undue burden. This aspect also should be considered when planning
installation verification. Portability is predicated on the ability to leverage building utilities. If building utilities have not
been qualified, potential effects of fluctuating utilities, which may negatively affect the system’s performance, should
be considered.
For further guidance on the production of URSs, see Appendix D1 of GAMP® 5 [1].

4.2.3 Verification

4.2.3.1 Test Strategy and Testing

Testing demonstrates compliance and fitness for intended use. The test strategy for a laboratory computerized
system verifies that a system meets its requirements and is stable, accurate, and precise.

Verification should provide documented evidence of appropriate testing commensurate to the risk to data integrity.
Testing typically covers:

. Installation of hardware, software, and infrastructure

«  Functional demonstrations of fitness for intended use and acceptance of the system against requirements

» Additional tests as a result of risk and supplier assessments

The nature of the testing and the level of required stress testing, negative testing, and testing of error handling should
be based on risk, complexity, and the results of supplier or product assessment.

In some cases, suppliers of systems may be able to provide testing plans, specifications, and protocols and execute
testing. Supplier testing can be useful and may offer time and resource savings. The regulated organization should
ensure that supplier testing activities and documentation are adequate to meet their needs. Docu ments
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Verification should provide documented evidence that the system is installed in accordance with engineering and
supplier specifications in the production environment and in the test environment if relevant.

This may be based upon the components list described in the purchase order or delivery note (including the make
and model numbers for all components) and information supplied by the supplier. Activities may include:

* Identification of components (e.g., hardware: computer, printer, analytical instrument firmware, interfaces, and
networks, and documentation) received and undamaged

» Identification of software applications and operating systems
»  Verification of environment specifications (if applicable)
»  Verification of safety specifications (if applicable)

Functional testing provides documented verification that the system will function according to specifications
throughout the anticipated operational range. For purchased systems, functional testing may be based upon the
specifications from the supplier.

For some simple systems, such as pH meters, balances, stirrers, water baths, and thermometers, calibration may
be an important element of verification. Consistent performance of some common laboratory computerized systems
may be demonstrated by a combination of routine system suitability checks, preventive maintenance, and calibration
checks, performed according to established procedures. For simple systems, it may be efficient to create generic
tests.

For medium systems, the correct operation of the system hardware, software, and firmware should be verified. For
these systems, functional testing may be combined with requirements testing.

Requirement testing provides evidence that the system reliably meets requirements in the production environment.
This also may be referred to as user acceptance testing or system level testing. Tests should address the procedures
that will be used in system operation, including security and data integrity controls.

If a laboratory computerized system is used with identical configuration (computer hardware, operating system,
application software, product, and versions) under the same operational and environmental conditions in the same
manner across an organization, functional testing may be performed once and referenced by additional installations.
Re-execution of some functional tests may be required for subsequent installations and after a system upgrade,
operating system upgrade, or major repairs to the system.

For further information, see Appendix 11. See Appendix D5 of GAMP® 5 [1] and the ISPE GAMP Good Practice
Guide: A Risk-Based Approach to Testing of GxP Systems [13] for a more complete discussion of testing activities.

4.2.4 Reporting and Release

The system should be accepted for use in the operating environment and released into that environment in
accordance with a controlled and documented process. Acceptance and release of the system for use for GxP
regulated activities should require the approval of the process owner, system owner, and may require approval of
quality control or quality assurance.

A computerized system validation report, or equivalent, should be produced summarizing the activities performed,
any deviations from the plan, any outstanding and corrective actions, and providing a statement of fitness for
intended use of the system. For simple laboratory computerized systems, this may be accomplished through the use
of a completed and approved template form.
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Deviations or exceptions may include unresolved test failures, requirements not met by the systems, or deviation
from planned activities. A risk assessment or impact analysis should be performed on such deviations. Some may be
resolved by improving or modifying procedures.

Prior to release of any system into production use, all necessary procedures should be established to assure the
continued compliant performance of the system. These may include:

»  System listed on inventory

*  Appointment of system owner

+  Training

+  System use log

»  System access list

»  System maintenance and calibration requirements and procedures
»  System SOPs

A release memo or similar, may be generated for complex laboratory computerized systems following (or concurrent
with) the approval of the validation report, officially authorizing the use of the system.

For further guidance on validation reporting, see Appendix M7 of GAMP® 5 [1].
4.2.5 Supporting Processes
4.2.5.1 Traceability

Traceability is a process for ensuring that:

* Requirements are addressed and traceable to the appropriate functional and design elements in the
specifications.

* Requirements can be traced to the appropriate verification.

As well as demonstrating coverage of design and verification, traceability can assist the assessment and
management of change.

Traceability should be focused on aspects critical to patient safety, product quality, and data integrity.

Traceability also can provide benefit in identifying scope of regression testing for changes, and enabling fast and
accurate responses during an inspection or audit.

The rigor of traceability should be based on risk, complexity, and novelty. For example, a simple, non-configured
system may require traceability only between GxP requirements and their verification.

Traceability may be achieved in a number of ways, including using a Requirements Traceability Matrix (RTM),
automated software tools, spreadsheets, or embedding references directly within documents. An RTM may be
generated as a separate deliverable or as part of an existing deliverable, such as the requirements document.

Traceability for simple systems can be achieved through common or consistent numbering of requirements, designs,
and testing documentation, rather than a separate matrix. Docu ments
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Requirements not met by the system should reference the means by which it is fulfilled, such as a procedural control
reference. Unmet requirements that represent functionality requested for future upgrades also may be captured.

The traceability process should be started in parallel with the URS and should be maintained throughout the life cycle
of the system. For simple systems with only a few requirements, it may be possible to define user requirements and
demonstrate traceability in a single document. For some requirements, it may be valuable to reference the supplier
supplied information (e.g., for details such as range of operation).

4.2.5.2 Design Review

Design reviews evaluate deliverables against standards and requirements, identify issues, and propose required
corrective actions. They are planned and systematic reviews of specifications, design, and development performed at
appropriate points throughout the life cycle of the system.

Design review should be performed by appropriate SMEs. The individuals performing the review should be identified.
The rigor of the design review process and the extent of documentation should be based on risk, complexity, and
novelty.

Detailed design reviews are not typically performed for off-the-shelf non-configured systems. In such cases, the
regulated organization usually compares system capabilities with intended use (requirements). By comparing
requirements against capabilities, potential gaps can be identified and addressed. There may be cases where gaps
cannot be mitigated and an alternative product supplier will need to be selected.

In such cases, additional columns may be added in a traceability matrix. For example:

Table 4.2: Example Traceability Matrix

Requirement Vendor Reference Meets Need? Test Reference
Must weigh from 0.1 to “Can weigh samples from | Yes Installation Qualification
100 grams 0.1 to 200 grams (pg. 35)” Test #2: Calibration

4.2.5.3 Change and Configuration Management

Appropriate configuration management processes should be established such that a computerized system and all its
constituent components can be identified and defined at any point.

Change management procedures also should be established. The point at which change management is introduced
should be defined. Appropriate change processes should be applied to both project and operational phases.

Change management should be applied to each controlled item upon its first formal approval to avoid unintentional or
unauthorized change. Different controlled items may require different levels of formality and rigor. The project change
management approach should be documented. The project manager and the user should agree the level of user
involvement. Project change management processes typically are simpler than those for operational GxP systems,
due to fewer personnel involved, faster communication, and lower risk.

4.3 Operation
As part of preparing for final acceptance and formal handover for live operation, the regulated organization should

ensure that appropriate operational processes, procedures, and plans have been implemented, and are supported by
appropriate training. These procedures and plans may involve the supplier in support and maintenance activities.
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Once the system has been accepted and released for use, there is a need to maintain compliance and fitness for
intended use throughout its operational life. This is achieved by the use of up to date documented procedures and
training that cover use, maintenance, and management.

The operational phase of a system may last many years, and may include changes to software, hardware, the
business process, and regulatory requirements. The integrity of the system and its data should be maintained at all
times and verified as part of periodic review.

Operational procedures define activities necessary to maintain the system in a compliant state and fit for intended
use; these include:

+  Calibration
*  Problem management
*  Change and configuration management
*  Maintenance
*  Performance monitoring
*  Business continuity
»  Disaster recovery
*  Access control
»  System administration
»  Backup and archive
+  Training
. Periodic review
For many laboratory computerized systems, these procedures are not system specific. Controls should be
established so they may be leveraged across systems where possible. Some may be applicable to a class or group
of systems rather than individual systems.
There is considerable opportunity for reuse of documents, processes, and procedures during the operation phase for
laboratory computerized systems, especially for multiple identical or similar models of equipment. Companies should
develop a cost effective, risk-based approach to compliance and fitness for intended use for such systems based
upon reuse of documentation. This may be accomplished by creating a master set of documents and templates or
forms that can be completed for each new system.

4.3.1 System Hardware Maintenance
Most laboratory computerized systems will require some maintenance throughout its life cycle. Maintenance may
be planned, preventive, or corrective. Maintenance and calibration procedures and services may be performed by
suppliers if agreed and approved by the regulated organization. Proper maintenance reduces the risk of failure and
assures performance, data integrity, and availability.
Arecord should be kept for all maintenance work. Corrective emergency maintenance also may result in a problem

report. For a multi-component system, maintenance records for each component may be required. Dmum@nts
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Maintenance should be executed in a manner that minimizes potential impact and down time for users. As with
problem reporting, any potential changes (including emergencies) should be managed and implemented through the
change management process.

In addition to a maintenance record, a use record may be established, containing the date, identity of the user, and
actions performed. This may be a notebook located next to a stand-alone instrument, or an electronic application.

For larger systems, a networked data acquisition use record may be implemented electronically, as part of user
authentication. One benefit of such a log is the ability to assess the impact on data integrity, when emergent issues
are discovered. As such, the information contained in the use records can provide direct input into the problem
reporting and change management process.

Any maintenance activities performed by the users of the system also should be documented. When a system
requires maintenance that cannot be performed when the system is in routine use, this should be planned to align
with scheduling requirements. If the planned maintenance event is missed, any potential impact on the status of the
system should be communicated and understood by the end users and maintenance technician.

During maintenance, replaced components or parts should be documented so that the organization can understand
the potential impact. Before the system can be returned to service, the correct performance of the system should be
confirmed and documented. The same principles also apply when corrective maintenance is performed on a system.
4.3.2 Incident Management
The incident management process aims to categorize incidents to direct them to the most appropriate resource or
complementary process to achieve a timely resolution. There should be a procedure defining how problems related
to software, hardware, and procedures should be captured, reviewed, prioritized, progressed, escalated, and closed.
This includes the need for processes to monitor progress and provide feedback.
Incident reports can provide evidence of necessary changes, which may be fed into the change management
process. When a problem is experienced with a laboratory computerized system in one part of an organization,
consideration should be given to reporting the event to other users of the system or data generated from the system
within the organization.
Additionally, the supplier should have a mechanism for notifying users if a major problem is identified that may have
an impact on the reliability and accuracy of the generated results. Incident reports should be reviewed along with the

change records, as part of the periodic review program.

Incident management procedures should include documentation updates and timely follow-up of all events, including
system failures or malfunctions. Incident reports should include the following:

»  Description of the event

+ Date and time of occurrence

*  Person discovering the event

»  Potential impact on operations or data

»  Postulated causes, if known

»  Suggested corrective actions, based on supplier and user input

All incidents may not result in changes to the system, and some incidents may not be reproducible, but all should be
recorded. Typical outcomes include the implementation of: Docu ments
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«  Emergency changes (system repairs)
»  Procedural changes
*  Planned future changes (e.g., new software version)

4.3.3 Corrective and Preventive Action
Corrective and Preventive Action (CAPA) is a process for investigating, understanding, and correcting discrepancies
based on root-cause analysis, while attempting to prevent their recurrence. In the operational environment, the
CAPA process for computerized systems should feed into or be part of the overall CAPA system used for the rest of
operations.
When incidents occur or when opportunities to reduce process/system failures are identified by other means,
corrective actions and preventive actions should be identified and processes established to ensure that these are
implemented effectively.

4.3.4 Change Management
All changes that are proposed during the operational phase of a computerized system, whether related to software,
hardware, infrastructure, or use of the system, should be subject to a formal change management process. This
process should ensure that proposed changes are appropriately reviewed to assess impact and risk of implementing
the change. The process should ensure that changes are suitably evaluated, authorized, documented, tested, and

approved before implementation, and subsequently closed.

All changes — major, minor, cosmetic, or replacing seemingly identical components — can affect the computerized
system and possibly introduce unplanned, undesired impact on GxP processes.

The change management process should allow the rigor of the approach, including the extent of documentation
and verification, to be scaled based on the nature, risk, and complexity of the change. Some activities such

as replacements and routine system administration tasks should be covered by appropriate repair or system
administration processes.

The authority and responsibility for review, approval, and implementation of the changes should clearly be defined.
The point of transfer from project to operational change management should be clearly defined and documented,
e.g., in the computerized system validation plan, validation report, system release documentation, or other means.

Care should be taken when exchanging like-for-like equipment components to ensure that the elements are truly
functionally identical.

The change process should address the following key steps:
»  Describe the proposed change

+  Document and justify the change

»  Evaluate risk and complexity of the change

+  Define the extent of testing according to risk

+  Determine the appropriate approval level

»  Communicate the change to stakeholders
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*  Accept or reject the request for change

»  Develop and verify the change

*  Approve and implement the change

*  Verify implementation

*  Close the change

Implementation of emergency changes should be based on risk and should be subsequently reviewed, documented,
verified, and approved in a timely fashion according to the appropriate procedure. What constitutes an emergency
change should be clearly defined. Changes should not be allowed to escalate to emergency status through the

accumulation of internal failures or delays.

While individual changes and their impact are assessed, it is also important to assess the impact of accumulated
changes over a time period. This is part of the periodic review, as described in Section 4.3.5 of this Guide.

4.3.5 Periodic Review

Periodic reviews are used throughout the operational life of a computerized system to verify that it remains compliant
with regulatory requirements, fit for intended use, and satisfies organization policies and procedures. The review
should confirm that, for all components of a system, the required support and maintenance processes are established
and that the expected regulatory controls (plans, procedures, and records) are established and in use.

A process for timing and scheduling of reviews should be defined. The review periods for specific systems should be
based on system impact, complexity, and novelty. These risk-based decisions should be documented.

Problems found during the review should be documented, along with recommended corrective actions.
Consideration also should be given to possible wider implications. Agreed corrective actions should be resolved and
approved. These activities should be documented.
For further guidance on periodic reviews, see Appendix O8 of GAMP® 5 [1].

4.3.6 Continuity Management

Business continuity planning is a series of related activities and processes concerned with ensuring that an
organization is fully prepared to respond effectively in the event of failures and disruptions.

Critical business processes and systems supporting these processes should be identified and the risks to each
assessed. Plans should be established and exercised to ensure the timely and effective resumption of these critical
business processes and systems.

Patient safety, product quality, and data integrity should not be compromised by system failure or breakdown.

System backup, archival, and disaster recovery are closely related to and impact business continuity planning. The
following terms are used in this section:

Business Continuity Planning: the act of planning for the continued operation of the laboratory computerized
system, laboratory, or site in the event of failures or disruptions.

Business Continuity Plan (BCP): a document prepared to summarize the organization’s business continuity
activities. BCPs can address single or multiple systems.
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Disaster: the sudden and unanticipated loss of use of one or more systems due to an adverse event which may
involve the recovery of any or all of the system components, i.e., hardware, software, or data. A disaster is an event
that if unmitigated, will interrupt business processes which the system supports.

Disaster Recovery: the act of planning for the restoration of systems and facilities after a major incident, e.g., the
loss of telecommunications, power, buildings, or major computing facilities. It is essentially a reactive process.

Figure 4.1 shows the interrelated nature of these processes. Activities related to continuity management should be
defined according to impact of the instrument on business continuity and the impact of the data generated by the
system.

Both the hardware and the software elements of the laboratory computerized system should be considered.
Unique systems which have no redundancy in the organization require the most effort and bear the highest risk.
For redundant systems, the maintenance of data integrity is one of the most important activities. Where manual
processes are invoked to allow the business to continue to operate, it is important to consider how associated
electronic records or data will be synchronized once the electronic systems have been restored.

Continuity management activities should be re-assessed periodically. Information from periodic review may help to
justify reducing tasks or including additional tasks in the BCPs.

Figure 4.1: Relationship between System Backup, Archival, and Disaster Recovery

Normal
Operation

Laboratory Disaster Occurs

Contingency Plan Implementation
Disaster Plan Implementation

Disaster plans, archival, and restoration of backup media should be considered and tested using a risk-based

approach during the system project phase.
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Simple systems may be easily replaced, can be ordered from multiple suppliers, and are likely to be in operation in
several laboratories within a department. Consequently, the plan for continued operation in the face of loss of the
system may simply be to use another system or to purchase a new one. If an organization is small or the equipment
is unique, a means to continue to operate while the system is being replaced should be considered.

For simple or medium systems, being able to reference documented configurations, such as communication port
settings or instrument drivers, (as part of documented configuration) is valuable in recovering or recreating the system
or in purchasing a new unit. As a system grows in technical complexity, and data is stored to durable media for the
purpose of re-processing, the processes for backup, archive, and restore should be addressed.

For simple and medium systems, the Service Level Agreement (SLA) may govern a group of systems or an entire
business unit. For complex systems with higher impact, assistance may be available from the supplier through either
a SLA or a maintenance agreement. Depending upon the size of the organization and the complexity of the system,
there also may be internal SLAs between the system owner and those responsible for the infrastructure. Further
guidance on archive, backup, and disaster recovery is provided in GAMP® 5 [1].

High risk systems without redundancy should be reviewed on an individual basis, as factors such as budgets and
available expertise can drive decisions on whether a system should be “recovered” or a replacement unit purchased.

4.3.7 Backup and Restore

Processes and procedures should be established to ensure that backup copies of software, records, and data are
made, maintained, and retained for a defined period within safe and secure areas. Restore procedures should be
established, tested, and documented.

If the backup process is performed by a supplier (internal or external), the process should be approved by the system
owner.

Procedures should be established to cover routine back-up of records, data, and software to a safe storage location,
adequately separated from the primary storage location, and at a frequency based on risk. There should be
established procedures for recovery following a breakdown to ensure documented restoration and maintenance of
GxP records and data.

The back-up procedure, storage facilities, and media selected should ensure an acceptable level of data integrity.
There should be a backup log with references to the media used for storage. The media used should be documented
and justified for reliability. A Scientific Data Management System (SDMS) may be used to store the data in a central
database. The SDMS itself is an IT application which should be controlled and managed according to GAMP® 5 [1].

Backup procedures should consider the verification of the data transfer and the refresh procedures necessary for
the media, as well as the environmental specifications and procedures for monitoring the records. Duplicate copies
of backup information are usually maintained, locally and remotely, to ensure the information is available should it be
needed as a result of a localized disaster. The information should be protected from fire, water, and other hazards.
These processes are all typically the responsibility of the system owner.
For further guidance on backup, see Appendix 09 of GAMP® 5 [1].

4.3.7.1 Security Management
Security management is the process that ensures the confidentiality, integrity, and availability of an organization’s

regulated systems, records, and processes. Effective security management protects assets to minimize the business
impact of security vulnerabilities and incidents.
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Measures should be implemented to ensure that GxP regulated computerized systems and data are adequately and
securely protected against willful or accidental loss, damage, or unauthorized change.

Such measures should ensure the continuous control, integrity, availability, and (where appropriate) the confidentiality
of regulated data.

See Appendix 10, Security Management for Laboratory Computerized Systems.
4.3.8 System Administration

System administrators provide support for the production use of laboratory computerized systems. This includes
support for the general computing environment as well as individual systems. The scope of system administration
activities will depend on the nature of the system and the organization implementing the system. The established
Standard Operating Procedures (SOPs) for system administration should be challenged during testing.

SOPs should describe all necessary functions including control and management of any unique features of the
particular system, as well as controls necessary for regulatory compliance. When possible, available system
functions should be used to provide the necessary controls. For example, if the intention is to have users change
their passwords every 90 days, this setting should be implemented by the computer system so that passwords
automatically expire every 90 days. If appropriate system controls, the preferred option, are not available, procedural
controls should be developed to supplement the functions of the laboratory computerized system.

To maintain data integrity, the role of the system administrator should be separated from the data analysis generating
accounts on the system. System administrators should not perform analysis on the system and should not be
involved in the data review and approval process. If this cannot be achieved, it may be possible to mitigate this risk
by the creation of two separate accounts, one account for system administration without analysis capabilities and one
account for routine analysis without administration rights.

For simple non-networked systems, the boundaries of the laboratory computerized system are easily defined and
system administration is frequently performed by a single expert. For complex systems with networked environments,
it may be more difficult to define the boundaries of single systems since many systems share the same network
infrastructure and system administration tasks may be dispersed among different departments.

For complex systems operating in a network environment, there are typically many applications running in the
common computing environment. These systems usually consist of a software application and all supporting software
and hardware, personal computers, analytical instruments, interfaces, and servers. In a networked environment;
therefore, system administration procedures are likely to be divided into general procedures to support the network
environment, plus application specific procedures. Administrative tasks may be divided among specialists in areas
such as security, account management, directory services, print, and output management. In this environment, the
system administrator of the scientific application would be focused only on the management and support of the
application. In a small laboratory network environment, the system administrator may be responsible for providing
network services, as well as end user support for the application software.

Decisions should be made as to how system support will be handled, before SOPs are written. This activity

should begin during the project phase with input from the concept phase. Such decisions should consider the

size, capacities, and capabilities of the computing environment. Large organizations may need to deploy a more
sophisticated administrative model with multiple roles and possibly multiple departments defined to perform subsets
of administrative functions. Smaller organizations may consolidate functions based upon the amount of work required
and the staff available.

Systems not storing data may require only minimal system administration attention. Support may be the administrator
contacting the supplier should an issue arise. Even for these simple systems, it is considered best to have a defined
system administrator so that there is a single point of control for issues from the laboratory and from the supplier.
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Regardless of the size or nature of the organization or system, specific system administration functions should be
addressed, such as problem reporting, configuration and change management, and maintenance of user accounts.

Procedures should be established to address how the system administrator will monitor and report suspected security
breaches. Procedures also should define the process to monitor and apply security patches and maintain updated
virus protection for the system. If an organization policy allows for remote dial-in support of a system or support
accounts are installed on the system, the system security procedures should define how access is granted and
removed, and how remote user actions are monitored.

4.3.8.1 Record Management
Policies for retention of regulated records, including those generated during verification of laboratory computerized
systems, should be established, based on a clear understanding of regulatory requirements, and existing corporate
policies, standards, and guidelines.
Record retention periods and the locations also should be defined.
Archiving is the process of taking records and data off-line by moving them to a different location or system, usually
protecting them against further changes. Procedures for archiving and retrieval of records should be established
based on a clear understanding of regulatory requirements.
Archived records should be secured, protected from corruption, damage, loss, and unauthorized changes, and should
be retrievable throughout the record retention period required by the applicable regulations, organization policies,
and procedures. Over time, archived records may require migration to new formats; the content and meaning of the

original record should be maintained.

Where the archiving or migration process is computerized, the robustness of the process and system should be
verified to ensure that record content and meaning, and the ability to meet GxP requirements are maintained.

Stored records and data should be initially and then periodically checked for:
*  Accessibility

*  Durability

*  Accuracy

*  Completeness

Records and data should be stored under secure, controlled conditions. Determination of the level of required level of
control should be risk-based.

Specific requirements, such as the role of the archivist in GLP regulations should be considered and addressed.
For further guidance on archiving, see Appendix 013 of GAMP® 5 [1] and the ISPE GAMP Good Practice Guides: A
Risk-Based Approach to Compliant Electronic Records and Signatures [14] and Electronic Data Archiving [15].

4.4 Retirement

This section defines recommended procedures and practices for retirement of laboratory computerized systems
including:

*  Retirement planning Documents
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*  Withdrawal

*  Decommissioning

+  Data migration

» Disposal

*  Retirement reporting

Due to the volumes of data and records involved, retirement can be a major task. Consideration should be given to:

»  Establishing procedures and controls covering system retirement, including withdrawal, decommissioning, and
disposal as appropriate

»  Documented evidence to be retained of actions taken during retirement of the system

*  GxP records to be maintained, their required retention periods, and which records can be destroyed, including
the method of destruction

*  The need to migrate records to a new system or archive, and the method of verifying and documenting this
process

»  The ability to retrieve and use these migrated records on a new system

System retirement may be initiated by various causes. The system may be no longer needed or may be replaced by
a different system. This may occur due to a supplier upgrade, the supplier decision to stop supporting the system, or
identification of another system better meeting the business needs. Retirement also may be initiated by a catastrophic

failure that does not allow the system’s continued use.

For systems that do not store data the activities are limited to the archival of any system documentation and the
removal of any associated hardware and software. Examples of system documentation may include:

+ SOPs

*  Manuals

»  Specifications

* Installation documentation

*  Testing documentation

»  Calibration records

»  Other documents that may be used to support system verification, operation, and retirement activities such as:
- Maintenance logs
- Change management records
- Periodic review reports

The documentation collected should be indexed and maintained for the required retention period. Docu ments
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For systems that maintain electronic records or data, the focus of the activities is on the integrity and maintenance of
these records. This Guide will focus on the retirement of systems that maintain electronic records and data.

Due to the increased use of and reliance on electronic records, along with the fast pace of technology changes and
system obsolescence, system retirement activities should be carefully evaluated, planned, and controlled. Procedures
and controls should be implemented during the retirement phase of a laboratory computerized system to provide a
high degree of assurance that the content and meaning of GxP electronic records are retained for the defined record
retention period.
The responsible functional area (e.g., system/business owner, quality control, and quality assurance), should
establish a process defining how records will be retained and retrieved during the required record retention period.
The process can be documented in the applicable organization policies and procedures and system documentation
such as a retirement plan. System stakeholders and their required input into to the retirement plan should be defined.
4.4.1 Retirement Planning and Reporting
A system retirement plan describes the documentation and controls, including verification activities, needed to
retain and retrieve electronic records in compliance with any applicable regulations. The organization should have
documented procedures for the decommissioning or retirement of a system.
Retirement planning and related activities are typically completed when it is determined that a GxP laboratory
computerized system will no longer be used for GxP related purposes. However, processes and controls
implemented during earlier phases also may impact the scope of system retirement activities. For example, a well-
defined and verified process to assure that electronic records generated by the system have been backed-up and
archived during the life of system operation may impact retirement activities. Procedures and controls verifying that
backed-up or archived records can be restored also may impact the activities that occur during system retirement.
System retirement planning should be completed prior to the system being retired or replaced.

A system retirement report should be generated to summarize the results of retirement activities and to provide any
requirements that will be needed to monitor and control subsequent retirement activities.

For further guidance on system retirement, see Appendix M10 of GAMP® 5 [1].
4.4.2 Data Migration

Data migration may be required when:

*  An existing system is replaced by a new system

*  An operational system experiences a significant change

*  The scope of use of a system changes

The migration process should be accurate, complete, and verified.

Mechanisms that may be used to ensure data accuracy and integrity are preserved through the migration process
include:

»  Sampling data from the entire data set and performing record counts before and after migration
*  Printing out a data set (or data sets) before and after migration
+  Comparing the data sets to ensure that no changes to the data have taken place Docu ments
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For further guidance on data migration, see Appendix D7 of GAMP® 5 [1].
4.4.3 Withdrawal, Decommissioning, and Disposal

Once a retirement plan has been approved and issued, the system should be removed from active operations,

i.e., users accounts are deactivated and interfaces disabled. No data should be added to the systems from this
point forward. Special access measures may be retained for data reporting, results analysis, and support. Where
the system being retired is an analytical instrument (e.g., HPLC) that is configured within a software system (e.g.,
chromatography data system), the configuration as well as related documentation, should be updated appropriately.
Additionally, if there are asset tracking mechanisms which list capital equipment that is undergoing retirement, these
should be updated once the system is removed from service.

The controlled shutdown process of a retired system should follow that detailed in the retirement plan.

Data and documentation disposal should be completed using processes in accordance with the defined record
retention policy.

As part of instrument disposal, consideration should be given to appropriate decontamination procedures that meet
federal regulations and environmental health and safety requirements.

As part of hardware (i.e., server or workstation) disposal, an appropriate organization policy or procedure or defined
standard should be applied in order to securely delete sensitive or proprietary information and data, especially to

ensure that privacy issues are considered.

For further guidance on disposal, see Appendix M10 of GAMP® 5 [1].
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9 Quality Risk Management

Quality risk management is a systematic process for the assessment, control, mitigation, communication, and review
of risks. It is an iterative process used throughout the entire laboratory computerized system life cycle from concept to
retirement.

It is used:

» To identify risks and to remove or reduce them to an acceptable level

* As part of a scalable approach that enables regulated companies to select the appropriate life cycle activities for
a specific system

Figure 5.1 indicates key areas for risk management and the benefits of the approach.

Figure 5.1: Overview and Benefits of Risk Management

Identify

Analyze and Review
Evaluate Risks Risks
Control J
Risks
(Input) (Output)

5.1 Science-Based Quality Risk Management

This Guide applies a risk-based approach to the implementation of compliant laboratory computerized systems in a
regulated GxP context.

A systematic approach should be defined to verify that the risk associated with laboratory computerized systems
has been managed to an acceptable level. The overall extent of verification and the level of detail of documentation
should be based on the risk to data integrity, product quality, patient safety, and business continuity, and take into
account the complexity and novelty of the system.

The principle product of laboratory computerized systems is testing data which characterizes a product or process.
Consequently, the primary risk factor for laboratory computerized systems is assuring that accurate, precise test data

is created and retained throughout its life cycle. Documents
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5.2 Quality Risk Management Process
This Guide uses the following key terms taken from ICH Q9 [3].
Harm: damage to health, including the damage that can occur from loss of product quality or availability.
Hazard: the potential source of harm.
Risk: the combination of the probability of occurrence of harm and the severity of that harm.
Severity: a measure of the possible consequences of a hazard.
Detectability: likelihood that the fault will be noted before harm occurs.

Application of quality risk management enables the effort to be focused on critical aspects of laboratory computerized
systems in a controlled and justified manner, leading to specific benefits, such as:

» ldentifying and managing risks to data integrity, patient safety, and product quality

»  Scaling of life cycle activities and associated documentation according to system impact and risks
»  Justifying the use of supplier documentation

»  Better understanding of potential risks and proposed controls

»  Highlighting of areas where more detailed information is needed

*  Improving business process understanding

»  Supporting regulatory expectations

5.3 Initial Risk Assessment

Figure 5.2 show the basic steps that may be performed to identify and manage risk for a laboratory computerized
system.

For further guidance, see Appendix M3 of GAMP® 5 [1].
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Figure 5.2: Quality Risk Management Process Applied to a Laboratory Computerized System
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5.3.1 Category 3 Non-Configured Product

For simple systems, the amount of information available at the time of the initial risk assessment may be sufficient for
all relevant risks to be identified, assessed, and controlled without the need for further risk assessments.

Figure 5.3 illustrates a risk-based approach for a non-configured product (Category 3).

Figure 5.3: Risk-Based Approach for Non-Configured Product (Category 3)
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5.3.2 Category 4 Configured Product

For laboratory computerized systems in Category 4, it may be necessary to carry out additional detailed risk
assessments on the specific configuration to support the business process.

Figure 5.4 illustrates a risk-based approach for a configured Product (Category 4).

Figure 5.4: Risk-Based Approach for Configured Product (Category 4)
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