e\ - €2 I1SPE.

».

.

GOOD PRACTICE GUIDE:

Global
Information
Systems
Control and
Compliance

Second Edition

AA

Full document details: ISPE GAMP.Good Practice Guide - Globallnfor


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

& |SPE.
GOOD PRACTICE GUIDE:

Global Information
Systems

Control and
Compliance

Second Edition

Disclaimer:

This Guide is intended to provide a risk-based approach to implementing and supporting regulated global information
systems. ISPE cannot ensure and does not warrant that a system managed in accordance with this Guide will be
acceptable to regulatory authorities. Further, this Guide does not replace the need for hiring professional engineers or
technicians.

Limitation of Liability

In no event shall ISPE or any of its affiliates, or the officers, directors, employees, members, or agents of each

of them, or the authors, be liable for any damages of any kind, including without limitation any special, incidental,
indirect, or consequential damages, whether or not advised of the possibility of such damages, and on any theory of
liability whatsoever, arising out of or in connection with the use of this information.

© Copyright ISPE 2017. All rights reserved.

All rights reserved. No part of this document may be reproduced or copied in any form or by any means — graphic,
electronic, or mechanical, including photocopying, taping, or information storage and retrieval systems — without
written permission of ISPE.

All trademarks used are acknowledged.

ISBN 978-1-936379-92-7 Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide:

Page 2
Global Information Systems Control and Compliance

Preface

This document, the ISPE GAMP® Good Practice Guide: Global Information Systems Control and Compliance
(Second Edition), is intended to be used in conjunction with ISPE GAMP® 5: A Risk-Based Approach to Compliant
GxP Computerized Systems and other ISPE GAMP® guidance documents. It considers major issues related to
multi-site computerized systems, and provides guidance on effective and efficient control and compliance of globally

deployed IT systems throughout their life cycle.

This Second Edition is aligned with the Quality Risk Management and life cycle approaches defined in ISPE GAMP®
5. It reflects the move away from client-server application architecture, which was prevalent at the time of publication
of the First Edition. This edition also covers Software as a Service (SaaS) and other cloud solutions, which can be
economical options for global systems.

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide: Page 3
Global Information Systems Control and Compliance

Acknowledgements

The Guide was produced by a Task Team led by Arthur (Randy) Perez (Novartis (retired)). The work was supported
by the ISPE GAMP Community of Practice (COP).

Core Team

The following individuals took lead roles in the preparation of this Guide:

Winnie Cappucci Bayer Healthcare (retired) USA
Colin Jones Conformity Limited United Kingdom
Randy Perez Novartis (retired) USA

Other Contributors

The Team wish to thank the following individuals for their significant contribution to the document.

Chris Clark TenTenTen Consulting United Kingdom
Gail Evans Technical Writer/Editor United Kingdom
Christopher White Alexion Pharmaceuticals USA

Sion Wyn Conformity Limited United Kingdom

Subject Matter Expert Input and Review
Particular thanks go to the following for their review and input on this Guide:

Lorrie Vuolo-Schuessler GlaxoSmithKline USA
David Stokes Convalido Consulting Limited United Kingdom

Special thanks also goes to Lynda Goldbach, ISPE Guidance Documents Manager, for the layout and design of this
Guide.

The Team would like to express their grateful thanks to the many individuals and companies from around the world
who reviewed and provided comments during the preparation of this Guide; although they are too numerous to list

here, their input is greatly appreciated.

Company affiliations are as of the final draft of the Guide

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

& |SPE.

600 N. Westshore Blvd., Suite 900, Tampa, Florida 33609 USA
Tel: +1-813-960-2105, Fax: +1-813-264-2816

www.ISPE.org Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide: Page 5
Global Information Systems Control and Compliance

Table of Contents

BTN 121 e Yo [V T'od o'oY o 7

1.1 7= o7 (e {0 1¥ [T [PPSR 7

1.2 Uy o Lo LT PSPPI 8

1.3 RS T 0] o1 TSP URROPPR 9

1.4 SErUCIUrE OF ThiS GUIAE ... et e ettt e bt e st e e e neee s 10

2 Specific Challenges of Global Information Systems......cccceveirrmrrmrrssrree s rsessennan. 1

3 Application of ISPE GAMP® 5 to Global Information Systems......cccovcerreerrmenrrnennenns 19

3.1 Product and Process UNAerstanding ..........cooueeeiiiiiiieieii ettt 19

3.2 Ownership and Other K@Y ROIES ..........uiiiiiiiiiiie ettt sne e s 19

3.3 Life Cycle Approach within a Quality Management SyStem...........ccco i 20

3.4 Science-Based Quality RiSk Management...........cocuuiiiiiiiiiiiie e 20

4 Global Information Systems Life CyCle... s rsc e re s e s s e s e e s ennnas 23

41 (07013121 o) S PRSPPI 24

4.2 PrOJECE PRASE..... ittt ettt h et h et e et e et e e e e e raeeean 31

4.3 (O] 01T =111 o PRSPPI 38

4.4 R (11 1411 ) PP PPRRPP 50

5 Appendix 1= Project Phase ActiVities.....c i e s s e s e s e 53

5.1 Define Global BUSINESS PrOCESSES.......coiuiiiiiiiieiiiie ettt ettt e e e nnae e e anbae e e 54

5.2 Establish System OWNEISNID ........eiiiiie ettt et e e st e e sbne e e anbeee e 55

5.3 Establish Project Organization.............oooi ittt e e abee e e 57

5.4 1oy o (][ Tor £ PP PSPPI 60

5.5 SYSEM AFCHITECIUIE ...ttt e sttt e st e e neee s 60

5.6 RV =11 1o F= Y o] o T F= o o1 To [ PRSP 62

5.7 User Requirements SPECIfiCatiON. .........coiiiiiiiiii et 69

5.8 System Specification and DeSigN REVIEW...........coiiiiiiiiiiiieie e 70

5.9 Traceability ManagemENt...........oi ittt e e et 70

O = 0 NV (o] ol 4= o1 PSSP PR PUPPRRTN 72

ST O 1= 1 T T ST PR 73

ST A V= 1o F=Y (o] g I =T o T ] 13 T TR SUPRI 75

6 Appendix 2 - Operation Phase System Management Processes........ccccerrmurrnmsnenns 77

6.1 Operational Change ManagemMENt. .........cocuuiiiiiieiiie ettt e ettt e et e e e e aneee s 77

6.2 Configuration MaNAGEMENT.........iiuiiiiiiiie ettt e ettt e eat e e s e e e bt e e b s 84

6.3 [[aTe T (=T gL 1Y =T aF=To [T 0 o= o | PO PPUSP TP 86

6.4 SOIVICE DESK ...ttt e ettt e e e et e e e e e et b e eee e e e trateeeeaasaraaaaeeannreaeeeeaantnnaeaeaanes 86

6.5 ) ) (o LIRS T o1 U] ) PRSPPI 87

6.6 Performance and Capacity Planning ..........coouieiiiiiiii ettt 88

6.7 Performance MONITOTING. ......o.ueieiiiie ettt et e e bt e ae e e et e e ante e e nnne e e e bneenan 88

6.8 Backup and Recovery of Software and Data ............ccceiiiiiiiiiiiiiei e 88

6.9 Record Retention, Archive, and RetrieVal..............ooooiiiieeiiee et 89

6.10 Business Continuity and DiSaster RECOVETY ..........ciiuiiiiiiiiiiiie et 90

B.11  PErIOQIC REVIEW ...ttt e e e ettt e e e e ettt e e e e e esae e e e e e e ansaaeeeeesanssseeeeeaasssseeeeesnnsbneaaeean 91

Documents

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017

Document Sharing Hub


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

Page 6 ISPE GAMP® Good Practice Guide:
Global Information Systems Control and Compliance

7 Appendix 3 - Architecture Design Considerations......cccccevimmirmeireeiremsreesseesssrnese. 93
71 (0710 (= [ =To IS Y] (=10 o SRS 93
7.2 1SS (4T oL U] (=T IS Y] (=0 o SRRSO 94
7.3 SOfWAIE @S @ SEIVICE ...ceitiie ettt ettt e et e e ae e e en et e e st e e e eneeeeanneeeeaneeeeenneeeannneenn 95
7.4 Risk Management Considerations Driven by Architecture ChoOiCes...........ccceiiiieiiiiieiiiii e 96
8 Appendix 4 - Application Architecture Effects on Validation Strategy............... 99
8.1 Potential Validation Srat@gies .........ccuiiiiiiiiiie et n 100
8.2 Application Architecture and TesSt Strat@gy .......cocueeeiriiiiiii e 101
9 Appendix 5 - Example Case StUudies.....ccciimiirmmiiresireesiiesnressssesssssssessssnssssnsssnnsssnnsnes 105
9.1 Global MES IMPIemMENntation ..........c.ooiiiiiiiie et e e e e e e et e e e e e e earaeeae s 105
9.2 Global ERP IMPIEmMENtatioN..........ooiiiiiiiiiie et e e a e e et e e e e s earaeeae s 108
9.3 Global Chromatography Data and Control SYSTEM..........cooiiiiiiiii e 112
9.4 Global Drug Safety System Implementation .............ccooiiiiiiiiie e 116
9.5 Global Electronic Document Management SYSIEM .........ooiiiiiiiiieiie e 118
9.6 Global Clinical Data SYSTEIM ..ottt e e e e st e e e e e e ne e e e enteeeenneeeennes 121
10 Appendix 6 - Quality Risk Management Approach.......ccccuciireeiimeiieenresseessnenseens 123
11 Appendix 7 - Global Project Management Considerations........cceeimiireeinrenineennnen, 127
LSt T U OSSPSR 128
2 0 o [ o PRSP SRR 133
12 Appendix 8 - Supplier Management and Good Practice .......cccvimmirmmirmeinemnneesnnens 135
12.1  Supplier Good Practice — Development and SUPPOIt ..........cooiiiiiiieiiiiieieee e 135
12.2  Supplier Quality Management SYSTEML.........c.cociiiiiiiiiiii et 137
12.3  Supplier QUAIity PIANNING........cooiiiiiiie ettt e 138
12,4 SUD-SUPPIEI ASSESSMENES .....oeiiiiiiiiii ettt ettt e e et e e e e et e e e e e st e e e e e e easaaaeeeeesssbeeeeesaensenees 138
12.5 SaaS Supplier Evaluation Considerations ..............coiiiiiiiiii e 139
13 Appendix 9 - Data and Record Management Life Cycle.....cccicciimmiirmmirennrenneesnnens 141
13.1  Data Management PIaNNING ......o ittt e e e 142
13.2  BUSINESS ProCess REQUINEMENTS .....coiiiiiii ittt e e e e e e e e e e e e e e e e s s s e anae e aeeeeeeeaeeeas 142
13.3  Life Cycle CONSIAEIAtIONS .......coieeieiiiieeiie ettt et e e e et e e e nte e e st e e e saeeeanneeesnneeeenneeeenns 144
13:4  DAt@ QALY ..ttt b e nae e 145
R TR T B 7= = I 1Y o =1 (o] o PRSPPI 146
RS T o= Tete T o [\ =T g P= o =T 41T o | SRR 147
G T A B = = T B =T {1 o 1] o I PRSPPI 148
14 Appendix 10 - Converting a Local System into a Global System.........ccceveevieennneen 149
T B o 111 (o Y PRSP EPR 149
T4.2  BUSINESS PrOCESS ....eeiiiiiiieiiiie ettt e e oot ee e oottt e e oottt e e e e st et e e e e e annbeee e e e snnneeas 149
14.3  Supporting DOCUMENTALION .........eiieiiiie ettt e et e e st e e e tae e e eneeeesnneeeenneeeenns 149
14.4  System Design and Technical ArChitECIUIE ...........eii it eee e 150
S TS Y1 (=10 ST o] oo T OSSPSR 151
IS o T o X=T 2 T L0t I T = L= =] =Y g Lo =3 153
16 APPENAIX 12 = GIOSSAIY .ieuiirenrrmmuirenuiressiresrnnsrensssnssssnsrenssransssnssssnsssnnssssnsssnnssnnnssnnsnsnns 155
16.1  Acronyms and ADDIEVIAtIONS .........ueiiiiiiiiii ettt e et e e e 155
22 =Y 1 1T o SR SUSRSRS 156
Documents

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017

Document Sharing Hub


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide: Page 7
Global Information Systems Control and Compliance

1 Introduction

1.1 Background

Since the publication of the first edition of this Guide in 2005 there has been a continuing trend towards factors that
complicate the landscape. Among the most significant are:

*  Globalization in the life-science industries. This includes consolidation through mergers, outsourcing, and a trend
toward fewer manufacturers making specific products, intermediates, and raw materials.

*  The use of cloud technologies

»  Expansion of applications to cover many areas that used to be managed by dedicated systems, e.g., Enterprise
Resource Planning (ERP) systems that include a Laboratory Information Management System (LIMS) module

As organizations find themselves operating from multiple sites worldwide, with groups and departments split between
multiple locations in a country, or even using third party distributors, the challenges of information sharing become
more complex. There are many competitive advantages to efficient and effective information sharing. Research and
development activities often cross international boundaries. Integrated activities can be achieved only with excellent
communication between everyone involved, and this means that the ability to share electronic information effectively
is a primary concern.

With escalating drug development costs, time to market is a significant factor in recouping investment, and ineffective
information sharing can become a major cost factor if it slows down approval to market.

There are many ways to share information. An interface between applications can be a major requirement for different
systems that facilitate integrated business processes. For processes that are conducted at multiple sites, however,
there are clearly advantages to all participants using the same suite of software systems.

The implementation of multi-site computer systems can be difficult. Regulatory compliance creates an additional
challenge for regulated systems such as a clinical database or an ERP system. This Guide considers major issues
that confront organizations implementing and operating a regulated multi-site computerized system.

1.1.1 Drivers

The technical and regulatory landscape has also changed since the publication of the first edition of this Guide. In
addition to the issues noted above, important factors include:

+  The move away from client-server application architecture, upon which the first edition was based, but which is
far less common today

*  The substantial improvements in the power of applications
*  The growth of outsourced services

* Beyond the simple use of cloud-based infrastructure, web-based Software as a Service (SaaS) can be a cost-
effective option for global information systems

*  The revision of EU GMP Annex 11 [1] and EU GMP Chapter 4 [2] (both adopted for wider use by PIC/S [3])

+  The Quality Risk Management and Specification and Verification approach, such as that defined in ISPE GAMP®
5: A Risk-Based Approach to Compliant GxP Computerized Systems [4]
Documents
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* Increased regulatory focus on the wider aspects of data integrity
This update will address current state-of-the-art thinking with the above factors taken into account. It will help the
healthcare and life sciences industry understand viable approaches to using new technology, e.g., cloud computing,
in @ manner that will facilitate global use of applications while at the same time meeting compliance expectations of
international regulators.

1.2 Purpose
This Guide aims to assist in the following aspects of widely used, regulated global information systems:
+  Development
* Implementation
«  Validation
*  Management
*  Maintenance
It is intended to provide an understanding of the issues faced by teams that are tasked with completing a global
deployment. In particular, this Guide aims to provide some insight into addressing issues of control and regulatory

compliance efficiently and effectively. The Guide provides:

1. Aconsistent document that guides stakeholders to take advantage of current good practices in the field to
achieve compliance with applicable regulations

2. Guidance on good practice for unique aspects of computerized systems implemented on a global basis

This Guide is intended to be used in conjunction with ISPE GAMP® 5 [4] and other ISPE GAMP® guidance documents
[5]. References are provided to supporting information available in other ISPE GAMP® guidance documents [5].
Where additional information is not available in ISPE GAMP® 5 [4], this Guide provides more specific detail.

The intended audience for this guidance covers both corporate and local groups within an organization, and includes:
*  Project Management

*  Business Process Owners

»  Suppliers

+  Validation Team

*  Quality Assurance

« IT System Owners and application support teams

Particular benefits of taking a global perspective for a global system implementation include:

*  Achieving maximum collaboration in central and distributed validation effort

- Effective focus on objectives and deliverables throughout the entire life cycle Docu ments
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*  Minimal overlap in documentation
«  Efficient handling of audits, inspections, and assessments
A basic understanding and knowledge of the principles and framework of ISPE GAMP® 5 [4] is considered helpful to
the use of this Guide.
1.3 Scope

For the purpose of this Guide, a global information system is defined as any computer system that is used at multiple
sites within an organization. These sites can be very close together or in different countries.

This Guide addresses compliance with relevant international regulations and guidelines for global information
systems. It covers:

*  New systems and expanded use of existing ones
+  Existing validated systems
+  Systems that are being implemented by extending the scope of an existing local system

A wide range of healthcare and life sciences requirements related to computerized system control and compliance
have been taken into account, including:

*  Good Manufacturing Practice (GMP)

*  Good Clinical Practice (GCP)

*  Good Laboratory Practice (GLP)

*  Good Distribution Practice (GDP)

*  Good Pharmacovigilance Practice (GVP, also known as GPvP)

The following regulations and guidelines have been specifically considered in drawing up this document:
*  US Federal Food and Drug Administration (FDA) regulations and Compliance Policy Guides [6]

* Relevant sections of EU GMPs, e.g., Annexes 11, 15, and 18 [7]

«  PIC/S Guidance [3]

*  Health Canada GMP regulations [8]

ICH Guidelines [9]
The Guide covers systems that are to be used in more than one site, state/province, or country.

While not within the scope of this document, it is recognized that aspects such as business criticality, health and
safety, and environmental requirements may also require specific assessment and control.
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1.4 Structure of this Guide

The Guide has been structured to meet the needs of various readers, and contains increasing level of detail through
the main body of the Guide and into the appendices.

Section 2 and Section 3:

»  Provide an overview of challenges specific to global information systems, along with a high level overview of how
to address them.

»  Along with Appendix 8, these sections also provide information relevant to suppliers of global information
systems.

Section 4 and Section 5:

*  Provide further information on how to apply the ISPE GAMP® 5 [4] life cycle and Quality Risk Management
(QRM) approach to global information systems.

Appendices:

*  Appendices are based on specific areas of interest and responsibility and provide more detailed “how to”
guidance for developing and supporting global information systems

*  The example case studies reflect a wide variety of typical global information systems and are intended to be
useful when applying the guidance provided to specific situations.
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2 Specific Challenges of Global Information
Systems

This section addresses the different and specific aspects of global information systems that require specific
consideration and action. The following table does not provide a full analysis of the issues. Table 2.1 refers to other
sections within this Guide that provide more comprehensive discussion and guidance on these topics.

Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

Particular Considerations for Global Information Systems

For Further
Information, see

Project Team
(global)

There may be sensitivity to having to adopt a standard in which an organization
has not been given any opportunity to provide input. This may be especially
true when local, unique software is being replaced. An effort should be made
to demonstrate that the global project team is composed of personnel from
several sites (not just headquarters) who can understand local processes and
requirements.

Appendix 1, Section
5.3

Project Team
(local)

The need for a local project team will vary depending on the architecture of the
global information systems solution, but it can be helpful to have a local project
team which is familiar with local business processes. The local project team should
have authority to alter local business processes, if necessary, based on business
or regulatory drivers.

If the global information system has been piloted at another site, the local project
team will need to lead the implementation applying the lessons from the pilot and
any intervening installations.

A local project team can also be helpful supporting training and rollout.

Appendix 1, Section
5.3

Project Team
(project
manager)

Project managers should have the ability to understand and deal with a variety of
local cultural issues. These issues can be linked to national or regional customs,
and the Project Manager needs to be sensitive to these differences.

There can also be significant cultural differences between sites within the same
country. For example, a manufacturing site may have a different culture from
corporate headquarters.

A site may be asked to adopt a standardized practice as part of adopting a global
solution and there may be resistance to this, if there is a perception that the
standardized practice is different. Project managers should be able to identify
where there is an actual difference that needs to be addressed.

Appendix 1, Section
5.3.4
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Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

(continued)

Project Steering

Particular Considerations for Global Information Systems

A global project Steering Committee should understand the business process and

For Further
Information, see

Appendix 1, Section

Management and
Training

a common understanding so that actions taken produce consistent results that
meet all expectations. They should be trained in the implementation methodology.

Committee have authority to make decisions and to drive those decisions to completion. 5.3.2
The Steering Committee should include both executives and personnel who
understand the affected business processes. Other persons who should be on the
Steering Committee include:

» The future global information System Owner (they may be a good candidate to
chair this committee)

* The business process owner for the pilot site

*  Quality Assurance (QA)

After the pilot, there may be a benefit to retaining the System Owner from the pilot.

The System Owner should be involved in ongoing subsequent implementations, as

an ad hoc member of the Steering Committee while the project is ongoing.

Following the pilot, there should be local Steering Committees for implementations.

This team should be structured along the same lines as the global team, and

should include:

* The local Process Owner

* The System Owner

+ QA

» Arepresentative from a Center of Excellence (CoE)

» Alocal Subject Matter Expert (SME) (if possible)

Local project teams should provide regular reports that are reviewed by the global

project team.

Project When implementing a global solution various local and global teams need to have Appendix 1, Section

5.3.5

Project
Communication

Global and local project teams should work from a common glossary, which may
need extra emphasis if cultural differences are an issue. Global teams should stay
up-to-date with the work occurring locally, so that deviations are recognized and
adjustments made, if necessary.

Communication can help to gain buy-in from various sites. It can help to prepare
staff for change. Seeking feedback from staff can help to make them feel that they
are contributing to the project.

Appendix 7, Section
11.1.1.5

Appendix 7,
11.1.2.1

Project Change
Management

Changes made to global information systems during the project phase can result
in implementations at different sites that result in differences between those
implementations. This could result in the inability to share information. Major
changes should be brought to the attention of the Steering Committee. Changes
that are considered necessary at a local level should be vetted at the global level
to see if they have a global effect. If there is a global effect, the global project team
should decide whether to:

» Accept the local change and propagate it to other sites
* Accept the difference at the one site
« Tell the local project team that the change is unacceptable

Local changes may be proposed to globally defined business processes during the
project, and these should be vetted before being accepted.

Appendix 1, Section
5.6.5.1
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Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

(continued)

Particular Considerations for Global Information Systems

For Further
Information, see

Business
Process

Business processes that have been local may have to be adapted to meet a
globally defined standard. Departments may be required to adopt new ways of
working that are compatible with the new system.

This may become more complicated if different local processes have generated a
variety of data in different systems that need to be migrated to the new common
global information system.

Appendix 1, Section
5.1

System
Ownership

System ownership is a concept that has evolved since the first edition of this
Guide. What was termed “System Owner” is now termed the “Business Process
Owner” to ensure clarity of the responsibilities of the owner. The responsibilities of
the Business Process Owner should be clear and placed appropriately within the
business, i.e., not IT (unless the business process belongs to IT).

There may need to be two separate Business Process owners:

1. Local Business Process Owners who are responsible for the business process
and the data
2. Aglobal Business Process Owner who has overall accountability

The global Business Process Owner should have sufficient authority to ensure that
cross-organizational decisions are consistent.

Section 3.2

Appendix 1, Section
5.2

User
Requirements

Unique local processes maybe justified. Reasons for this could include, e.g.:

* Local laws
» The requirements for special handling provisions for a product produced at a site

This should be captured when collecting user requirements. Failure to make this
adjustment could put the project at risk.

Collaboration between local and global project teams can be a strong contributor to
assurance of good user requirement specifications.

Appendix 1, Section
5.7

System
Architecture

The choice of system architecture can either simplify or complicate global
projects and operational support. Infrastructure as a Service (laaS), Platform as
a service (PaaS), or SaaS approaches delegate varying degrees of responsibility
to suppliers. They also limit the degree of control that a regulated company has
relating to changes. It may also limit the ability for sites with unique needs to
modify a global information system to their situation.

System architecture can also have an effect on operational needs such as backup
and recovery, business continuity, or down time for service or upgrade.

Section 4.1.3

Appendix 1, Section
55

* Does the supplier have the ability to support all locations?
» Is the software available in local languages?

These and other questions should be addressed as part of the selection process.

Interfaces Interfaces, (input and output), are a source of vulnerability for data integrity. Appendix 1, Section
5.7
Appendix 1, 5.11
Appendix 5
Software Selecting a software supplier for a system that is to be deployed around the globe Appendix 1, Section
Selection requires attention to specific issues, e.g.: 56.4
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Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

(continued)

Validation
Planning

Particular Considerations for Global Information Systems

Validation planning for a global information system is more complex than for local
system. Issues that require consideration include:

» Implications of the architecture choice

* What can be done centrally versus what needs to be done locally
» Piloting the application

* Phased global implementation

* Documentation management

For Further
Information, see

Appendix 1, Section
5.6

Legal and
Regulatory

Applicable laws and regulations for delivering a compliant solution should be
understood. A global information system will need to comply with all rules.

Conflict between GxP requirements and other national laws is a possibility. For
example, a privacy law requiring deletion of all personal data when an employee
leaves a firm may conflict with a GxP expectation to retain a training record.
Such conflicts should be resolved by Legal and QA authorities and the decision
documented. There should be a shared interpretation of global regulations.

Appendix 1, Section
5.6.1

Supplier
Assessment and
Management

Suppliers should be assessed, e.g., suppliers of:

» Software suppliers
* Integrators

* Developers

* Managed services
» PaaS suppliers

» SaaS suppliers

Suppliers should be evaluated for their capability to provide support globally.
If development activities involve access to data, privacy issues may become
significant.

Appendix 1, Section
5.6.4

Testing

Testing should be planned to allow centralized execution, where possible.

Some level of local testing may be needed. Tests that need to be executed locally,
may be designed, written, and approved at a global level. This can reduce the
resources needed.

If no local testing is intended, there should be a review of global testing by locally
responsible individuals.

The use of a test tool can be beneficial. A test tool can:

* Make local testing easier
» Assure that everyone has access to the tests and results
» Facilitate offshore testing

Test records should be available to support audits or inspections at all sites where
needed.

Appendix 1, Section
5.11
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Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

(continued)

Particular Considerations for Global Information Systems

For Further
Information, see

Data
Management
Planning

Data management issues may vary, ranging from privacy protection to retention
requirements, depending upon the nature of the global information system.

Conflicts may arise between different jurisdictions, e.g., for data retention
requirements. One approach is to plan to retain all records for the length of

time required by the most restrictive laws or regulations. However, this may be
problematic, because while country A may require a record to be kept for forty
years, country B may require that it is deleted when the employee leaves the
company. The legal department should be involved in discussion of such issues. If
itis a GxP record, QA should also be involved in the discussion.

Potential conflicts need to be recognized during requirements gathering. Business
rules for managing the data should be designed. Data standardization should be
implemented where possible.

Section 4.1.4
Section 4.2.3

Pilot Projects

Pilot projects may be helpful for global information systems. For projects like ERP,
it may be possible to run simultaneous pilots, e.g., manufacturing support at one
site and finance at another.

Pilot projects should be well documented, as the global project team are not
usually at every site throughout the implementation.

Appendix 1, Section
54

time)

upgrades. These usually need system down time at night. This may not be
acceptable for global information systems, because one site’s night is another
site’s prime business hours.

Support (Centers | For a global information system with implementations in multiple sites around the Section 4.2.4.1
of Excellence world, centralized support with fulltime dedicated staff is recommended. The CoE Section 4.3.2
(CoE)) concept is an approach that can provide help to users for both IT and business

support problems in a way that accounts for the needs of all sites. This might

include support in multiple languages.
Support (“follow A support model that provides acceptable service to all sites may require “follow Section 4.3.4
the sun”) the sun” access to SMEs and technicians, i.e., support tasks may be passed

around daily between work sites that are several times zones apart.

This should be considered for support provided both by the CoE and by the

supplier.
Support (down Consideration should be given to when a support performs maintenance and Section 4.3.4

Configuration

Effective Configuration Management should be applied to global information

Appendix 2, Section

understand local and global impacts when evaluating proposed changes. For
global SaaS applications, changes need to be evaluated and approved quickly, so
that they can be executed locally in time to meet the suppliers release schedule.

Companies may have separate processes for managing business and IT changes.

If so, a link needs to be established to minimize unintended consequences.

Management systems to help to maintain communication and data sharing between sites. This 6.2

should be a specific consideration for older architectures like client-server or for

scenarios where a site has a slightly different configuration.
Change Change Management needs to be coordinated between sites, and should have Appendix 2, Section
Management central oversight by a CoE or similar group. Change Advisory Boards need to 6.1
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Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation
(continued)

Particular Considerations for Global Information Systems For Further
Information, see

Incident Incident management can benefit from centralized management by a CoE. Second | Appendix 2, Section
Management level support (i.e., support requests that cannot be handled by the service desk) at 6.3

the CoE is in position to recognize whether incidents are local in nature or global,

and can initiate global changes if required to remediate a problem.

A “follow the sun” approach can be used for managing incidents for global

information systems, in order to ensure that issues are handled in a timely manner

regardless of user location.
Security Security policy can be managed globally and security groups can be developed Appendix 2, Section
Management at a global level. Access granting and revocation, along with periodic review of 6.5

access, should be handled at a local level.

Access to various data groups may need to be restricted to comply with privacy

laws. A company may decide that intellectual property in specific locations

may inadequately protected under local laws. Encryption may help solve such

issues. These issues could affect where data can be stored and where system

administrators can be based. GxP data integrity expectations may need similar

measures.

Small sites may have problems complying with expectations of the segregation of

duties. The segregation of key security and system administration roles should be

maintained.
Backup and For a global information system, a mechanism to facilitate backup that also allows Appendix 2, Section
Recovery access to the database in other time zones should be implemented. 6.8

A request to restore the database to a prior state needs to consider potential

impact to the rest of the organization.
Disaster The architecture of global information systems can make managing Disaster Appendix 2, Section
Recovery Recovery (DR) and Business Continuity Planning easier, because users can 6.10
and Business default to another instance if a local instance fails. However, there needs to be
Continuity sufficient capacity on the other server so that its performance is not affected.
Data The global information systems and data may be on multiple servers to distribute Appendix 9, Section
Management processing load and to facilitate business continuity. Synchronization of these 13.2
(synchronization) | servers should be performed in real time. Business rules should be developed

around:

*  When and how often synchronization occurs

» The rights of users who do not normally use the global information system on

synchronized servers

Data The assignment of time of creation, editing, or deletion of records in a global Appendix 9, Section
Management information system should be managed. An agreed format for date and time 13.3
(time stamps) stamps should be addressed.
Data Decisions regarding data destruction need to comply with local laws. Appropriate Appendix 9, Section
Management ownership of the data should be determined, especially if the Data Owner bears 13.2
(ownership) responsibility for data destruction decisions.
Data It may be illegal for personal information of some countries to be accessible in Appendix 9, Section
Management other countries. In some cases, this may be overcome using approved processes. 13.2
(access)

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide:
Global Information Systems Control and Compliance

Page 17

Table 2.1: Challenges Related to Management of Global Information Systems Development and Operation

(continued)

Particular Considerations for Global Information Systems

For Further
Information, see

Data Data should be stored in regions that are considered to have adequate protection Appendix 9, Section
Management for personal data or intellectual property, especially if data is unencrypted. 13.2
(storage)
Data Data destruction needs to account for all local laws and for all locations that Appendix 9, Section
Management reference that data. Retention requirements may differ by jurisdiction, or there may 13.7
(destruction) be a litigation hold on some data in some countries. On rare occasions there may

be conflict between applicable laws.
Data Many of the aspects of global data management require an understanding of Section 4.1.4
Management multiple jurisdictions. In general, QA departments are familiar with rules for one or
(regulatory two jurisdictions (often local and FDA regulations); legal departments are usually
and legal locally focused, and are extremely reluctant to make decisions related to other
compliance) jurisdictions. This places significant responsibility on the Data Owner and the

project teams to ensure that they understand the aggregate requirements related

to records maintained in a global information system.
System With global information systems, the decision to retire an application should not Section 4.4
Retirement compromise the ability of other sites to operate. For example, support elements

need to remain in place until the last site retires the application.
Merger and Integrating information from a merger partner, or segregating and migrating data Section 4.1.4
Acquisitions to another company, to whom a business entity was sold, should be carefully
Considerations managed.
Record Life Record life cycle phases may be different based on regional considerations: Appendix 9
Cycle

» Record creation — occurs at multiple locations

» Active records — some records may be active at only one site

» Semi-active records — records that are kept on-line or near-line but are not
frequently used. These may be retained in such states to support audit or
inspection (not all companies define a semi-active status).

» Inactive records — typically in archive and almost never referenced. These are
usually retained in order to meet company and/or legal/regulatory retention
requirements.

» Destruction — should not occur without verification that the record is not in a
hold status to support litigation. When a record is destroyed, distributed copies
should also be destroyed.
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3 Application of ISPE GAMP® 5 to Global
Information Systems

The approach described in this Guide is based on ISPE GAMP® 5 [4].

3.1 Product and Process Understanding

In order to determine global information systems requirements, the intended use and intended user-base, and the
global business processes to be supported should be understood. Existing business processes may need revision in
order to gain most benefit (see Appendix 1, Section 5.1). Process understanding is also the basis for QRM. Where
such processes are defined globally, proposed changes to any aspects, including ones which are entirely local,
should be evaluated for their effect on both the overall global business process and on the validation approach.

3.2 Ownership and Other Key Roles

System ownership and several other key roles should be handled differently for global information systems. This
reflects the fact that decision making processes need to occur at two levels, or three levels for SaaS solutions.
Table 3.1 summarizes this. This table is not comprehensive. It focuses on roles that merit consideration for global
information systems.

Table 3.1: Important Roles in the Development and Management of Global Information Systems

Role Description and Discussion

Application Support This is the IT role responsible for system management, i.e., configuration
Manager management, change management, backup and archive management, etc. This
should not be confused with the business process ownership role.

Business Process Owner This is the individual within the business community who is responsible for the
(global) overall business use of the system. Care should be exercised in naming this
person, as there are some actions required. It is probably not advisable to appoint
top leadership to this role. Similarly, the global business owner does not always
have to be in corporate headquarters; it could be assigned to a local owner (see
below) at one of the larger user sites.

Business Process Owner This is a site-level position, parallel to the global owner. This person is responsible
(local) for all ownership activities that do not impact other sites. This role is not mandatory,
although it is advisable to have a local owner for distributed systems or for any
system where there are locally unique aspects of the business process that are
managed through the system.

Center of Excellence This is a group of SMEs that provide IT and business support to the business
community. It may include both global team and core team members, along with
other ad hoc SMEs. They are generally the primary interface with the supplier of
the computer system. They generally provide second level support working with the
help desk. The Application Support Manager is frequently a member of the CoE.
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Table 3.1: Important Roles in the Development and Management of Global Information Systems (continued)

Role Description and Discussion

Quality Assurance Administrators have elevated privileges within the application. Different types

of administrators should have different privileges. For example, a Business
Administrator whose role is to enable role-based system access for users should
not have the ability to manipulate the data at a database table level. Conversely, a
Database Administrator (DBA) should not be able to alter business roles of users
within the application.

In general, administrative privileges should be controlled, and the number of
people in administrative roles should be kept to the minimum necessary to support
the smooth conduct of business. Administrative privileges for outsourced systems
may be more difficult to control, as suppliers may want to allow a wider distribution
of privileges in order to maximize the flexibility of their staff. This can increase the
risk to data integrity and, if possible, suppliers should be asked to minimize the
number of system administrators.

Note: This table is not comprehensive. It focuses on roles that merit consideration for global information systems.

3.3 Life Cycle Approach within a Quality Management System

The life cycle should define the necessary activities to manage the development and support of global information
systems in a systematic way from conception to retirement (see Section 4).

Life cycle activities should be scaled according to:

» Impact on product quality, patient safety, and data integrity
»  Complexity and novelty of the system

*  Assessment of any suppliers

For further information, see Appendix 1, Section 5.6.

3.4 Science-Based Quality Risk Management

QRM is a systematic process for the assessment, control, communication, and review of risks. Application of QRM
enables effort to be focused on critical aspects of a Global Information System.

This document provides a QRM approach in Appendix 6, based on that described in ISPE GAMP® 5 [4]. The
approach is intended to be applicable to any Global Information System with a potential impact on patient safety.

The QRM approach is intended for use throughout the life cycle from concept to retirement. Aspects of risk
management applicable to each life cycle phase are described in Section 4.
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3.4.1 Sources of Risk Specific to Global Systems

While Global Information Systems share many of the same risks that are common to any software system, there are
additional potential sources of risk, because of the typical scope and complexity of such systems. These can include:

»  Varying legal requirements
*  Multiple user languages and cultures
»  Business process variants
*  Synchronization of data
»  Complex support structures
3.4.2 Leveraging Supplier Involvement

Regulated companies should try to leverage supplier knowledge, experience, and documentation throughout the life
cycle, subject to satisfactory supplier assessment.

For example, suppliers may assist with:

*  Requirements gathering

* Risk assessments

»  The creation of functional and other specifications

»  System configuration

» Testing

*  Support

*  Maintenance

Planning should determine how to use supplier documentation, including existing test documentation. This can help
to avoid wasted effort and duplication. Justification for the use of supplier documentation should be provided by the
satisfactory outcome of supplier assessments. This may include supplier audits.

Some suppliers offer “validation packages” which may include supplier managed testing. The final responsibility for
all aspects of validation and testing rests with the regulated company, regardless of how much supplier help they may

choose to use.

Documentation should be assessed for suitability, accuracy, and completeness. There should be flexibility regarding
acceptable format, structure, and documentation practices.

Supplier assessment is described in Appendix 1, Section 5.6.4.
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4 Global Information Systems Life Cycle

Compliance with regulatory requirements and fitness for intended use may be supported by adopting a life cycle
approach following good practice, such as that as defined in ISPE GAMP® 5 [4].

The life cycle should define the necessary activities to manage the development and support of global information
systems in a systematic way, from conception to retirement. The life cycle of data captured or generated and
maintained should also be considered.

The system life cycle described in this Guide for a regulated company is for global information systems. This is
different from a defined approach or method for software development, which is typically the responsibility of the
supplier.

Good practices for suppliers of global information systems are described in Appendix 8. Supplier activities support
regulated company activities.

This Guide uses diagrams to represent the life cycle. These diagrams may present relationships in a linear
representation, but this is not mandating a waterfall approach. This is not intended to constrain the choice of
development methods and models. Suppliers should use the most appropriate methods and models, which may
include iterative approaches like piloting or prototyping.

Figure 4.1 shows the system life cycle as described in ISPE GAMP® 5 [4], consisting of four major phases:

1. Concept
2. Project
3. Operation

4. Retirement

Figure 4.1: Life Cycle Phases
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During the Concept phase:
* Aninitial risk assessment is performed
* Initial quality planning is performed
* Initial requirements are defined
The Project phase involves further planning, supplier assessment, and selection (where the system is not being
developed internally by the regulated company), various levels of functional and design specification, coding, and
verification leading to acceptance and release for operation.
Operation is typically the longest phase and can present a significant risk. Data security and integrity, maintaining
fitness for intended use, and compliance of the system are key aspects. Changes of different impact, scope, and
complexity should be managed during this phase. System failures should be appropriately managed.
The final phase is Retirement of the system. This phase involves decisions about data retention, migration or
destruction, and the management and enforcement of these processes.

4.1 Concept

4.1.1 Key Concept Phase Activities

The Concept phase covers the initial activities leading to initiating and justifying project commencement. These
activities will depend on individual company approaches, but should cover:

*  Business objectives

* Business case

*  Business and cost benefits

*  Overall budget

*  Organization (roles and responsibilities)
*  Resourcing

*  Scope and rationale

*  Key requirements

The information is used to gain senior management commitment to proceed with the project and to provide adequate
resources.

4.1.2 Planning for the Project
During the Concept phase a documented initial risk assessment should be performed. The appropriate SMEs should

perform the assessment, in conjunction with the regulated company quality assurance and/or regulatory affairs
representatives.
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The risk assessment should evaluate whether any GxP processes are supported by the global information system
and determine the relevant risk level. Applicable guidance and regulations should be consulted for all jurisdictions
where the global information system is to be used. A comprehensive list of possible regulatory considerations and
guidance is provided in Appendix 1, Section 5.6.

Key factors for the successful delivery of the proposed global information system should be identified and understood
as early as possible. These include:

»  Possible cultural and language differences that will require careful management throughout the Project phase
and into Operation

»  Successfully developing global business processes

* Understanding and implementing the appropriate technical architecture (see Section 4.1.3)
*  Network and hardware capacity

« Establishing an effective project organization

* Identifying business process, system, and data ownership

*  Use of pilot projects and lead implementation sites

+ Data management planning (see Section 4.1.4 and Appendix 9)

These topics should be considered during the Concept phase and developed further during the Project phase. These
topics are covered in more detail in Appendix 1.

4.1.3 System Architecture
Factors to consider for the system architecture of a global information system include:
*  Design
*  Administration
*  Environments
*  Security
»  Performance (including speed, capacity, availability, and reliability)

These aspects are addressed in this Guide within the phase of the system life cycle most affected. The impact of
architecture decisions taken in the Concept phase on the global information system solution should be understood.

Architecture decisions are at the core of the automation solution and should, therefore, be made early in the
implementation process, typically following business process definition and requirements gathering.

The selection of the type of system architecture should be made early in the Concept phase:
1. Centralized data architecture

2. Distributed data architecture
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3. Blending of the two approaches (e.g., a central database with local elements for process control or data
acquisition)

See Appendix 3 for a discussion of the advantages and disadvantages of centralization versus distribution.
4.1.4 Planning for Data Management

Data architecture can have a significant impact on data planning, see Appendix 3.

Data management for global information systems should be considered during the Concept phase. Data should

be owned by Business Process Owners. The Business Process Owners should develop, or agree to, a data

management strategy in support of the data life cycle for the system(s) involved in the project.

1. The data management strategy should be defined as early as possible in the Concept phase.

2. Data standardization should be a high priority goal.

Failure to address either of these two aspects can increase the risk of data integrity problems.

Many of the life cycle activities for global information systems may be under the control or influence of a diverse and
geographically distributed group of individuals, so a well-defined data life cycle should be followed. This should cover:

*  Planning

*  Acquisition

*  Organization

*  Presentation

+ Datause

+  Data archival

» Data destruction

The aggregate requirements related to records maintained in a global information system should be understood.
Global data management usually requires an understanding of multiple jurisdictions. Data owners and project teams
should understand all applicable requirements:

* QA departments are usually familiar with rules for one or two jurisdictions (e.g., local and FDA regulations)

*  Legal departments are usually locally focused

From the perspective of development and administration of a data management strategy, the data life cycle and

the system life cycle should be viewed in parallel, at least as far as maintaining quality throughout both life cycles is
concerned.

Stakeholders should be involved early in the Planning and Concept phase. The data management strategy should
identify those individuals appointed to take on the policy setting and administration roles. These individuals should be

adequately trained in global regulatory requirements as they relate to managing data and information.

The applicability of standards, procedures, and guidelines to best practices should be confirmed.

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

ISPE GAMP® Good Practice Guide: Page 27
Global Information Systems Control and Compliance

Decisions made during the Project phase that relate to data management and data integrity should be linked to new
or existing operational processes.

4.1.4.1 Data Integrity

Decisions regarding product quality and patient safety are based on data that is recorded and reported. Data integrity
issues may not be easy to detect, regardless of how data is recorded.

The use of computerized systems may require additional tools and expertise to identify data manipulation. Controls
should be implemented and validated to mitigate the risk of data manipulation.

If any aspect of the Data Management Strategy is outsourced, the supplier management program should include an
assessment of the potential risk to data integrity. Employees and suppliers should understand the accountability and
traceability requirements for the recording and retention of data, and the consequences of any compromise to data
integrity.

Training should be provided to help to ensure that documentation which records what happened is created at the
time it occurred, in order to help to ensure product quality and patient safety. This documentation should include
information about the personnel who performed it, along with clearly documenting changes and investigating
deviations.

4.1.4.2 Accountability and Data Ownership
Data should be owned. A Business Process Owner with accountability for data and its management should be
identified, allowing for the possibilities of central or distributed data, or a combination of both. While data may be
locally distributed and have a local Data Owner, someone should be globally accountable to ensure that the global
data life cycle requirements are met. This includes defined responsibilities for all applicable aspects described in this
list.

4.1.4.3 Adherence to defined Corporate Retention Management Processes
Global processes for managing records should be followed. For a global information system, this includes
understanding the various local legal and regulatory requirements (which may differ based on jurisdiction). Rules for
managing data destruction, including who needs to approve the destruction, should be agreed. For further discussion
of record retention, see Appendix 2.

4.1.4.4 \Verification of the Appropriateness of Enterprise IT Control Processes
Processes such as IT backup and restore need to be verified as being compatible with the business model.!

4.1.4.5 Rules of Archives

If data is to be archived, the nature and timing of the archival and rules for access to the archived data should be
defined.

4.1.4.6 Security

Globally distributed information environments create an increased need for managing the security of the data
effectively so that there is reduced risk of:

+  Exposure of confidential data

" For example, if a system is only used for a brief period annually (e.g., to close out yearly activities), a monthly backup process that recycles media

every fourth month is not appropriate, as corruption of the data could occur early in the year and be propagated to all backup i e jia
discovered. Bﬁbf[fm entS
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*  Unauthorized changes to data
* Accidental or intentional misuse of data
* Loss of data

Data management should ensure that the right people have access to the right data in an appropriately timely
manner.

4.1.4.7 Data Migration
Data migration activities should be addressed during the Concept and planning phase. Key stakeholders should
make the decisions as to what data will be migrated and from what existing systems. The members of the team
handling this activity should be identified during the Concept and planning phase and work should start immediately.
Data migration can often take longer than the entire project of system implementation.
When deploying new systems, it may be necessary to put a freeze on data collection in the predecessor system. This
should be defined in the Data Migration Plan, including scope, i.e., whether the freeze is global or local. For changes
to existing systems, this will more likely be a brief shutdown of the system while the change is implemented.

4.1.4.8 Unmigrated Data
It may be appropriate to archive rather than migrate some data that has not yet reached the end of its retention
period. Not migrating the data could affect ease of access and/or the ability to reprocess it. Such decisions should be
taken and justified based on a risk assessment.

4.1.4.9 Merger and Acquisition Considerations
Where a site or division using a global application is sold, the data (including metadata and supporting
documentation) relevant to that business unit should be isolated and transferred to the new owner. This can be
difficult to manage, but it can be made easier if the metadata is appropriately designed initially. Integrating information
from an acquisition is a more standard data migration challenge.

4.1.5 Planning for System Management
For non-global information systems, most aspects of setting up operational system management processes typically
form part of the Project phase. For global information systems, structures that need significant organizational planning
might need to be created. This should be started as early as possible.
Issues that should be considered in parallel with initial project planning include:
*  Accountability
*  Communication
»  Configuration management and version control
*  Change control

*  Security management

*  CoE concept
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4.1.5.1

4.1.5.2

4.1.5.3

4.1.5.4

4.1.5.5

4.1.5.6

Accountability

Most companies make someone responsible for system management, but assigning accountability is also important.
This is especially important when responsibility may fall to local organizations. Someone should be globally
accountable for consistent good practice across all locations. A local data center may be responsible for backup and
archiving, but there should be accountability to ensure that changes and activities thought to be purely local do not
compromise other sites.

Communication

Many aspects of system management require communication between sites and with global users. Language and
cultural issues can impact effective communication.

Configuration Management and Version Control

Defined processes are imperative to keeping sites synchronized. This is especially true for distributed systems. It is
inadvisable to permit sites to have different configurations, as managing this can be very difficult and can be a source
of possible problems.

Change Control

Global systems require a change control infrastructure at both global and local levels. Proposed changes need to

be evaluated for both global and local impact. Updates and patches need to be managed and applied in a controlled
manner that minimizes negative impact on the business. Coordination is important, but so is sensitivity to local issues
that may impact scheduling decisions.

Security Management

Central management of security reduces the number of security administrators needed, but communication with
local sites is considered essential to ensure that access control reflects current needs based on defined role profiles.
This may include differing requirements based on legal or regulatory jurisdictions, and a well reasoned, risk-based
approach to security controls can be much more challenging in such circumstances.

People are one of the biggest risks to security and the roll out of effective security training to users in all geographies
is equally important.

The Center of Excellence Concept

While several models for global system management can be envisioned, this Guide describes one strategy that
can help, i.e., the establishment of a global “Competency Center” or CoE. This model can efficiently and effectively
address many of the issues noted above and this Guide assumes the establishment of a CoE.

For very large systems, multiple regional CoEs may be considered. The general concept behind these organizations
is to establish a concentration or focus of expertise in one place. If multiple CoEs are established, the most common
and probably the most effective approach, is to designate one CoE as primary CoE, and the others as secondary
CoEs. While all will participate equally in support tasks, the primary CoE can be the focus for strategic decisions.

The CoE concept provides several advantages for global management:
1. Common resources for problem resolution:

«  Significant collaboration can be achieved if many of the problems with the system can be addressed
centrally.
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2. Service or Operational Level Agreements:

3. Management of future global validation issues:

4. Documentation management:

See Section 4.3.2 for a more detailed description of the CoE model.

4.1.6 Typical Concept Phase Risks

ISPE GAMP® Good Practice Guide:
Global Information Systems Control and Compliance

Service Level Agreements (SLAs) or Operational Level Agreement (OLAs) can be established that define
expectations for the global information system for both internal and outsourced services. Depending on how
support is to be provided, this may be a combination of local and global agreements.

Maintaining the validated state can be assured by CoE review and, where appropriate, CoE management of
changes.

Responsibility should be established for managing both the global system management and validation
documents.

Risks typically become noticeable during the project and operational phases of the system. Consideration of risks
during the concept phase can help to mitigate significant issues and failures later. Typical concept phase risks for
global systems are summarized in Table 4.1.

Table 4.1: Typical Concept Phase Risks

Issue Type

User

Hazard

Inadequate understanding of
impact of new system

Risk

Inadequate resourcing or
insufficient funding

Mitigation

Scope and impact of
system fully defined as

part of Business Case and
communicated clearly to
senior management in order
to gain their commitment.

Unclear objectives

Delayed or unsuccessful
project

Objectives clearly defined
and understood by senior
management, Steering
Committee, and Project
Management.

Cultural differences

Misunderstandings and issues
during the project and beyond

Project Management
identifies possible cultural
differences and implements
working practices and
measures to ensure effective
communication and co-
operation between core and
local team representatives.

Inadequate resources or
funding

Unrealistic timelines or failure
to meet all requirements

Reconciling available
resources and funding at
Steering Committee level.
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Table 4.1: Typical Concept Phase Risks (continued)

Issue Type

User
(continued)

Hazard

Flawed user requirements

Risk

Flawed design or a system
that does not meet the
business needs

Page 31

Mitigation

User Requirements
Specification (URS)
development involving all
interested parties and is
subject to rigorous review.

Technical

Invalid technical assumptions

Flawed design

Ensuring technical decisions
taken by appropriately
qualified and experienced
specialists, based on:

+ Sufficient understanding of
business processes to be
automated

» Consultation with suppliers

» Defined and approved
requirements

Inappropriate choice of
architecture

Operational limitations or
inadequacies

Ensuring technical decisions
taken by appropriately
qualified and experienced
specialists, based on:

+ Sufficient understanding of
business processes to be
automated

+ Consultation with suppliers

» Performing cost benefit
analysis

» Defined and approved
requirements

Regulatory
and Legal

Not all regions covered

by system have common
understanding of regulatory
requirements and
expectations

» Inappropriate record
retention

» Lack of data integrity

* Inappropriate use of data

* Failure to address
and meet regulatory
requirements of all regions
where system is used

Reviewing and understanding
local requirements. Involving
all relevant QA and Legal
departments in this process.

4.2 Project Phase

4.2.1

Key Project Phase Activities

The Project phase consists of the following activities within the overall project:

«  Planning the validation strategy, taking into account possible pilot/lead implementation site approach

* Implementing project procedures, e.g., change control, configuration management

»  Defining global business processes
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»  Establishing system ownership
+  Defining project organization (roles and responsibilities)

+  Finalizing and documenting both global and local user requirements, including any piloting, prototyping, and
evaluation activities. Ensuring that they are:

- Clear

- Complete

- Testable

- Unambiguous
»  Assessment, selection, and management of suppliers, e.g., contracted off-shore software development
«  Translating user requirements into:

- Appropriate system architecture

- Functional or configuration specifications

- Design specifications
*  QRM activities:

- The regulated company should ensure that an acceptable Quality Management System (QMS) is in place
and is appropriate to the project

- Responsibility for quality lies with the regulated company
»  Performing design reviews
*  Creating and maintaining traceability information
*  Producing and managing the code for the system
»  Documented software testing — ensuring the developed system is adequately verified
«  Developing user documentation, instructions, and training in both a common and, as needed, local languages
*  Operational system management planning, e.g., change control, security, backup and recovery
»  Validation reporting
* Releasing the system for use
These activities are described in more detail in Appendices 1 and 8.
Successful delivery of a compliant and validated global information system normally requires effective project

organization and management. The Project Manager should be responsible for managing aspects typically
surrounding global information system projects. Further guidance is given in Appendix 7.
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4.2.2 Design Considerations
Architectural aspects of global information systems should be considered and addressed appropriately within the
project. This can involve negotiation with the responsible infrastructure support groups (which may include cloud or
other outsourced providers). Architectural aspects may include:
*  Need to use minimum standards for hardware and software across the global implementation
»  Compatibility of applications running on the same platforms
*  Need to interface local applications with global system
*  Compatibility of local applications on the same platform

»  Description and visual mapping of the system

»  Clock synchronization. (This can be significant for time stamps on electronic records. A master clock server
should be designated, as system clocks are usually controlled by infrastructure support.)

»  Security, access controls, availability, integrity, confidentiality, and authentication

»  Network availability and stability, including availability of internet connections where needed (applies to cloud
solutions and to applications that have interfaces relying on the internet)

»  Testing of contingencies involving cross-site communications
*  Business continuity and disaster recovery

Several local infrastructure groups may need to be involved, depending upon the organization of the IT function in the
regulated company. Architectural aspects should be addressed when contracting with outside service suppliers.

Architecture decisions should be included in determining the appropriate strategy for formal testing. For further
information, see Appendix 4.

4.2.3 Planning for Data Management
Initial planning undertaken during the Concept phase should be further developed during the Project phase. There
should be a well defined and documented data definition, to develop user requirements that adequately support good
data management, including:
*  The meaning of the data, including an understanding of the metadata needed to keep the data meaningful
*  What is data quality (integrity, appropriate precision, and accuracy)?
- Note: data quality is a business responsibility outside of the realm of IT responsibility

. How the data will be used

»  Possible local legal requirements that may supersede global retention plans, e.g., for management of Personally
Identifiable Information (PII)

* How long the data needs to be retained. (This can have a significant IT impact; for data retained for three to five
years, proprietary formats are not likely to be problematic. There may be significant issues for data that needs to

be retained for a decade or more.) Docu ments
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»  Establishing the degree of standardization, including local versus global definitions and naming conventions for
data. Implications of multi-language needs for prompts and data entries should also be considered.

The data definition should be agreed to by the data creators, owners, managers, and users.

To increase data consistency and integrity the following should be considered when developing data user
requirements:

»  Utilizing technical solutions to minimize human error and increase error detection, e.g.:

- Dropdown menus

Data dictionaries

- Field formatting

Range checking
* Required fields should be clearly identified to ensure that incomplete records are not allowed
*  Audit trail data should be defined:

- Expectations for audit trail availability should be defined. For example, there may be personal information
that should be restricted to those with a legitimate business need to see it.

- Consideration should be given to whether some simple audit trail queries should be developed. This might
make audit trail review (as part of the business process simpler). It might also help to protect sensitive
information.

An archiving strategy should be defined as a user requirement if the:

»  Expected volume of new data, and of the data to be migrated, is significant
*  The data needs to be retained for a long time

Data availability requirements should be defined.

For more information on data management requirements see Appendix 9.

4.2.4 Planning for System Management

Operational system management processes considered during the Concept phase should be established and
finalized during the Project phase.

4.2.4.1 Centers of Excellence

If the decision has been made in the Concept phase to use the CoE model, building the first CoE should be started
during the Project phase. The SME who will head the CoE is usually involved with the project. Consideration should
be given to selecting the CoE head from the business side, as business impact of any actions by the CoE need to be
understood.

A “follow the sun” model can ensure that at least one CoE is open at any time of day. This is usually appropriate for a
large global information system with significant business risk.
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CoEs are typically small in terms of staff, although they may have demands on other IT or business resources to
execute system management or troubleshooting processes.

If multiple CoEs are to be established, this will probably be a phased project, with a subsequent CoE established
when geographically justified. It is advisable to draw on experienced staff from the first CoE to build and train the staff
for the second CoE.

Regulated companies may elect to outsource their CoE. This may work well for support of purely IT issues; however,
it can make addressing issues that cross over into the business realm more complicated. Where a CoE is outsourced,
handling the process interface should be considered. It may be advisable to build extra communication channels and
expectations into the SLA with the outsourced CoE.

4.2.4.2 Definition of System Management Processes

Decisions are needed regarding where the various processes will be performed, in conjunction with developing the
CoE. Processes may be:

*  Entirely local:

- Local processes are easily monitored by the most directly affected people, but care should be taken to
ensure that nothing done locally creates risks or inhibits operations at other sites.

+  Entirely global:

- Managing a process globally can ensure consistent application, but it might not meet the needs of a unique,
local situation.

e Hybrid
Planning and implementing these processes should include input from all involved parties.

Adopting a globally standardized service management methodology, e.g., ITIL®2 [10] or ISO 20000 [11], can provide
an effective approach to defining processes that can work globally. This can help to facilitate consistent system
management, and should be adopted by CoEs.

Adopting a standard approach can help to ensure that system management meets consistent standards. This means
that the high degree of confidence in the validated global information system is preserved throughout the Operational
phase of its life cycle and in all locations. If a regulated company is considering an outsourced CoE, it is advisable to
ensure that the company being engaged to manage the CoE follows one of these highly structured methodologies. A
consistent and well defined processes can prevent potentially serious support problems.

Some processes, such as change control and incident/problem management, can have global implications, even if
the change or incident appears to be entirely local. This can make the organization more complicated, as there needs
to be a mechanism for escalation of problems to global teams, when needed. Typically, this escalation mechanism
involves defining what can be managed locally. Anything outside of the defined boundaries needs global evaluation,
probably by the CoE. Where an organizational infrastructure already exists, the project team needs to integrate the
new global information system into the mechanism. If the global teams are not already set up, substantial work may
be needed to build them.

2 ITIL® (Information Technology Infrastructure Library) [10] is a methodology developed in the UK that has become a de facto global standard for IT
service management. It has evolved since its introduction in the 1990s, with the current edition as of this writing having been published in 2011.
Many of the processes described in ITIL® are good practices that form a base for effective system management. Much of the i m i
section is derived from ITIL®. weu Iéhts
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4.2.4.3 Configuration Management
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In addition to managing the configuration of the global information system under development, the global information
system development team should set up the process for managing it during operation. Part of the work of the global
information system development team should be to define the Configuration Items (Cls) for the global information
system, including the attributes and relationships for these Cls. (Note: the development team, not the validation team,
should be responsible for this activity, although validation needs to verify that a configuration baseline is established.)
Cls include configurable software settings and hardware components, common infrastructure components like
servers and networks?, software components, and documents. For more information, see the ISPE GAMP® Good
Practice Guide: IT Infrastructure Control and Compliance (Second Edition) [12].

4.2.5

Typical Project Phase Risks

Typical project phase risks for global information systems are summarized in Table 4.2.

Table 4.2: Typical Project Phase Risks

Issue Type

Technical

Hazard

Complex system architecture

Risk

» Data configuration is not
managed effectively

» Synchronization of data
across sites/regions
may be lost, threatening
the ability to view up to
date data, or to share or
exchange data

Mitigation

* Employing suitably
qualified staff

* Implementing clear
data configuration and
synchronization procedures
and provide training

Different versions of operating
systems, middleware and
applications to be supported

Appropriate compatibility is
not maintained, which could
lead to system failures

Minimizing the number of
different versions in use where
possible, enforce configuration
and change management.

Supplier

Use of inappropriate or
not suitably qualified or
experienced supplier(s)

Software product or customer
application is developed in an
informal manner, without the
rigor of a formal QMS, leading
to the system not being fit for
purpose

Performing supplier
assessment to verify
standards, agree and monitor
corrective action, which may
include added validation
activities, where required.

Insufficient staffing impacting
quality related decision
making

Software is developed and
released without appropriate
assurance that it meets the
defined requirements

Project management to
allocate staffing resources
based on planned activities
and deliverables, then monitor
and adjust as necessary.

3 It should be noted that the ideal situation would have common infrastructure components already listed in a Configuration Management Database

(CMDB), and that the global information system would list dependencies to existing Cls. It is not practical to expect those res

application to assume Configuration Management responsibility for infrastructure outside their control.
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Table 4.2: Typical Project Phase Risks (continued)

Issue Type

Supplier
(continued)

Hazard

Inexperience

Risk

While inexperience of either
the regulated company or of
the supplier introduces risk,
the risk is multiplied when
both are inexperienced

Page 37

Mitigation

Preferably, an inexperienced
company should work with

an experienced supplier. If

it is unavoidable that both

are inexperienced, strong
consideration should be given
to hiring an experienced
system implementation
partner.

Inadequate documentation
management

Formal, controlled,
documentation is not available
to verify and demonstrate that
the system is fit for intended
use

Performing supplier
assessment to verify
standards, agree and monitor
corrective action where
required

Project
Organization

Lack of system ownership

Functionality is not compatible
with business processes

Identifying owner with
sufficient knowledge and
authority

Insufficient local site
representation

Insufficient local ownership
and increased likelihood of
a global solution that is not
acceptable to one or more
remote sites

Ensuring local site
representation on project team

Inadequate interaction
between global team
and designated local
representatives

Insufficient local ownership
and increased likelihood of
a global solution that is not
acceptable to one or more
remote sites

Defining communication and
feedback mechanism within
project team

Inadequate change
management

* Inadequate or invalid
testing

* Project delays due to late
or trivial changes

» Scope creep

Defining rigorous risk-

based change management
procedure effective for whole
project.

Inadequate configuration
management

Release and handover of
flawed system

Defining configuration
management procedure
appropriate covering core and
local elements.

Regulatory
and Legal

Lack of understanding

of applicable laws and
regulations (e.g., GxP, Data
Privacy)

Failure to comply with laws
and regulations putting
companies at risk of legal and
regulatory action

Reviewing and understanding
local requirements. Involve
all relevant QA and Legal
departments in this process.

Inadequate knowledge of
applicable regulations relating
to electronic records and
signatures

System does not provide the
technical controls required
to enable compliance

with electronic record and
signature requirements

Reviewing and understanding
applicable regulations. Involve
QA in this process.
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4.3 Operation

Once the global information system has been accepted and released for use, there is a need to maintain compliance
and fitness for intended use throughout its operational life. This can be achieved by the use of up to date documented
procedures and training that cover use, maintenance, and management. Clear ongoing ownership of the business
process(es), system, and data throughout the Operation phase is considered essential, see also Appendix 1 Section

5.2.

The Operation phase of a global information system may last many years, and may include changes to:

Data (structure or content)
Software

Hardware

Business process

Regulatory requirements

The integrity of the system and its data should be maintained and verified as part of periodic review.

As experience is gained during operation, opportunities for process and system improvements should be obtained,
based on periodic review and evaluation, operational and performance data, and root-cause analysis of failures.
Information from the Incident Management and Corrective and Preventive Action (CAPA) processes (or other
mitigation process such as defined in ITIL® [10] or ISO 20000 [11]) can provide significant input to the evaluation.

Established operating procedures for global information systems should cover:

Change and configuration management
Incident and problem management
Release management

Security management

System administration

Data management

Data retention, migration, or destruction
Globally defined training requirements and curricula
Data backup and recovery

Business continuity and DR

Supplier management, including the SLA

Periodic review
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System architecture will impact the Operational phase of a global information system. For example, a centralized
system can have a mostly centralized support structure. A service desk that needs to be able to “follow the sun”
can be centralized and staffed in shifts. A distributed system, however, needs some level of support to be local to
the servers, e.g., for hardware maintenance. When support is being handled outside of the local area, support staff
should be able to communicate in a language understood by the users who need help.

System architecture will also affect the approach to specific operational activities such as backup, business continuity
planning, disaster planning, incident management, and user account management (see Appendix 2).

4.3.1 Maintaining the Validated State
Global information systems should be maintained in a validated state. This can be more complicated if a system
is managed differently (or to different standards) at different sites. A globally standardized service management
methodology, e.g., ITIL® [10] or ISO 20000 [11], can help to facilitate consistent system management.
Regulated companies should consider adopting a standard approach to ensure that system management meets
consistently high standards so that the high degree of confidence in the validated system is preserved throughout the
Operational phase of its life cycle and in all locations.

4.3.2 Managing a Global Information System through a Center of Excellence

CoEs can be an effective method for delivering key elements of system management. The CoE should have the
responsibility for managing the global information system core, including:

»  Configuration (including patch management)

*  Global change controls process

* Possible involvement in local change control processes

*  Application level security (but not user account management)

* Incident management referrals for solution of “Level 2” or higher problems (those not soluble by the front-line
Help Desk)

The CoE can be used to negotiate an OLA with the Business Process Owner. The OLA should define what
expectations users should have for performance and availability. The CoE also can also manage agreements with

internal suppliers (e.g., for network support) and with external suppliers (e.g., the application supplier’s help desk).

In cases where there are multiple CoEs, problem management may be shared to support off-hours work. The CoE(s)
may also be given responsibility in relation to:

*  Backup
*  Archival
»  Disaster recovery
+  Training

Sites should not all be off-line at the same time in distributed scenarios.

Documents

Document Sharing Hub

Full document details: ISPE GAMP Good Practice Guide - Global Information Systems Control and Compliance 2017


http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017
http://www.avadocuments.com/doc/ispe-gamp-good-practice-guide-global-information-systems-control-and-compliance-2017

Page 40 ISPE GAMP® Good Practice Guide:
Global Information Systems Control and Compliance

Figure 4.2 shows a graphical representation of the CoE concept with more than one CoE. In this model CoEs “1” and
“2” are located in different time zones. The Service Desk* interacts fully with both CoEs. Incident management can be
based either on geography or on which CoE is within normal business hours at the time the incident is escalated. For
emergencies, the call should always go to the active CoE.

Figure 4.2: Center of Excellence Concept

Global Environment

Incident and Problem Management:
Level 1 for Group A, Level 2 for Group B

Incident and Problem Management:
Level 1 for Group B, Level 2 for Group A

||
Global Service Desk

Global System Management
(Change Control, Configuration Management, Back-up, etc.)

Service Level Agreements

Other Globally Managed Activities

High risk or high priority issues may involve work by a second CoE in cooperation with the first, e.g., during the off-
hours of the first CoE. Both CoEs should assume full responsibility (and accountability) for compliance with critical
processes such as Change Control and Configuration Management (see Appendix 2). A single OLA or SLA may tie
user expectations together; however, business practices at different sites may make multiple OLAs or SLAs desirable.

Where multiple CoEs are involved, close and frequent communication should occur between the CoEs.

Where smaller companies do not have the capability (or the need) to support a separate CoE, consideration should
be given to creating a “virtual CoE”. This should identify appropriate IT and business resources to address global
problems and issues. Personnel assigned to a virtual CoE should have this role formally defined as part of their job
responsibilities. The proper level of commitment should be made clear in their job objectives. A virtual CoE may not
be as available and as responsive as a dedicated team.
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4.3.3 Establishing Risk-Based System Management Practices
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The scope of global information systems means that the risks related to such a system may be subject to regional

variation.

For example, countries with very strong privacy protection laws present challenges to the way that data is managed.
This may potentially include conflicts with the requirements of health authority regulations and particularly health
authority regulations from outside the country. These challenges can affect system management practices in areas
such as backup management and record retention. Mitigation measures may help to alleviate some risks, but
regulated companies may need to select a path of least harm. It is advisable to involve all relevant Legal and QA
departments in such decisions.

The concept of weighing risk to the overall enterprise versus local risk is magnified for global information systems.
Isolating global information systems within their own environment can be used to “protect” smaller GxP systems
from relatively frequent infrastructure changes. This isolation technique can make it easier to delay infrastructure
changes, in order to deal with them as packages releases. It may not, however, be possible to isolate global
information systems within their own environment. Global business process owners and system administrators may
not be able to delay an operating system or database patch because the overall risk to the company is too great. In
these circumstances, the CoE should be able quickly to decide risk to the system to feed it into the enterprise risk

calculation.

For outsourced solutions, the CoE may not be making the risk-based decisions. These decisions would usually
come from the supplier, but the CoE still need to understand the risks and may need to initiate planning for mitigation

activities.

Typical risks related to system management and possible approaches to mitigating them are summarized in Table 4.3.

Table 4.3: Risks Related to System Management Processes

System

Management
Area

Service
Levels

Hazard

Unclear accountability for
resolving incidents

Incidents go unresolved
for too long

Decisions are made but
buy-in is not universal

Mitigation

Assigning a single globally
accountable individual

(e.g., a CoE head) who can
nominate locally responsible
individuals.

Poor communications with
local users and managers

Questions are either not
asked or not answered
Local buy-in is not
obtained

Defining communication
processes for different types
of incidents based on risk
and business impact, e.g.,
dashboards or performance
metrics.

Local expectations do not
align with global priorities

Dissatisfied users

Local business processes
not aligned with system
capabilities

Establishing a CoE and
developing OLAs or SLAs
with local organizations which
define promised service level
and clear Key Performance
Indicator (KPlIs).
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Table 4.3: Risks Related to System Management Processes (continued)

System

Management
Area

Service
Levels
(continued)

Some users are underserved
because of large time zone
differences

» Dissatisfied users

» Failure to meet OLA or
SLA with a user segment

» Business impacted

Mitigation

Establishing satellite CoE(s)
which can provide first and
second level support during
all business hours should

be considered, where the
organization can support it.
This scheme can also support
extended work on major
global problems.

Change
Management

Global changes do not work
for all sites

» Dissatisfied users

» Business impacted

» Application drift if rollback
is done only at affected
sites

» Desired changes not
implemented if rolled back
globally

Evaluating differences in

all local infrastructures,
interfaces, business
practices, and laws and
regulations when planning
changes at the CoE. The CoE
may need to consult multiple
groups or sites to obtain

the complete business and
regulatory picture.

Inadequate QA evaluation of
local regulatory impact

» Failure to comply with
regulation

* Required successful
change not implemented
due to compliance

Ensuring QA representative
on the Change Advisory
Board (CAB) is sufficiently
knowledgeable to recognize
when a local QA opinion is
needed.

Change schedule does
not allow adequate time
to address local validation
issues

+ Changes not implemented
as planned

+ Changes implemented
without complying with full
change process

Ensuring change is planned
and communicated far
enough in advance to

allow local time to react. If
possible, schedule staggered
implementation to provide
more time to address local
problems.

Local infrastructure changes
not adequately evaluated
for effect on the global
application

» Unexpected application
failure
* Drift from global norms

Establishing a local CAB for
this purpose, with a direct
communication channel to the
global CAB.

Misuse of emergency change
processes

Regulatory risk that changes
are not adequately evaluated
prior to implementation

Creating Standard Operating
Procedures (SOPs)

defining what constitutes an
emergency.
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Table 4.3: Risks Related to System Management Processes (continued)

System

Management
Area

Release
Management

The number of releases
overwhelms the local ability to
address validation issues

Regulatory risk that changes
are not adequately evaluated
prior to implementation

Page 43

Mitigation

Strictly limiting the number

of delta or emergency
releases and adopting a
package release strategy with
scheduled delivery dates.
This can allow the local
organization to plan resource
allocation accordingly.

Failed changes disrupt local
business processes

» Dissatisfied users
» Business impacted

Defining rollback strategy for
any change release. Establish
a process for evaluating the
relative risk and impact to

the enterprise as a whole, if

a change is to be rolled back
because of one local problem.

Change
Records

Inadequate or inconsistent
documentation

» Greater potential for
records to negative audit
findings

» Subsequent changes
evaluated incorrectly

* Uncertainty about whether
a change was actually
implemented

» Configuration records not
correct

Change management SOP
defining documentation
requirements including:

» Update specifications, if
appropriate

» All approvals obtained
timely

» All associated records
(e.g., testing) available

» Changes closed
appropriately, even if not
implemented

Configuration
Management

Incompatible local and global
tools and processes

» Configuration records not
correct

* Higher risk of failed
changes

Single CMDB owned globally,
with Cls defined, including
unique local Cls. Effective
communication channels
between local and global
entities.

Configuration records drift
and become inaccurate

* Higher risk of failed
changes
* Regulatory exposure

Defining an owner for every
ClI. Not all Cls need to be
owned globally. Change
management procedures at
all levels define when the
CMDB needs to be updated.

Incident
Management

Local incidents do not get
adequate global attention, or
global incidents are a surprise
to local organizations

» Dissatisfied users
* Business impacted

Regular communications
between local and global
organizations. Risk-based
processes for determining
which incidents need to be
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Table 4.3: Risks Related to System Management Processes (continued)

System

Management
Area

Security
Management

Inadequate local security

* Unauthorized users have
access

» Unauthorized changes to
data

» Data integrity questionable
by regulators

ISPE GAMP® Good Practice Guide:
Global Information Systems Control and Compliance

Mitigation

Defining minimum security
requirements at the global
level and cascade them
locally. Follow accepted
global security standards
such as ISO 27001/27002
[13, 14] or the National
Institute of Standards and
Technology (NIST) [15]
standards.

Performance
Monitoring

Failure of global organization
to appreciate local
performance issues

» Dissatisfied users
* Business impacted

Planning for anticipated
capacity and growth.
Establish performance KPls
and track them at each site.

Backup and
Recovery

Global backup processes do
not align with local needs

» Data at increased risk

» Dissatisfied users if
backup interferes with
work day

* Business impacted

Local authorities need to
evaluate the global process
to ensure it fits business
practices. If not, local
authorities either need to
establish compensating
controls or drive a change to
the global process.

Backup management does
not comply with local laws

(e.g., for managing private
data)

» Data at increased risk

* Legal exposure to fines or
other penalties

» Regulated company
reputation at increased risk
if a breach occurs

Ensuring relevant laws are
well understood and tailor
processes to comply.

Record
Retention and
Archiving

Global retention policies do
not take local law into account
(e.g., for managing private
data)

» Legal exposure to fines or
other penalties

» Company reputation at
increased risk if a breach
occurs

Local organizations should
make legal requirements
known to the global
organization.

Conflicting international rules
(e.g., GxP versus local data
privacy law)

Legal exposure to fines or
other penalties

Involving local and global
legal and QA departments in
developing a strategy for a
least-harm approach.

Business
Continuity

DR fails to account for local
needs at all sites

» Data at risk
* Increased business impact
of disaster

DR plan needs to be risk-
based and accommodate

highest-value restoration first.

DR strategy of restoring at
alternative live data center
seriously impacts business at
the site that did not have the
disaster

» Dissatisfied users

» Data at risk

* Increased business impact
of disaster

When preparing the DR plan,
ensuring that alternative

hot or warm sites have the
capacity to t on the load
for the affect

men
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Table 4.3: Risks Related to System Management Processes (continued)

System Mitigation
Management
Area
Business Not all resources needed for » Dissatisfied users Ensuring that local personnel
Continuity global DR effort are identified | ¢ Data at risk needed for a global DR
(continued) and ready * Increased business impact | exercise are listed and

of disaster informed. Periodically review

this list. Execute periodic
recovery exercises.

Periodic Local and global alignment » Data integrity at risk Ensuring that global
Validation inadequate * Regulatory exposure processes involve local
Review assessments where

appropriate. Provide global
support for local reviews.

4.3.4 Service Level Management

Global information systems usually rely on multiple suppliers. These can be internal suppliers or a combination of
internal and external suppliers. Suppliers bear some responsibility for keeping the global information system running
smoothly. Both the Business Owner of the global information system and those supporting it should understand and
agree expectations, e.g., for support hours by the IT group. For further information on the “follow the sun” model, see
Section 4.2.4.

The Owner of the global information system is accountable for defining required service levels and funding their
fulfillment. The CoE can have responsibility for monitoring and reporting on service levels.

This Guide references ITIL® [10]. ITIL® is a widely accepted approach to IT service management, and provides a
cohesive set of best practice drawn from the public and private sectors internationally.

4.3.5 System Management Processes
4.3.5.1 Operational Change Control and Management

Operational Change Control is covered in ISPE GAMP® 5, Appendix O6 [4] and more extensively in Chapter 10 of the
ISPE GAMP® Good Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems [16].

Change control is connected with configuration management, as most of the changes that need to be managed in
conjunction with a computer system involve changes to the configuration. Managing change for global information
systems needs a wide evaluation of potential effect and the coordination of release management processes. This
emphasizes the need for a well-defined change control process that stresses thorough and effective planning, a clear
understanding of risk management (risks may not be the same everywhere), and robust communication.

The challenge is to developing a process that routes the change requests appropriately, as evaluating all changes
globally can introduce complexity and subsequent delays.

For further information on change management for global information systems, see Appendix 2.
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4.3.5.2 Configuration Management

The complexity of the system architecture can affect how challenging configuration management is for a global
information system. The more components there are that are managed locally, the greater the risk of configuration
drift and the possibility of problems with compatibility.

One of the goals of configuration management is to ensure that different sites using the global information system do

not lose the ability to share data and to produce consistent results. Listing documentation and software versions and

hardware models as Cl attributes, along with the relationships noted, may help to facilitate this.

For further information on configuration management for global information systems, see Appendix 2, Section 6.2.
4.3.5.3 Incident Management

The approach to incident management will depend upon the structure of the system. Whether a centralized

or distributed system, a documented procedure should be considered. This should define suitable global

communications (both to and from the CoE) and should take into account local implications. Risks related to an

issue should be considered in regard to how communications related to the incident are handled, both to users and

between support organizations.

For further information on incident management for global information systems, see Appendix 2, Section 6.3.
4.3.5.4 System Security

Consideration should be given to accepted international security standards for a global information system, e.g., ISO

27001 [13] and 27002 [14] or the NIST cybersecurity framework® [15]. The specific challenges for global information

systems are to distribute security management responsibilities to ensure the most effective and efficient processes

while providing adequate logical security protection of data integrity. Adherence to global security standards, such as

those in the ISO 27000 series [17], is recommended to ensure that all sites manage security in the same way.

For further information on system security, see ISPE GAMP® 5, Appendix O11 [4].

Physical security for global systems should be a local responsibility.

For further information on security for global systems, see Appendix 2, Section 6.5.

4.3.5.5 Performance Monitoring

For further information on performance monitoring, see ISPE GAMP® 5, Appendix O3 [4] and the ISPE GAMP® Good
Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems [16].

Performance of global information systems should be monitored effectively, rather than referring to benchmark sites.
For example, an application may be performing satisfactorily at the site where the CoE is situated, but could be
unacceptably slow at another site. This could be because of several conditions ranging from undersized servers to
network latency, or competition for bandwidth during peak usage.

For further information on performance monitoring for global information systems, see Appendix 2, Section 6.7.

5 http://www.nist.gov/cyberframework/. Doc u m e nts
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4.3.5.6 Backup Recovery of Software and Data

Impact on the business associated with backing up databases should be weighed against the cost. This should
include the risk of not meeting business or regulatory requirements if data is irretrievably lost or otherwise
compromised, as in the case of a catastrophic system failure or breach of security. This may affect the timing and
frequency of backup operations. For distributed systems, the requirements for each site should be assessed when
deciding whether a local copy of the backup is required.

For further information on backup and recovery for global information systems, see Appendix 2, Section 6.8. Backup
and recovery of software and data are also discussed in ISPE GAMP® 5, Appendix O9 [4] and the ISPE GAMP® Good
Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems [16].

4.3.5.7 Record Retention, Archival, and Retrieval

Record retention, archive, and retrieval are considered in ISPE GAMP® 5, Appendix O13 [4] and in the ISPE GAMP®
Good Practice Guide: Electronic Data Archiving [18].

Special challenges related to archival of global information systems include navigating different and occasionally
conflicting legal requirements for record retention. For example, training records required under US GLP regulations
[19] might be required under a local privacy law to be deleted when an employee leaves the company. Legal and QA
advice is a requirement when deciding how to manage such records.

Some GxP systems may also have overlap with financial regulations, e.g., the Sarbanes-Oxley Act of 2002 [20].

See Appendix 2, Section 6.9, for a more detailed discussion of archival for global systems.

4.3.5.8 Business Continuity and Disaster Recovery

Business continuity and disaster recovery is considered in ISPE GAMP® 5, Appendix O10 [4] and in the ISPE GAMP®
Good Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems [16].

Regulated companies should have enterprise disaster recovery plans. These should include recovery of a specific
global information system. Enterprise disaster recovery plans should identify recovery sites and priorities. Business
Process Owners of global information systems need to ensure that their business needs, i.e., that of all global users,
are considered within the enterprise plan. Considering business continuity and disaster recovery during requirement
planning can help to ensure business needs can be met. Identifying details such as “hot sites”, can be done later in
the life cycle.

For further information on business continuity and disaster recovery for global information systems, see Appendix 2,
Section 6.10.

4.3.5.9 Periodic Review

The purpose of periodic review of validated, global information systems is to assess the continued overall
effectiveness of the GxP related systems and to maintain their validated and compliant status.

QA should be involved in the review process and should approve the final report. If deviations from expectations are
found, the report should include an action list and target dates for remedial activities.

For further information on periodic review for global information systems, see Appendix 2, Section 6.11.

Periodic review is discussed in ISPE GAMP® 5, Appendix O1 [4].
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4.3.6 Data Management

This section describes the activities related to executing data management tasks. For data management planning,
see Section 4.1.4.

4.3.6.1 Data Management Policies
The policy setting and administration roles should operate in a global context to ensure:

»  Provision of data management policies, strategies, standards, and guidelines across locations and regulatory
jurisdictions

*  Promote data quality as an enterprise activity
» |dentify appropriate training to ensure compliance and controls can be met and are demonstrable
4.3.6.2 Data Life Cycle

This is the policy-based approach to managing a computerized system’s data from acquisition/creation and initial
storage/use to the time of archival and eventually destruction.

A well-defined data life cycle should be followed, from planning, and used from data creation/collection through to
data destruction and destruction as shown in Figure 4.3.

Figure 4.3: Data Life Cycle

Data
Life

Cycle
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