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 Preface

unacceptable data integrity practices.

Patient safety is affected by the integrity of critical records, data, and decisions, as well as those aspects concerned 

used in regulatory and industry guidance underlines this point.

The use of information technology and computerized systems in all aspects of life sciences continues to grow and 
has resulted in the generation of more data to support the development and manufacture of products. Key decisions 
and actions are routinely being made based on this data, and the integrity of the data, whether in electronic or paper 
form, is of paramount importance to the industry, the regulatory agencies, and ultimately the patient.

guidance and is aligned with ISPE GAMP® .
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1 Introduction
1.1 Background

For the purposes of this Guide:

“Metadata is data that describes the attributes of other data, and provide context and meaning. Typically, these 
are data that describe the structure, data elements, inter-relationships, and other characteristics of data.”

1

data life cycle.” [1]

1.2 Purpose

This ISPE GAMP® Guide: Records and Data Integrity

ISPE GAMP® 5: A Risk-Based Approach to 
Compliant GxP Computerized Systems

ISPE GAMP® 5 ISPE GAMP® Good Practice Guides

ISPE GAMP® Good Practice Guide: A Risk-Based 
Approach to Compliant Electronic Records and Signatures

1
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1.3 Scope

1.4 Structure of this Guide

ISPE GAMP® 5
record and data integrity
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1.5 Key Concepts

1.5.1 Risk Management Approach

ISPE GAMP® 5

1.5.2 Data Governance

1.5.3 Data Life Cycle

one method fail to concur.”
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1.5.4 Key Concepts Summarized by ALCOA and ALCOA+

completeness, consistency and reliability of the data throughout their entire period of usefulness – that is, 
throughout the data life cycle.

 “The application of GDocPs may vary depending on the medium used to record the data (ie. physical vs. 
electronic records), but the principles are applicable to both…” and “Some key concepts of GDocPs are 
summarised by the acronym ALCOA…”

 “Together, these expectations ensure that events are properly documented and the data can be used to support 
informed decisions.”

Table 1.1: ALCOA

Principle Data Expectation

Attributable

Legible

Contemporaneous

Original
or meaning

Accurate

Full document details: ISPE GAMP Guide - Records and Data Integrity 2017

http://www.avadocuments.com/doc/ispe-gamp-guide-records-and-data-integrity-2017
http://www.avadocuments.com/doc/ispe-gamp-guide-records-and-data-integrity-2017


ISPE GAMP® Guide: Page 13
Records and Data Integrity 

Table 1.2: ALCOA+

1.5.5 Critical Thinking

effectively achieve their desired outcomes.”

and identifying inconsistencies and errors in reasoning

Principle Data Expectation

Complete

Consistent

Enduring

Available
period
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1.5.6 GxP Computerized System Life Cycle

ISPE GAMP® 5

1.5.7 Summary of the Key Concepts

Figure 1.1: Key Concepts
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1.6 Key Terms

Regulated Data

Metadata

“Metadata is data that describes the attributes of other data, and provide context and meaning. Typically, these are 
data that describe the structure, data elements, inter-relationships and other characteristics of data.” [1] “It also 
permits data to be attributable to an individual (or if automatically generated, to the original data source).”

Regulated Record

Atypical / Aberrant / Anomalous Result
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2 Regulatory Focus
2.1 Introduction

It is a regulatory expectation that GxP data and records are complete, consistent, reliable, accurate, that their content 
and meaning are preserved, and that they are available and usable for the required retention period.

2.2 Data Integrity Requirements

impacting product quality and patient safety.
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Regulated companies should maintain an inventory of systems generating and maintaining data and the capability of 

processes, methods, environment, personnel, and technologies

data integrity

2.2.1 Behavioral Steps

- Encourages transparent investigation and analysis

Personnel should be trained in the importance of data integrity, and in the methods of detecting data integrity issues, 
as part of routine GxP training programs. See Section 3.3.7.

Senior management should also establish arrangements to ensure personnel are not subject to commercial, political, 
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intended to assure the reliability and completeness of data, including mechanisms for personnel to report any quality 

approach to quality management or data governance may not be effective in all situations, e.g., if cultural differences 
and dynamics challenge the societal acceptability of open reporting of problems, and challenging of hierarchy.

2.2.2 Procedural Steps

traceability.

required; regulated companies should control physical aspects such as space, equipment, and the timing of events 

2.2.3 Technical Steps
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Regulated companies should apply access controls to ensure that people have access only to functionality that is 

place to ensure the data integrity of the record throughout the retention period. Security controls should be validated, 

Where outsourced or cloud services are used, attention should be paid to understanding the service provided, 
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3 Data Governance Framework
3.1 Introduction

This section describes a framework for data governance, covering:

3.2 Overview

 “The sum total of arrangements to ensure that data, irrespective of the format in which it is generated, is 
recorded, processed, retained and used to ensure a complete, consistent and accurate record throughout the 
data life cycle.” 

Figure 3.1: Elements of the Data Governance Framework
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 “The data governance system should be integral to the pharmaceutical quality system described in EU GMP 
chapter 1. The effort and resource assigned to data governance should be commensurate with the risk to product 
quality, and should also be balanced with other quality assurance resource demands. As such, manufacturers 
and analytical laboratories are not expected to implement a forensic approach to data checking on a routine 
basis, but instead design and operate a system which provides an acceptable state of control based on the data 
integrity risk, and which is fully documented with supporting rationale.”
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3.3 Elements of the Data Governance Framework
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Figure 3.2: Data Governance Framework

3.3.1 Scope and Objectives
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3.3.2 Leadership and Management Responsibility
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3.3.3 Organization and Data Ownership

3.3.4 Key Performance Indicators

3.3.5 Roles and Responsibilities

ISPE 
GAMP® 5

ISPE GAMP® 5
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Process Owner

System Owner
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Data Steward

3.3.6 Policies and Standards

3.3.7 Awareness and Training
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3.3.8 Technology and Tools

3.3.9 Strategic Planning and Data Integrity Program

 “The effort and resource assigned to data governance should be commensurate with the risk to product quality, 
and should also be balanced with other quality assurance resource demands.”

3.3.10 Data Life Cycle and Data Management
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3.4 Human Factors in Data Integrity
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3.5 Data Integrity Maturity Model
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4 Data Life Cycle
4.1 Introduction

This section describes a generic data life cycle model suitable for all types of data and records. It also describes the 
activities and requirements for each phase in the data life cycle. Variations within the life cycle phases for different 
record types are also addressed.

Data integrity should be ensured throughout the data life cycle. Data integrity controls for data and records should 
ensure that they remain attributable, legible, contemporaneous, original, and accurate (ALCOA) throughout the data 
life cycle. In addition, data and records should be complete, consistent, enduring and available (ALCOA+). See 
Section 1.5.4.

The data life cycle includes all phases from initial creation of the data, through processing, use, retention and retrieval 

procedures and templates) and records/reports (including data and results).

trail review during processing and/or use.

Figure 4.1: Data Life Cycle
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Each life cycle phase can have an impact on data integrity. Robust risk-based business processes should be 

processes, should be used to identify, assess, mitigate, and communicate potential data integrity issues throughout 
the data life cycle.

Quality risk management should be applied throughout the data life cycle.

GxP computerized systems supporting the data life cycle and business process should be validated for their intended 

ISPE GAMP® Good Practice Guide: A Risk-Based Approach to 
Testing of GxP Systems ISPE GAMP® Good Practice 
Guide: A Risk-Based Approach to Operation of GxP Computerized Systems

Data associated with a product or process may cross various boundaries and interfaces throughout the data life cycle 

Risks associated with such transfers should be considered and appropriate controls established to prevent loss or 

4.2 Data Creation

Data capture or recording should ensure that data of appropriate accuracy, completeness, content, and meaning 

original data is not reliable then its integrity cannot be ensured. Data creation should provide accurate data which is 
needed throughout the business process for decisions based on that data.

Data can be created either by entry of new data, captured by the system from an instrument, device, another system, 
or captured manually. Where data is created by an instrument or measuring system, the instrument should be 
adequately maintained and calibrated, and should have the range, resolution, linearity, and sensitivity to accurately 
measure and/or detect the sample attributes under evaluation.

Data should be captured and saved at the time of the activity (contemporaneously), and prior to proceeding to the 
next activity in the process. Where possible, automated data capture techniques should be applied to minimize the 
risk of data transcription error. Appropriately controlled and synchronized clocks should be available for recording 

protected from unauthorized change.
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All data (even if it has been excluded) should be retained, and be available for review in a format that allows the 

Where the capability of the electronic system permits dynamic storage, high resolution or dynamic (electronic) data 

electronically in temporary memory in a manner that allows for manipulation, before being stored safely and securely.

a direct interest in the data should not be granted system level privileges (e.g., permitting data deletion, database 

with regulatory expectations and requirements. Any changes should be recorded in the audit trail.

4.3 Data Processing

During this phase, data is processed to obtain and present information in the required format. Processing should 

approved procedures.

Record/report type documents are typically processed prior to review and reporting. Process data should not be 

If data is reprocessed, written procedures should be established and followed. Each result should be retained for 
review, including all data relating to iterative processing runs. For most laboratory analyses, reprocessing data should 
not be needed on a regular basis. Sampling, testing, or processing should not be performed with the goal of achieving 

The impact of data processing on product quality and patient safety will vary by product and business process. The 
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4.4 Data Review Reporting and Use

During this phase data is used for informed decision making. Data review, reporting, and use should be performed 

concerned with record/report type documents.

4.4.1 Data Review

understanding (and where applicable system understanding) and impact on product quality and/or decision making, 
and outcomes and conclusion documented.

The process for the review and approval of data should be described in a procedure.

(preserving content and meaning). Data review should include a review of relevant metadata and GxP data 

responsible for the review of regulated records should review the audit trails that capture changes to critical data 
associated with the record. Audit trails that capture changes to critical data should be reviewed with each record and 

All data should be considered, recognizing that data may be stored in different locations. This includes atypical, 
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Second person reviews should focus on the overall process from data creation to calculation of reportable results. 

of any calculations used.

Periodic review or audit of data governance measures should assess effectiveness of established organizational and 

Where data reviews are conducted by a third party the regulated company should ensure respective roles and 
responsibilities are documented and agreed by both parties.

4.4.2 Audit Trail Review

Regulated companies should establish a documented process for review of audit trails, including as a part of second 
person review. These reviews should form part of the routine data review/approval process and are usually performed 
by the operational area which has generated the data (e.g., clinical, laboratory, manufacturing).

The requirement for audit trail review, including the frequency and rigor and roles and responsibilities, should be 
based on a documented risk assessment taking into account the business process and criticality of the data, the 
complexity of the system and its intended use, and the potential impact on product quality and patient safety.

Audit trail reviews should be performed by an individual who has an understanding of the business process and the 
impact of the actions recorded. They are an effective means of verifying that changes are made by authorized users 
and for detecting potential data integrity issues.
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4.4.3 Data Reporting

atypical data

should be avoided.

and the potential for erroneous decisions.

Summary reports are limited as they may not contain all data and there is a risk that data issues may not be included, 

of these summaries in accordance with original data.

Trending and appropriate metrics can be used to identify and investigate potential data integrity issues.

4.4.4 Data Distribution

Data should be accessed by, and distributed to, authorized individuals and other systems supporting the business 

data loss, and enable recovery.

Version control should be applied to ensure that personnel have access to the appropriate and up to date versions 
required in order to perform regulated activities. Instruction type documents should have clear effective dates.
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4.5 Data Retention and Retrieval

4.5.1 General Requirements

Applicable regulatory requirements, other laws and legislation, and internal regulated company policies should be 
met. This includes retention and privacy requirements. Regulated companies should be aware that legislation such as 

Europe, and Japan). Legal admissibility of information stored electronically should also be considered.

Data, including all the original data and associated metadata required to maintain GxP content and meaning, should 

or inadvertent alteration or loss throughout the retention period. Access should be limited to authorized persons and 

Data, and relevant associated metadata, should be readily traceable and accessible throughout the retention period. 
The relationships between data and associated metadata should be preserved securely to support future queries 
or investigations, including reconstruction of GxP activities. Data and associated metadata may reside in separate 
locations and possibly on different media.

Retrieval of records and copies of records made (including those made for archival purposes), should preserve the 
content and meaning of the record, and continue to meet relevant GxP regulatory requirements.

(preserving content and meaning) has been made, e.g., where the original record is not permanent.

Following changes to the system (hardware or software) the regulated company should verify that the retained data 
can still be accurately retrieved.

Changes to data should be amended only by authorized persons in accordance with an approved process. A record 
of all changes should be retained indicating when and how the original data was changed. There should be controls 
in place to ensure that previous versions of data are not inadvertently restored or otherwise made available.

For further details on operational processes and controls see ISPE GAMP® Good Practice Guide: A Risk-Based 
Approach to Operation of GxP Computerized Systems

Where a third party is involved in regulated data retention and retrieval activities, the regulated company should 
ensure that a documented assessment of the third party and the risks is undertaken. This should demonstrate that 
adequate controls are in place and residual risks are understood and accepted.
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The same retention and retrieval requirements apply irrespective of whether the data is electronic or paper based.

When a system is retired, or can no longer be supported, regulated companies should consider how regulated data 

content and meaning

Regulated companies may choose to retain records in formats other than the original, provided content and meaning 
is preserved, and GxP regulations are met. The ability to retain records in a format that ensures the dynamic nature 

the data over time. Decisions should consider the balance between the need for long term accessibility and the level 
of ongoing retrieval functionality required (e.g., need for dynamic searching, trending, reprocessing). Original records 

framework of a data migration plan and report. See ISPE GAMP® 5

When migrating data, regulated companies should make an informed risk-based decision regarding the migration of 
metadata, including the audit trail along with the data. This decision should be based upon business requirements 
and regulatory expectations. If the audit trail is integral to understanding the data, it should be maintained as part of 

Where legacy systems are retained for data retention and retrieval, the regulated company should periodically verify 
that data can still be retrieved.
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4.5.2 Backup and Restore

Regular backups of all relevant data, including associated metadata required to maintain GxP content and meaning, 
should be performed in accordance with a documented process in order to allow recovery in the case of system 
failure, data corruption, or loss. The regulated company should ensure that the backup process is designed such that 
regulated data is not lost or corrupted.

Data backup should have controls commensurate with those controls for the original data to prevent unauthorized 

and technology for restoring data should be based on the criticality of the data and the required restoration time.

accessibility, readability, and accuracy through the retention period.

ensured that all required data is available and can be successfully restored.

4.5.3 Archiving

Archiving involves the long term, permanent retention of data and associated metadata for the purposes of review or 

meet the general requirements for retention and retrieval. See Section 4.5.1.

Archived data should be periodically checked for accessibility and readability.

For more information on archiving of records, see Appendix O1.
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4.6 Data Destruction

The data destruction phase involves ensuring that the correct original data is disposed of after the required retention 

Data disposal should account for all local legislative retention requirements and for all locations that reference the data.

Retention requirements may differ by jurisdiction, or there may be a litigation hold on some data in some countries/

Distributed copies should also be destroyed of when a record is disposed.
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5 Quality Risk Management
5.1 Introduction

Quality risk management is a systematic process for the assessment, control, communication, and review of risks. 
It is an iterative process used throughout the entire computerized system life cycle from concept to retirement, and 

and managed along with other quality and safety risks by adopting a risk management approach based on an 
understanding of the process.

of the patient. The level of effort, formality, and documentation of the quality risk management process should be 
commensurate with the level of risk.

Some records and data may reside on more than one system during their life cycle, and quality risk management 
activities should start at the business process level, at a level higher than individual systems.

5.2 Process Risk Assessment

The process risk assessment is aimed at identifying key high level risks to patient safety, product quality and data 
integrity, and identifying the required controls to manage those risks. Typically, at this stage no assumptions are made 
about the nature or exact functionality and design of the computerized system(s) that will support the process.

The process risk assessment provides valuable input to subsequent quality risk management activities. Typical inputs 
to the process risk assessment include:

5.3 Quality Risk Management Approach

ISPE GAMP® 5
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Figure 5.1: Quality Risk Management Approach

computerized system. The risks associated with such records should be considered and addressed, typically as part 

Step 1 – Perform Initial Risk Assessment and Determine System Impact

An initial risk assessment should be performed based on an understanding of business processes and process risk 
assessments, user requirements, regulatory requirements, and known functional areas. This should include initial 

Step 2 – Identify Functions with Impact on Patient Safety, Product Quality, and Data Integrity

system architecture, and categorization of system components.

documented.

useful in supporting this activity and in determining the role of each item in regulated processes. The primary record 
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