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Preface

Data Integrity by Design is the concept that data integrity must be incorporated from the initial planning of a business
process through to the implementation, operation, and retirement of computerized systems supporting that business
process. It promotes the application of critical thinking to identify how data flows through the business process, and
to proactively assess and mitigate risks across both the system and data lifecycles. It emphasizes data integrity as
foundational to protecting patient safety and product quality.

This ISPE GAMP® RDI Good Practice Guide: Data Integrity by Design supports organizations as they embrace

and implement a holistic approach by leveraging data governance and knowledge management activities to drive
continual improvement in data integrity. The Guide fosters a patient-centric mindset, focusing resources and
management attention on quality best practices that inherently facilitate meeting regulatory compliance requirements.

This Guide provides a bridge between the system lifecycle approach defined in ISPE GAMP® 5: A Risk-Based
Approach to Compliant GxP Computerized Systems, and the data lifecycle approach in the ISPE GAMP® Guide:
Records and Data Integrity. Data integrity can only be achieved when both lifecycle approaches are adopted,
understood, and actively managed.

Part of the ISPE GAMP® Guide: Records and Data Integrity series, this Guide replaces and significantly expands
upon the ISPE GAMP® Good Practice Guide: Electronic Data Archiving from 2007.
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1 Introduction

1.1 Background

To date, many regulated life science organizations have been addressing data integrity on a system by system
basis. The initial focus has often been on achieving good data integrity outcomes by the remediation of technical
gaps in existing systems, and by developing good practice cultures and behaviors to ensure that compliance is
being achieved “in real time.” This focus may have resulted in missed opportunities to work with suppliers on the
development of enhanced functionalities supporting data integrity, for both existing and new systems.

The requirement to achieve data integrity is not new; data integrity expectations and holistic approaches have been
implied within regulations globally for some time, for example:

EU GMP 1.4 [1]:

“(i) Product realisation is achieved by designing, planning, implementing, maintaining and continuously improving
a system that allows the consistent delivery of products with appropriate quality attributes”

“(xi) Continual improvement is facilitated through the implementation of quality improvements appropriate to the
current level of process and product knowledge.”

US GMP 21 CFR 211.160 (b) [2]:

“Laboratory controls shall include the establishment of scientifically sound and appropriate specifications,
standards, sampling plans, and test procedures designed to assure that components, drug product containers,
closures, in-process materials, labeling, and drug products conform to appropriate standards of identity, strength,
quality, and purity.”

US GMP 21 CFR 211.194 (a) [3]:

“Laboratory records shall include complete data derived from all tests necessary to assure compliance with
established specifications and standards, including examinations and assays”

Achieving data integrity requires a holistic approach across the entire organization, leveraging critical thinking, and
implementing data governance across all regulated business processes.

1.2 Case for Quality Program

The US FDA Center for Devices and Radiological Health (CDRH) Case for Quality program [4] promotes a risk-
based, product quality-focused, and patient-centric approach. This initiative has been endorsed by the ISPE GAMP®
CoP (Community of Practice) Leadership [5] who believe that:

“such an approach is appropriate throughout the regulated life science industries, including pharmaceutical,
biological, and medical devices, and throughout the complete product life cycle, regardless of the specific
applicable predicate regulation. GAMP® strongly supports the adoption of new and innovative computerized
technologies and approaches throughout the product life cycle to support product quality, patient safety, and
public health.”
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Computer Software Assurance was born from CDRH’s Case for Quality [4] which enhances and incentivizes the
adoption of practices and behaviors to improve medical safety, responsiveness, and how patients experience
products. As part of that effort, Computerized System Validation (CSV) was identified as a barrier to new technologies
due to the lack of clarity on risk-based effort, compliance-focused approaches, and perceived regulatory burden.

In actuality, the FDA supports and encourages the use of automation, information technology, and data solutions
throughout the product lifecycle in the design, manufacturing, service, and support of life sciences [6]. An industry team
was formed and work begun on the development of an FDA draft guidance on Computer Software Assurance (CSA).

Appendix S2 contains a detailed discussion of CSA, and a case study based around a data integrity technical control
demonstrating the application of CSA in a real-life situation.

1.3 Purpose

This ISPE GAMP® RDI Good Practice Guide: Data Integrity by Design builds on the guidance contained in the various
ISPE GAMP® Good Practice Guide Series [7], including the ISPE GAMP® Guide: Records and Data Integrity [8], and
ISPE GAMP® 5: A Risk-Based Approach to Compliant GxP Computerized Systems [9].

The focus of this new Good Practice Guide is on unifying system and data lifecycles, from data creation to
destruction. The purpose of this new Guide is to provide a practical “bridge” between achieving good data
governance for regulated business processes and the efficient and effective implementation and operation of
compliant GxP computerized systems.

This Guide emphasizes the interrelationships between these operational imperatives and presents a common
approach, providing a harmonized framework that will help organizations achieve/enhance product quality and patient
safety.

1.4 Scope

This Guide is intended to encourage organizations to adopt a risk-based approach to ensuring data integrity in
support of patient safety and product quality.

The scope of this Guide is as broad as the scope of ISPE GAMP® 5 [9] and includes all computerized systems used
in support of GxP regulated business processes within the life science industries. While computerized systems
feature strongly within this Guide, as these systems provide technical controls for data integrity, data governance
also requires procedural and behavioral controls supported by a quality culture that leverages critical thinking and a
continual improvement mindset.
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1.5 Structure of the Guide

This Guide is divided into seven chapters and related sub-sections, plus a set of appendices, as shown in Figure 1.1.

Figure 1.1: Guide Structure

Chapter 1 Chapter 2 Chapter 3 Chapter 4 Chapter 5 Chapter 6 Chapter 7
F dati t i i q i-acti
_ oundations to Ratanton Implementl_ng System Active Semi actl_ve
Introduction Data Integrity Data Integrity : and Inactive
: Strategy 4 Planning Records
by Design by Design Records
Governance for Retention Achieving Data Planning for
— Background Data Integrity M periads - Integrity by —{ the Business I Creation I Semi-active
by Design Design Process
. Addressing Retention of
Case for Data " Business A . &
: ; — Readability - i Individual — Processing — Inactive
Quality Ownership Process Systems Records
" Reviewing, Return to
S Data Flow System Risk t i
—  Purpose —  Availability . 3 —| '~ Reporting, — Active State
Diagrams Assessment e (Retrieval)
Data
Classification "
1 Scope Access e laeniey Destruction
Use
Protecting Business
ﬁg:?;li.r;: 3 — Records and — Process Risk
Data Assessment
Managing
Data
— Key Terms —  System — %
Retirement ey
Mergers,
|| Key Roles and L | Acquisitions, L Data
Responsibilities and Nomenclature
Divestments

Appendices: Management (M), Development (D), Operation (O), Special Interest Topics (S), and General (G)

1.6 Key Terms
1.6.1 ALCOA+
ALCOA+ is the acronym for the key concepts that can help to support record and data integrity [8]. See Table 1.1.

Table 1.1: ALCOA+ Principles [8]

Principle Data Expectation

Attributable « Attributable to the person or system generating the data
« Identify the person or system performing an activity that creates or modifies data
» Linked to the source of the data

Legible * Readable and permanent
» Accessible throughout the data life cycle
» Original data and any subsequent modifications are not obscured

Contemporaneous | * Recorded or observed at the time the activity is performed

Original » Original data is the first recording of data, or a “true copy” which preserves content or
meaning

Daciima ts

| = A~ AL 100 A~ ]
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Table 1.1: ALCOA+ Principles [8] (continued)

Principle Data Expectation

Accurate * Free from error
* No editing performed without documented amendments
» Conforming to truth or standard

Complete + All data, and relevant metadata, including any repeat or re-analysis performed

Consistent » Application of good documentation practices throughout any process
» The application of date and time stamps in the expected sequence

Enduring * Recorded in a permanent, maintainable form for the retention period

Available » Available and accessible for review, audit, or inspection throughout the retention period

1.6.2 Audit Trail

In this document the term audit trail refers to a data audit trail of operator entries and actions that create, modify,
or delete regulated records, as required by 21 CFR Part 11 [10] and EU Annex 11 [11], as distinguished from other
system and technical logs.

1.6.3 GxP

The term “GxP” is used within this Guide to represent the encompassing regulations (Good Practices) to which
different aspects of regulated companies must adhere. It is not intended to imply that all regulatory requirements
are the same across Good Manufacturing Practice (GMP), Good Clinical Practice (GCP), Good Laboratory Practice
(GLP), Good Distribution Practice (GDP), and Good Pharmacovigilance Practice (GVP, also known as GPvP), etc.

1.6.4 Data Integrity and Quality

Data integrity and data quality are sometimes used interchangeably, but there is actually a difference between these
two terms.

It is the awareness of the similarities and differentiation between data integrity and data quality that is less prevalent
and therefore a number of examples are provided in Appendix M2 Table 9.1 to aid in this clarification.

1.6.4.1 Understanding Data Integrity

The need for data integrity is well established through predicate rules, through data integrity guidance, and through
industry acceptance of data integrity as an essential component to protecting patient safety and ensuring product quality.

Data integrity is the assurance that the data is original and trustworthy, and that this assurance has been maintained
throughout the data lifecycle. The requirements for data integrity are discussed comprehensively in the ISPE GAMP®
Guide: Records and Data Integrity [8].

1.6.4.2 Understanding Data Quality
The ISPE GAMP® Guide: Records and Data Integrity [8] states that:
“Data quality relates to the data’s fitness to serve its intended purpose in a given context within a specified

business or regulatory process. Data quality management activities address aspects including accuracy,
completeness, relevance, consistency, reliability, and accessibility.”
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MHRA [12] defines data quality as:

“The assurance that data produced is exactly what was intended to be produced and fit for its intended purpose.
This incorporates ALCOA.”

The Organisation for Economic Co-operation and Development (OECD) [13] defines data quality as:
“Data quality is the assurance that the data produced are generated according to applicable standards and fit for
intended purpose in regard to the meaning of the data and the context that supports it. Data quality affects the

value and overall acceptability of the data in regard to decision-making or onward use.”

Data quality requires that the data is organized and able to be accessed, sorted, and searched to enable the business
to effectively use the data, and is reflected in the list below:

. Data Accuracy: The extent to which the data is free of identifiable errors

+ Data Accessibility: The level of ease and efficiency at which data is legally obtainable, within a well-protected
and controlled environment

« Data Comprehensiveness: The extent to which all required data within the entire scope are collected,
documenting intended exclusions

« Data Consistency: The extent to which the data is reliable, identical, and reproducible by different users across
applications

« Data Currency: The extent to which data is up-to-date; a datum value is up-to-date if it is current for a specific
point in time, and it is outdated if it was current at a preceding time but incorrect at a later time

« Data Nomenclature: A consistent approach to metadata entry that facilitates identification of data relating to the
same product or process for use in trending and/or data analytics, for example, a data lake. Discussed more fully
in Section 4.7

»  Data Granularity: The level of detail at which the attributes and characteristics of data quality are defined

+ Data Precision: The degree to which measures support their purpose, and/or the closeness of two or more
measures to each other

+ Data Relevancy: The extent to which data is useful for the purposes for which it was collected

+ Data Timeliness: The availability of up-to-date data within the useful, operative, or indicated time
Note: Items in bold underline are reasonably addressed in ALCOA+ as part of data integrity attributes.
Data quality is defined by the Data Management Body of Knowledge (DMBOK) [14] as:

“...the planning, implementation, and control of activities that apply quality management techniques to data, in
order to assure it is fit for consumption and meet the needs of data consumers.”

See Figure 8.2 in Appendix M1 for the concept of data producers and consumers within knowledge and data
management.

1.6.5 Types of Data

In this Guide, data is classified as regulated, operational, or unnecessary, as originally defined in Iﬁ P®rﬁ%
Good Practice Guide: Data Integrity — Manufacturing Records [15]: 66\0 nts
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*  “Regulated: used for a regulated decision or to support a regulated process, that is, data as required by, or in
support of, the predicate rules — what we have to keep

*  Operational: non-regulated data used for business process decisions such as performance analysis and
management of maintenance schedules — what we want to keep

* Unnecessary: data not needed due to either the circumstances of its creation (e.g., during a non-regulated
activity or process) or because that data does not provide additional context, metadata, or meaning for the

activity or process — what we do not need”

Note that some data may needs to be retained for financial, health and safety, or other non-life science regulations.

1.7 Key Roles and Responsibilities
The key roles recommended for data integrity by design are those identified in the following ISPE GAMP® publications:
*  ISPE GAMP® 5: A Risk-Based Approach to Compliant GxP Computerized Systems (GAMP 5) [9]
*  ISPE GAMP® Guide: Records and Data Integrity (RDI) [8]
*  ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts (DI-KC) [16]

The definitions of these roles and their assigned responsibilities are not repeated here, however, the roles and where
they are described are listed below:

*  Senior Management (DI-KC)

»  Chief Data Integrity/Governance Officer (DI-KC)
*  Process Owner (GAMP 5, DI-KC)

+  System Owner (GAMP 5, DI-KC)

*  System Support and Administration Personnel (DI-KC)
»  Database Administration (DI-KC)

+ Data Steward (RDI, DI-KC)

«  Data Owner (RDI, DI-KC)

e Quality Unit (GAMP 5)/Quality Function (DI-KC)
*  Subject Matter Expert (GAMP 5, DI-KC)

«  End User (GAMP 5, DI-KC)

»  System Developer (DI-KC)

*  Supplier (GAMP 5)

See Figure 2.3 for a schematic representation of the relationship between various owner roles, data lifecycle, and

record phase. Documents
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2 Foundations to Data Integrity by Design

Data integrity by design is a critical-to-quality initiative for GxP regulated organizations that ensures public health,
patient safety, and product quality. This is supported by the FDA Case for Quality initiative [4] as introduced in Section
1.2, and by current (and emerging) regulations and guidelines for compliant records and data. Collectively these,
along with warning letters and other interventions, are acting as drivers to achieve the adoption of fully electronic
recordkeeping (even for manual tasks). There are also business efficiency gains that can be achieved with moving
away from paper records.

Data integrity by design can be achieved through a governance framework combined with Quality Risk Management
(QRM) and Knowledge Management (KM).

The data governance framework provides the controls for data integrity and quality assurance. QRM is collectively
applied to product and process understanding to achieve patient safety, product quality, and data integrity resulting in
high quality foundational data. This is an input to KM to drive continual improvement to organizational and business
processes. Throughout all activities, critical thinking must be leveraged within a quality culture to strive for operational
excellence. This all-encompassing approach is shown in Figure 2.1. KM is explained in detail in Appendix M1.

Figure 2.1: Foundations to Data Integrity by Design

Data Governance Framework

Historic and
Predictive Trends

— Application of data,

i and

knowledge to

Investigation(s) generate insights for
business outcomes

which will deliver
value to the patient
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Critical Thinking
Quality Culture and Mindsets to Treat Data and Knowledge as an Asset

2.1 Governance to Achieve Data Integrity by Design
Governance to achieve data integrity by design requires the following elements to be established:
*  Along-term vision
»  Aunifying strategy for data and system governance

* Aroadmap to deliver the strategy for a specific process or project

»  Provision of resources (budgetary and personnel) Documents
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»  Supporting policies and procedures

Figure 2.2 expands on the data governance framework with tools to aid in the understanding of the process and to
optimize system planning to achieve data integrity by design. These tools are discussed in detail in Chapter 4.

Figure 2.2: Leveraging Governance Elements to Ensure Data Integrity by Design
Adapted from ISPE GAMP® Guide: Records and Data Integrity [8]

. Data Flow Diagrams

Business Process Mapping

Some components of this governance approach may already be in place within the regulated organization; however,
these should be reviewed and expanded as necessary to achieve a fully comprehensive governance framework.
Effective data governance is the ultimate aim of any data integrity assurance program.

2.1.1 Establishing a Long-term Vision

In order to achieve an effective data integrity by design strategy, a high-level vision for record and data management,
“what this might look like,” needs to be established at an organization level.

The high-level vision needs to leverage critical thinking across all data governance activities, including developing the
data flow through the business process and identifying critical-to-quality data and its owner(s). It also needs to apply a
risk-based approach to identifying and mitigating the risks and vulnerabilities of manual intervention, which otherwise

could result in inadvertent or unauthorized data manipulation.

Without an organization-wide vision for data integrity by design, there is the risk that important decisions relating to
the introduction or modification of processes and systems may be taken without proper consideration of the data
integrity implications. This may result in the organization adopting suboptimal solutions that prevent or inhibit the
ability to achieve and demonstrate good data integrity practices.

For Example, a strong company vision with respect to data integrity could be that:

As part of our commitment to support public health, patient safety, and product quality, our five-year vision
is that all regulated records will be created and maintained in electronic format according to good practice
ALCOA+ principles throughout their lifecycle (creation to destruction).

NAaect u-nants

U UTTI
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This vision should form a strategic approach to defining an appropriate data architecture and corresponding data
lifecycle that are considered when acquiring new systems and remediating existing record and data lifecycle
processes. This strategic approach sets the expectation that eventually eliminates all paper and hybrid records within
the organization that are difficult to maintain in a compliant state throughout their retention period.

The vision can be translated into annual goals and continual improvement objectives that funnel down to individual
contributors (who are the data generators) to provide assurance that integrity and quality are built into the process.

2.1.2 A Unifying Strategy for Data and System Governance

Governance can take place at many levels within an organization, for example, global, regional, group, national, site
wide, departmental, process, project.

From a governance point of view, “data integrity by design” can be restated as “data integrity by intent.” There needs
to be a clear mandate at every level of governance that achieving data integrity through intentional design is a
business-critical requirement, one that will be supported, endorsed, and resourced. This should be a commitment not
just for the quality unit, but for all functions involved in the design, implementation, validation, and operation of the
business process.

Governance to achieve data integrity and governance for the validation of computerized systems within a regulated
organization have been discussed in the ISPE GAMP® Guide: Records and Data Integrity [8] and ISPE GAMP® 5 [9]
respectively.

Validation of computerized systems for intended use is necessary to achieve data integrity, while data integrity
requirements must be considered as part of each validation effort in order to ensure that ALCOA+ imperatives are
delivered.

When determining and establishing governance approaches to achieve data integrity by design, there is an integral
relationship between data integrity and computerized system validation that must be recognized in the corporate
Quality Management System (QMS). The data needs will in turn create the risk scenarios that ultimately drive the
configuration and validation activities for the computerized system. Data, and the regulated use of the data, are the
drivers for many project activities within the system lifecycle. The system lifecycle ensures that ongoing controls
are established and verified to make certain the data is appropriately and effectively managed throughout the data
lifecycle.

Table 2.1 shows a list of practices that are shared by good governance frameworks for both data integrity and
computerized system validation.

Table 2.1: Common Governance Elements

Elements Common to Data Integrity and Computerized
System Validation

» Senior management sponsorship and engagement

» Defined roles and responsibilities

» Provision of adequate resources

» Training support

» Focus on patient safety, product quality, and data integrity
* Risk-based approach

» Leveraging supplier involvement

« Part of the QMS

» Continual improvement

» Scalability

» Change control and configuration management
» Access control Docu ments
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Table 2.1: Common Governance Elements (continued)

Elements Common to Data Integrity and Computerized
System Validation

» Information security and cybersecurity

» Periodic review and evaluation

» Disaster recovery/business continuity plans

* Backup and restore

» Archive and retrieve

» Active management of data retention and destruction
* IT support

A company-wide data integrity by design strategy should be established as early as possible in the development of
any significant data integrity initiative. It may also be appropriate to determine a data integrity by design strategy at a
lower level, such as for a specific business process or project.

Effective data integrity by design should follow a risk-based approach that encompasses the full business process
lifecycle. This lifecycle addresses data (creation, processing, reporting and use, retention and destruction) and, by
implication, the lifecycle phases of all associated computerized systems (concept, project, operation, retirement).

For a regulated organization, the scope of governance activities to achieve data integrity by design should cover
GxP processes, data lifecycles, and computerized systems. The same governance elements are required whether
the component(s) of the computerized system are on-premise or leverage a service-based architecture (e.g.,
Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a Service (SaaS)).

This governance scope is shown schematically in Figure 2.3. This diagram is an abstract representation of the need
for, and relationship between, the data lifecycle and system lifecycle for the computerized systems involved in the
creation, processing, review, reporting and use, retention and destruction of the data within a business process. The
data lifecycle should be considered both within the context of the system lifecycle and separate to it. The lifecycles
run on independent timelines in that the data may outlive the system and need alternative arrangements for retention
after system retirement, or conversely, the system may continue in operation long after the retention period has
expired for a specific data set.

Within the operational phase of the system lifecycle, change control and configuration management are essential to
maintain the validated state of the system.

The roles and responsibilities depicted at the top and bottom of the diagram in Figure 2.3 need to be defined and
assigned to the appropriate individuals, and may only be meaningful through specific phases of the two lifecycles.
Of these roles, data ownership is a critical concept to ensure data integrity throughout the data lifecycle. Regardless
of where the data resides (on- or off-premise) or where it is generated (Contract Manufacturing Organization (CMO),
Contract Research Organization (CRO), etc.), data ownership remains with the regulated company.

Figure 2.3 shows that processes to manage records and data throughout the data lifecycle must be considered in
the initial data integrity by design phase. Data lifecycles can transcend multiple systems, with data flow between the
systems. Overall, a data flow diagram of the complete business process is an essential requirement for data integrity
by design.
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Figure 2.3: Data and System(s) Lifecycle
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To consistently achieve an effective design that delivers compliance throughout the data lifecycle, the retention
requirements must be understood when defining the business process specification.

In many circumstances it may be ineffective to consider only the lifecycle of the data within a single system because
data may be transferred across multiple systems (computerized or paper-based) as part of the data flows required
to construct the regulated record. Where copies of the data exist in more than one system (e.g., source and target
systems), it is important to understand:
*  The scope of the data use
*  Which record will be used to make any decision under the predicate rules
*  How it will be assured that the data is current and complete
It is also possible that a single system supports multiple business processes, for example, a document management
system. Consequently, the retention and other data integrity aspects from several processes may need to be
considered in the system design and implementation. A holistic approach to data integrity by design is therefore
required over the full data lifecycle(s) for all impacted regulated data.

2.2 Data Ownership

2.2.1 Considerations on Ownership

Consider a business process that is not computerized. The (business) process owner is accountable for all aspects of
the process.

Once the business process is supported by a computerized system, accountabilities are divided into two separate
aspects: process ownership and system ownership (responsible for the computerized system, as discussed below).
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Those activities associated with the performance of the business process remain with the process owner; the
separate role of system owner has accountability for those activities related to the technical support and maintenance
of the computerized system.

The process owner has accountability for the quality and integrity of the entire business process including the process
data throughout its data lifecycle, but may delegate data responsibility to data owner(s) at specified phases of the
data lifecycle.

As a further level of complexity, the business process itself may be divided into subprocesses. The process owner
may delegate some or all their responsibilities to sub-process owners, which may also include delegation of system
and data ownership. A hierarchy of process, system, and data owners is thus established, as depicted in Figure 2.4.

The subprocesses can each contain one or more computerized systems.

Figure 2.4: Simple Example Showing Business Process Divided into Two Subprocesses

Business Process

Data ownership and system ownership creates a matrix of responsibilities as delegated data ownership may be
aligned with, for example, specific clinical trials, sites, or products, while the data may be processed in multiple
systems.

Data should never be without a designated owner at any point in the data lifecycle; effective handover of data
ownership responsibilities between individuals transitioning to/from an organization role (with designated data
ownership responsibility) is critical to successful maintenance of data integrity and data quality.

When considering the computerization of a complex process, the overall process owner should understand the
intended scope of the computerization and ensure the involvement of all subsidiary process, system, and data
owners.

2.2.2 Principles of Data Ownership

It is important for an organization to establish and maintain a culture that supports data integrity and to have clear
policies for data governance. Data governance should address data ownership throughout the data lifecycle to make
certain data integrity risks are addressed throughout the data lifecycle. Electronic systems have become integral to
most business processes within the life science industry, and with this evolution comes the need to understand what
data is captured and who owns it. The concept of data ownership is not new and applies equally to paper data and
electronic data. The ease of movement of electronic data makes data ownership more complex.
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Data ownership is often defined at a company level, but is then refined to the system level (documented in the

roles and responsibilities section of the system Standard Operating Procedures (SOPs)) or even to a specific
project (documented in the quality and project plan) or clinical trial (documented in the trial master file or other trial
configuration documentation). The data owner must understand the business value of the data and often has a
position of responsibility within the business unit generating the data. Individual organizations should allocate roles
and responsibilities based on organizational structure and the specific system involved. The organization needs to
establish policies and procedures to support the role of data owner and ensure it is appropriately resourced for each
business process or system.

Data ownership can be a subset responsibility of the process owner (see ISPE GAMP® RDI Good Practice Guide:
Data Integrity — Key Concepts [16]). As defined within ISPE GAMP® 5 [9], the process owner is:

“the person ultimately responsible for the business process or processes being managed. This person is usually
the head of the functional unit or department using that system, although the role should be based on specific
knowledge of the process rather than position in the organization. The process owner is responsible for ensuring
that the computerized system and its operation is in compliance and fit for intended use in accordance with
applicable Standard Operating Procedures (SOPs) throughout its useful life....Ownership of the data held on a
system should be defined and typically belongs to the process owner.”

2.2.3 Responsibility of the Data Owner

The data owner is responsible for the integrity of the data, and for defining the quality requirements for the data and
how the data is to be used. Because electronic data is easily shared, there is a need to make sure that the data
owner maintains awareness of the use of the data. In the case of clinical trial data and medical records, the data
owner must protect the interests of the patient and their confidential data. Non-GxP regulations such as GDPR [17]
and HIPAA [18] may also impact patient data.

The data owner must be knowledgeable about how the data is used throughout the data lifecycle (data that may span
the organization), and how and where it is retained in a secure archive for the required period. Data ownership is
typically associated with a particular job title or function in the organization, and each new person to that job inherits
the data ownership. Where an internal reorganization impacts job roles and responsibilities, special attention should
be paid to ensure that data ownership is not lost or overlooked.

Where data crosses organizational boundaries within the process, data ownership may be transferred to a new

data owner, although the original data owner may always remain accountable for the original data generated within
their scope. For example, analytical data owned by the Quality Control (QC) laboratory may be incorporated into a
manufacturing batch record, which has its own data owner. In the event of an investigation or audit, any queries about
the analytical data within the batch record requires assistance from the QC laboratory data owner.

Uncertainty in data ownership can be introduced during mergers and acquisitions and should be resolved as part of
the integration process, see Section 3.7.

It is important to separate the data owner from the system owner, who is responsible for system maintenance roles
(for example, IT groups responsible for the operating system, application, and database), to prevent a conflict of
interest. With current working practices, interest in the data often spans different departments (e.g., IT security is
concerned about safeguarding the data, and the legal department may be concerned with data privacy.) Data owners
have a direct interest in the data and therefore should not have system administration and/or privileged accounts.

Many organizations create a data steward role for the technical people with day-to-day responsibility for the data. Data

stewardship activities may be embedded in the responsibilities of other roles, rather than being a new and specific
individual role. The Data Steward role is defined in the ISPE GAMP® Guide: Records and Data Integrity [8] as:
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“A person with specific tactical coordination and implementation responsibilities for data integrity, responsible for
carrying out data usage, management, and security policies as determined by wider data governance initiatives,
such as acting as a liaison between the IT department and the business. They are typically members of the
operational unit or department creating, maintaining, or using the data, for example personnel on the shop floor
or in the laboratories who actually generate, manage, and handle the data.”

2.2.4 Data Owner Involvement in Infrastructure Changes

In IT Service Management (ITSM), a platform change (e.g., database migration or cloud hosting provider migration)
may often be considered an infrastructure change, which involves the system owner but not necessarily the business
process owner. At a minimum, the data owner (as delegated by the business process owner) should be consulted
before any change occurs and be kept informed through its implementation.

At all times, the data owner should know where the data resides, and the process followed to verify any data
migrations, considering the mechanism used, reliance on network bandwidth during migration, error reporting tools
used, any data transformation etc., such as non-Unicode™ to Unicode™ conversion, or database changes from
SQL to Oracle®. The level of verification should be commensurate with the risks of the infrastructure change and any
migration involved.

2.2.5 Data Ownership Across Multiple Organizations

Data ownership may be simple when a single organization owns and uses the data throughout the data lifecycle, but
when the creation, processing, and/or reporting of data is contracted to a second organization, the concept of data
ownership becomes more complex. The contract giver or sponsor company legally owns the data (even if they only
use data in summary form), while the contract acceptor may be the entity responsible for the creation, processing,
and reporting of the data.

The contract acceptor should have a data steward to address the day-to-day data responsibilities within the contract
organization, and report all concerns and risks to the data owner within the contract giver company who is ultimately
responsible for data ownership. The contract acceptor may be responsible for the data throughout the data lifecycle.
All of these responsibilities and expectations must be clearly defined within the quality contract and/or technical
agreement and verified through the vendor qualification process. In an environment involving multiple organizations,
a robust communication plan is necessary to ensure potential data integrity issues are reported to the “legal” data
owner. In this context, potential data integrity issues are not limited to instances of suspected data manipulation but
also include cyberattacks or security breaches, and the report should address the impact of these events.
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3 Retention Strategy

A strategy should be developed to ensure the long-term retention of regulated or operational data output by a
business process. The retention strategy should focus on the management of the data throughout its lifecycle, not just
on the initial creation of data within the process.

Use of electronic records as the original/official records supporting business processes continues to increase.
Therefore, it is imperative to apply critical thinking to develop the retention strategy in the planning phase for a new
process or system. This will help ensure data is maintained in its dynamic format throughout the data lifecycle as long
as reasonably possible.

The risk is that as technology advances, old file types become obsolete, driving companies to:
* Maintain obsolete technology to continue to read and access the files, which can increase data integrity risks
*  Migrate the data so that new technology can continue to read the record

There are risks associated with any strategy, and assessing those risks and planning a broad methodology for record
and data retention at the beginning of a system’s lifecycle allows the plan to be adjusted as technology changes or

as systems go through their lifecycle. As such, it is imperative for a company to have a strategy in place that will lead
their employees through the process; without this, the company increases its risk as the system moves toward its

end of life. The longer a system goes without a retention strategy, the greater the likelihood the company will lose the
ability to migrate or maintain records to the end of their retention period. Typically, as data ages, the need for it to be
processible decreases until at some point, a risk-based decision to change to a static format may be appropriate. This
is discussed in Section 7.2.

In order for data integrity to be ensured within the system and data lifecycles, a retention strategy should be crafted
during the design phase and ensure that data remains secure and protected from deliberate or accidental changes,
manipulations, or deletions throughout the retention period. The strategy for archiving GxP data also needs to be
planned, whether it is archived electronically or using a paper-based system.

An electronic archiving system, both hardware and software, must be designated as a computerized system and
validated to ensure the integrity of the data, and make certain that it is accessible and readable. See Appendices O2
and O3 for more details on archiving requirements. The data governance for the records in any new computerized
system and the archive solution should be aligned early. Where problems with long-term access to data are
envisaged, or when computerized systems must be retired, mitigation strategies for ensuring continued readability
of the data should be established. These may include virtualization of the original computerized systems, which is
discussed in Appendix O5.

As regulated companies increasingly utilize cloud-based services, a SaaS provider may need to offer appropriate
strategies to ensure adequate controls are in place for data retention. See ISPE GAMP® Good Practice Guide:
IT Infrastructure Control and Compliance (Second Edition) [19] for additional considerations around cloud-based
services and data retention.

The high-level elements of the strategy should be defined in a corporate data governance document as discussed
in ISPE GAMP® Guide: Records and Data Integrity Section 3.3.6 Policies and Standards [8], listing the necessary
elements, plus ones to consider, for the record retention of a system or project. Refer to Appendix O1 — Retention,
Archiving, and Migration [8] of the same Guide for information on how to document the retention strategy for a
particular system.
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The key points to a retention strategy are knowledge and consideration of data classification and intended use,
readability, availability, access, and data ownership. A good place to start when developing a strategy is to document
this information in the form of a risk assessment with the goal of documenting the business needs, associated risks,
and current mitigation plans. As new information becomes available over the system lifecycle, the assessment can
be updated easily to reflect such changes. See Figure 4.1 Data Integrity by Design Process Flow Diagram for an
overview of the assessment during the system’s lifecycle. This approach keeps the retention strategy up-to-date

and representative of the current needs for the system against the ability and feasibility in technology. The following
sections provide a more thorough breakdown of the details to consider.

3.1 Retention Periods

A regulated company generates many records with varied retention requirements during the course of its business
processes, for example:

* Regulated records subject to a mandated retention period
* Regulated records retained beyond the minimum for business reasons (see Section 7.4.1)

*  Records of scientific innovation or invention (including drug development data) that may be needed in perpetuity
for legal reasons

»  Financial records falling under the Sarbanes-Oxley Act 2002 (US) [20] (or similar legislation in other countries)

*  Records containing personally identifiable information (for example, human resources records and patient
enrollment records for clinical trials)

*  Operational records needed solely for process improvements and business decisions (see Section 1.6.5).

Each of these records are required to be available for a different duration depending on what, if any, legislation
applies to that data classification (see Sections 1.6.5 and 4.4 for simple classification, and the more detailed example
in ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts, Appendix 8 [16]). Even within the regulated
records category, different retention periods are specified. Additionally, there may be legal and business reasons for
extending retention periods, including possible future use of the record.

It is therefore important to identify what records fall under what legislation, and the applicable retention periods.
Where different records have drastically different retention periods (they can vary from 6 months to 30 years), it is
important to segregate their storage. For example, a database containing a mixture of data (GLP, GCP, GMP, GDP,
and business records) needs to be kept for the duration of the longest retention period of any of the records, giving
rise to long-term storage of an excessively large amount of data, much of which is no longer required.

Where an organization is creating data that is relevant to a number of other entities (e.g., training records within
a Contract “x” Organization (CxQ)), it is important that the organization has a clear approach for identifying and
managing the data — both for operational use and when archiving/destroying data — for the individual entities.

Implications concerning third-party data are discussed in Appendix M3.

The retention period, if not specified, should be sufficient to support any challenges to data integrity. In the absence of
a required retention period, the final disposition should be documented.

Records should be protected to ensure they are accurate and readily retrievable throughout the retention period.
Readability is implied in retention period and discussed in Section 3.2. Readability of audit trails and other metadata

is required under predicate rules to preserve the GxP content and meaning of the record, and should be retained and
available for review and copying for at least as long as the original record. During system planning and selection, it is
essential to include a user requirement for the ability to archive the complete data including audit tr@@@ timents
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Failure to meet this requirement could result in either an inability to include the audit trails and metadata in the
archive, or a need to preserve the entire original database to allow recreation of the audit trails.

There may be business needs that require data to be retained beyond the GxP-mandated retention period; these
business needs are discussed in Section 7.4.1.

Appendix O4 Tables 16.1 and 16.2 contain examples of retention requirements and periods. Appendix M3 discusses
the important considerations around managing data generated by third parties, for example, CROs.

3.2 Readability

3.2.1 Importance of Readability
Data should remain readable during the complete data lifecycle, that is:
* Able to be displayed in a human-readable format

»  For dynamic data, retained in such a way that it can be further interacted with if required by the intended use
and/or specific predicate rule requirements (see Section 4.4 on intended use)

With paper records, no special tools are required to read the data. If the paper record has endured (survived), it can
be read as a stand-alone complete record. It can be converted to a static electronic image, that is, a PDF or JPG

file by a scanning process, and easily and reliably read on any system having PDF or image viewing software. This
should be a verified process to ensure the electronic copy is a true copy, and is discussed in detail in Section 7.2.1.

In a computerized system, original records generated electronically often require additional resources such as
databases to supply the record content, along with associated metadata to provide the context and meaning of the
record. Typically, data created in an electronic system is readable by that same system, and often readable only by
that system, due vendor-proprietary formats and database structure.

If the record is static in nature (i.e., does not require user intervention or processing to be meaningful), then it can be
converted to a PDF or similar format by a verified process to provide ease of readability. Section 7.2.1 discusses the
differences between static and dynamic data and implication thereof.

3.2.2 Impact of Upgrades or Retirement on Readability

Changes to the software application such as a software upgrade or database structure modifications can result in a
loss of readability for data created in earlier software versions. For readability considerations around inactive data
stored in a dedicated archiving system, see Section 7.2.2.

It is recommended to ensure software is backward compatible prior to the upgrade. If the software does not provide
backward compatibility, then confirm that the data can be migrated as and when required. Controls around data
migration are discussed in Section 3.5.3.

Changes to a GxP computerized system should be implemented under formal change control and configuration
management, which is detailed fully in ISPE GAMP® Good Practice Guide: A Risk-Based Approach to Operation of
GxP Computerized Systems Chapter 10 [21]. When reviewing a change proposal for a computerized system, it is
important to review vendor release notes for:

*  Changes to the data structure or file format in the new version, and vendor claims around record compatibility
between old and new versions
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+  Changes to the storage approach, e.g., change in the database version or even to the database type (Oracle®
versus mySQL™, etc.)

Where there will be an impact on the readability of the existing data in applying the software upgrade, remediation
activities are needed, such as:

« Using vendor tools (if provided) to migrate the existing data into a newer format readable by the upgraded
software, and verifying the migrated data remains complete (including metadata), accurate, and consistent
compared to the original records. Data migration testing, including advice on statistical sampling, is covered in
detail in the ISPE GAMP® Good Practice Guide: A Risk-Based Approach to Testing of GxP Systems (Second
Edition) Appendix T9 [22].

« If a vendor tool is not available, determine if there is a commercially available tool that can provide the needed
data migration.

Data migration is discussed in detail in Section 3.5.3.

Even where there is no explicit vendor statement on the impact to the data readability, it is still recommended to verify
that a sample of existing data is readable (and, for dynamic data, can be interacted with) after the upgrade.

Data sampling should be risk-based and leverage statistical approaches to ensure sufficient data is sampled to
identify (and correct) any missing or corrupt data. This is in addition to, and separate from, validating the change to
the computerized system.

Where there is an upgrade to a computerized system containing master data (e.g., manufacturing recipes, customer
contact details), formal verification may be required to confirm that the data is unaffected and remains aligned across
integrated systems.

In the event of a database change, an extensive software upgrade with no migration tool or backward compatibility,
or at system retirement, an evaluation should be made of the feasibility of maintaining a functional copy of the original
computerized system (either as a physical or virtual machine) that will be used to read and interact with existing data
throughout the remaining retention period for that data.

Considerations for maintaining functional copies of the software include:

*  Newer Operating Systems (OS) have better backward compatibility features that may be able to run legacy
software without much trouble if it was produced in the last several years and if the data storage remains in the
same structure (e.g., flat file throughout or the same relational database).

»  Forlaboratory and process control software, it is important to determine if the software application can be run
without connection to instrumentation and process equipment.

»  The practical implications and limitations of maintaining a functional copy of an obsolete system using virtual
machine technology, as covered in detail in Appendix O5.

This should be combined with an assessment of the risk of not keeping the records in a dynamic format (see Section
7.2.1). At some point, as discussed in Section 7.2, maintaining readability of the old dynamic records may become
unfeasible and conversion to static format is inevitable.

One risk associated with long-term readability of records is personnel turnover. The personnel that generated and
interacted with the data may no longer be with the company and operation of the legacy system may be challenging

with inexperienced operators. It is advisable to archive training materials with the software so there is at least some
information available when accessing the old data by inexperienced personnel. Any information that can be provided

to a new user about the data also helps the data owner answer questions during a regulatory revie\Docu ments
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3.2.3 Recommendations for New Systems

When selecting a new system for use with GxP data, incorporate the retention and archiving requirements into the
user requirements.

When considering new systems, it is important to evaluate:
*  The available functions to export and report data out of the system for archiving purposes

*  The system’s ability to mark data as “Archived” and how archived data will be removed from the originating
system

»  How existing active data is impacted during a system upgrade:

- Is the data automatically upgraded as needed to suit the new software version as part of the system
upgrade?

- Does the data have to be revised or modernized by a separate step to keep it readable?
- Does the data need to be imported into the upgraded system?

*  The history of earlier versions of the system to understand the depth and frequency of changes to data structure,
file formats and databases, and also to assess the level of backward compatibility routinely maintained in the
system.

These could be addressed in a vendor evaluation; minimally, there should be a discussion with the vendor to
understand their vision and plans for the product going forward.

When a system is upgraded (upgrade of the application or operating system, or implementation of a later-model
system), the existing data may be automatically revised to be readable within the system, either during the upgrade
or when transferred into the upgraded system. This relies on the capability of the new system to read data created in
the older version, possibly by converting it into the newer format. This type of transfer is the simplest form of migration
but still requires a risk-based level of verification to confirm the integrity of the data. Special attention needs to be paid
to any changes in the processing algorithms that could produce a different result.

A system that internally manages its data revision during an upgrade reduces the effort required to keep data
readable in the system through future system upgrades during its operational life. A system with the inherent ability to
read data created in all earlier versions of the system, including data restored from the archives, greatly simplifies the
ongoing data retention burden.

The capability to export data for archiving and retention is critical when using SaaS solutions hosted off-premise.
There needs to be a mechanism to extract the data if and when the regulated company moves away from that
solution; this requirement should be defined in the Service Level Agreement with the SaaS provider. Many of the
considerations discussed in Appendix M3 — Third-Party Data may also be relevant for SaaS solutions.
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3.3 Availability

The need for the availability of records is determined by the current state of the records: active, semi-active, or
inactive.

Figure 3.1: Example Frequency of Records Access over Time
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In the Figure 3.1 diagram:

(@ Active records start from the first creation of data. Generally the record remains active through the processing
and review, reporting and use phases of the data lifecycle, where access is needed frequently to progress
the data to complete its business purpose, that is, its use. Active records are introduced in Section 3.3.1 and

discussed in detail in Chapter 6.

® Semi-active describes the situation where the record is no longer routinely accessed, but may be needed
periodically such as for use in trending and control charts, and during annual product review or complaints
investigations. Semi-active records are introduced in Section 3.3.2 and discussed in detail in Section 7.1.

(® Inactive records are records no longer expected to be accessed other than for exceptional circumstances, for
example during an inspection or investigation. At this point in the record lifecycle, the records will be infrequently
or minimally accessed for the remainder of their retention period. Inactive records are introduced in Section 3.3.3

and discussed in detail in Section 7.2.

@ At the end of the retention period, the inactive record can be destroyed as long as there is no legal hold or
business reason to keep the data. Destruction is covered in Section 7.4.

There are no hard-and-fast rules as to when a record should transition from active to semi-active, or from semi-active

to inactive; it is a spectrum of decreasing need to frequently access the data and a desire to mainta: E erformance in
the live system(s). Points @ and ® can move within the graph based on the regulated company’s U ments
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It should be noted that a record entering the semi-active or inactive state should not impact its static or dynamic state
— the regulatory expectations to maintain dynamic data in dynamic format remain.

3.3.1 Active Records

Data stored in the computerized system that originally generated the data (the “live system”) is immediately available
to authorized users of that computerized system (although there may be restrictions on which users can access what
data — see Section 3.4). This immediate availability is efficient where data is active (being generated, processed,
reported, reviewed, and/or used) and being used by a range of interested parties (production operators generating
data, production supervisors collating and reporting data, quality unity reviewing data, authorized person releasing
the batch based on the data). Active records are discussed in detail in Chapter 6.

3.3.2 Semi-active Records

As it moves through the lifecycle, data may be needed less frequently; for example, batch release data from the
previous month may not be needed until the annual product review when it will be trended with other release data. In
this semi-active phase, where the data is needed infrequently, the options available to an organization are to:

*  Leave the data in the live system

* Leave the data in the live system but prevent further changes by segregating the semi-active (or inactive) data
from the active records, that is, the data is restricted as read-only or is rendered inaccessible to the majority of
users

* Look at off-line storage solutions, for example, electronic archives as discussed below and accept the
consequently slower access to the data inherent in moving it out of the live system. This should be balanced
against the need for data to be rapidly available in the case of a recall scenario.

Based on the business process and regulatory requirements, a read-only or reduced access approach may be used
to limit the potential for data changes, in which case ideally the system should offer incremental levels of control that
can be implemented over time, such as:

1. No new data can be written into the data folder but allowing users to work with existing data

2. Progressing later to preventing further processing or editing of the data, but the data is still available for viewing
and approval

3. Finally, after the business process cycle time is complete, moving to fully read-only

There may even be a “no access” level of control whereby the data can no longer be viewed, pending its transfer to
the archiving system.

It is important to limit which users can initiate the restrictions, with potentially a smaller subset of users able to
reverse the restrictions in case the data is needed for an investigation or audit. This is particularly important for
chromatography data where an inspector can request the data to be reprocessed to assess the impact of alternate
processing parameters.

Semi-active records are discussed in more detail in Section 7.1.
3.3.3 Inactive Records
When an organization determines that the data is no longer needed to be readily available for instant access, or

the amount of data in the live system is degrading system performance, moving the data from the live system to an
electronic archive is recommended. This brings multiple advantages: Docu ments
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* Reduced workload for managing active records

»  The amount of data in the live system does not become sufficiently large to impact system performance (e.g.,
long search times, delays in reading data from a database)

*  The time required to back up the live system remains manageable (e.g., less than 24 hours, thus allowing daily
backups)

»  The storage space required for backups of the live system is minimized

»  The archived data is only accessible to a limited number of independent personnel and no longer available to the
originating users, thus reducing the risk of alteration during the retention period [23]; this is a specific regulatory
requirement for some areas. (See Appendix O4 for examples of requirements for record retention.)

There are more general regulatory requirements (listed in Appendices O2 and O3) for the use of archives in support
of long-term data retention. In its simplest form, archiving electronic data requires the creation of a complete and
accurate copy of the data (including metadata to preserve GxP content and meaning) in an off-line storage location.
Once the off-line copy has been verified as complete and capable of being restored into the live system when
needed, the original record can be deleted from the live system. As with any other regulated data, provision should be
made for backing up the archived data to guard against data loss.

Where validated automated archiving processes cannot be provided, manual archiving may be required. Manual
archiving can only be controlled by procedure/protocol and requires verification that all the required records are
archived. Manually administering the electronic archiving process, especially when dealing with flat files, carries an
inherent risk that more data may be deleted than was copied to the archive location, for example by choosing to copy
only the passing results for long-term retention. For this reason, validated automated electronic archiving systems are
preferred.

See Section 7.2.2 for a discussion of the important features for an electronic archiving system, including advanced
indexing capabilities to facilitate record searching. Archive requirements are included in Appendices 02, O3, and O4.

If a manual archive process is all that is available for a system, an archive protocol must be written to ensure all data
is appropriately archived.

Some companies choose to maintain the data in a secured area of the live system in a “no access” state for the
full retention period. If that approach is used, the data may be secure, but the advantages listed above will not be
achieved.

Inactive records are discussed in more detail in Section 7.2.

3.4 Access

Inherent in considerations regarding the availability of the data is the consideration of who should be able to access
the data during its lifecycle. Access controls should ensure that only authorized personnel can access data. This may
be controlled by business role and organization.

A detailed discussion of security management for computerized systems is contained in ISPE GAMP® Good Practice
Guide: A Risk-Based Approach to Operation of GxP Computerized Systems Chapter 15 [21] and in ISPE GAMP®
Good Practice Guide: IT Infrastructure Control and Compliance (Second Edition) Appendix 5 [19] for infrastructure
security.
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3.4.1 Access to Live Systems
When active records are stored in the live system, access controls in that system are based on the principles of:

» Segregation of Duties: This is the general concept of having more than one person required to complete a
process or workflow as an internal control intended to prevent fraud and error. For example, segregation of
duties requires that authorization to generate data should be separate to authorization to verify data (e.g., a user
can review their peers’ data but not their own), and that users conducting normal work tasks in the system should
have access rights to do so while users with elevated access rights (e.g., administrator privileges, engineer roles)
should not conduct normal work tasks on the system [24].

» Least Privileges: A further aspect of assigning access to functionality is the principle of least privileges, whereby
each user is given sufficient access for their routine tasks and no more. Senior users may be given access
to higher risk functionality (e.g., creating new data storage folders or adding new users), with the highest risk
functionality (e.g., system administration, database administration or other enhanced access) reserved for
users outside of the department’s reporting structure (for example, members of the corporate IT department).
Careful consideration should be given to how and where passwords are managed, including resetting forgotten
passwords; there is potential for fraud if someone in the business process can reset a password and then
conceivably execute tasks under someone else’s account.

Assigning access controls, including database administrator access, is discussed in detail in ISPE GAMP® RDI Good
Practice Guide: Data Integrity — Key Concepts Section 4.5 [16].

In addition to controlling which functionality in the system is accessible to a particular user, there may also be a need
to control what data can be accessed by that user. This is especially relevant where a computerized system is shared
across multiple business processes and/or organizations, for example sharing a chromatography data system across
both the research and development and QC laboratories, or where a system contains confidential patient information.

3.4.2 Access to Archive Systems

In an electronic archiving system, access to the archived data can be restricted to a limited number of data
management personnel and no longer available to the originating users thus reducing the risk of data alteration
during the retention period [23].

If there is a need to restore the archived data to the original system or a functional copy thereof, special care must be
taken to manage any access to or editing of the restored data. This is discussed in Section 7.3.

System lifecycle considerations for archive systems are covered in Section 7.2.2; archiving requirements are
discussed in more detail in Appendices O2 and O3.

3.4.3 Physical Security

Logical security (system access controls) alone are not sufficient [11, 25]. Physical access controls such as perimeter
security, building and facility access control should be in place in addition to logical security. The storage location
must be physically secured against unauthorized access, for example, by instigating key card door controls on the IT
server room such that only authorized IT personnel can gain access to the system server or archive storage media.

3.5 Protecting Records and Data

It is important to protect records supporting GxP decisions to ensure that the information is secure from unauthorized
modification or deletion. The procedures and processes implemented to address risks to active records should be
commensurate with the importance of the data, the process, and complexity of the system. All data must be in a

format that permits secure storage and available for review and reporting. oCu ments
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As discussed in the ISPE GAMP® Good Practice Guide: IT Infrastructure Control and Compliance (Second Edition) [19]:

“Lack of security may compromise availability of applications and services, record integrity and confidentiality,
reputation with stakeholders, and may lead to unauthorized use of systems that would ultimately impact product
quality.

Information security may be characterized as the preservation of:

«  Availability: ensuring that authorized users have access to information and associated assets when required

* Integrity: safeguarding the accuracy and completeness of information and processing methods

»  Confidentiality: ensuring that information is accessible only to those persons authorized to have access.”
3.5.1 Site Storage and Controls

There are processes, controls, and procedures necessary to protect the safety, confidentiality, integrity, and
availability of the data in the operational environment. Such safeguards include (but are not limited to):

»  Backup and restore procedures
*  Business continuity planning
»  Disaster recovery planning

It is important to develop the backup approach and disaster recovery strategy based upon the risk of the system
and the criticality of the process and data. Backup and restore, and disaster recovery as part of business continuity
management are discussed in detail in Chapters 13 and 14 of the ISPE GAMP® Good Practice Guide: A Risk-Based
Approach to Operation of GxP Computerized Systems [21].

Backup and restore procedures ensure that the accurate and reproducible copying of digital assets, including the
data and software, are protected against loss of the original data so that the data can be restored, if required due to a
disaster.

Conventional backup processes typically involve creating a duplicate copy of system data on a fixed-time basis, such
as a nightly scheduled backup. Other controls that can be implemented utilize sophisticated network architectures
including database mirroring and redundancy across diverse and geographically dispersed datacenters, which can
result in close to 100% uptime. Synchronous replication — where data is written to the primary storage and a remote
replica simultaneously ensuring that both versions are always identical and where one replica is always available — is
another approach to lessen the risk of loss of data. Data transfer speed should ensure that replication is performed at
a necessary rate to prevent degradation or loss.

The Business Continuity Plan and the Disaster Recovery Plan collectively address how to continue or resume
operation after a disaster. A disaster is defined within the ISPE GAMP® Good Practice Guide: IT Infrastructure Control
and Compliance (Second Edition) [19], as:

“Any event (i.e., fire, earthquake, power failure, etc.) which could have a detrimental effect upon an automated
system or its associated information.”

The Business Continuity Plan (BCP) describes the steps the business must follow to restore the critical business

process following a disruption and addresses what the business must do to continue without the computerized
system(s).
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A Disaster Recovery Plan (DRP) is defined by the ISPE GAMP® Good Practice Guide: A Risk-Based Approach to
Operation of GxP Computerized Systems [21] as:

“A sub-set of Business Continuity Management that focuses on regaining access to an IT system, including
software, hardware, and data following a disaster.”

Disaster recovery must address the provision for replacing or restoring the computerized system. The DRP

must provide details of how to restore the complete computerized system including the infrastructure, hardware,
application, and database. The recovery site is usually chosen a geographical distance from the main site in case
the disruption is due to a natural occurrence such as an earthquake or flooding. If there is a need to restore specific
instruments, as in the case of laboratory systems, the DRP should contain procedures for obtaining replacement
instruments.

It is important to document how much downtime is acceptable for a specific computerized system/business process.
The process owner must define the allowed maximum system down time expressed as the Recovery Time Objective
(RTO) and the maximum loss of data that can be tolerated by the business process defined as the Recovery

Point Objective (RPO). This information is used by the IT specialist to design the necessary backup process and
architecture to support these requirements. Companies must ensure response times are described within their
internal or external Service Level Agreements (SLASs).

All of these processes, controls, and procedures should be periodically verified and may be assessed during periodic
review to provide assurance that they still meet organizational and regulatory expectations, including doing trial
restores of the backup data. Consideration should be given to perform walk-throughs and mock-executions of the
DRP and BCP.

3.5.2 Off-Premise Storage and Controls
The same data integrity requirements (including confidentiality and security) apply to systems managed internally by
the regulated company or externally. The expectations from the regulators are the same whether organizations use
physical infrastructure on-premise, virtualized servers on-premise, hosting at datacenters, or leveraging off-premise
cloud-based services. The regulated company has the ultimate responsibility for patient safety, product quality, and
data integrity, whatever and however the data is stored.
In cases where the system is supplied using cloud-based infrastructure (SaaS, PaaS, or laaS), the responsibility for
the procedures related to disaster recovery are shifted in whole or in part to the cloud provider. One of the benefits
of a cloud-based infrastructure is its resiliency, that is, the ability of the service to respond to issues, although the
positive achieved in resilience is often challenged by a decrease in security controls. One of the advantages of using
a cloud-based infrastructure is system uptime, which providers often report as 99% to 100% [26].

The ISPE GAMP® Good Practice Guide: IT Infrastructure Control and Compliance (Second Edition) [19] provides
some insight into the advantages and risks of using various infrastructure services.

“Advantages for laaS, SaaS, and PaaS solutions include:
«  Large flexibility in capacity and services

*  Easy to expend or reduce

*  Reduced internal hardware foot print

*  Reduced capital costs

. Qutsourced control and maintenance
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*  High availability
* Less need for IT knowledge and IT investment”

“Cloud computing introduces a flexibility in resource capacity, but also introduces new risks to regulated
companies. These risks include:

«  Less or no control over the datacenter

»  Several suppliers working together to provide the infrastructure
*  Less control over the infrastructure

*  Less control over the data

»  Less control over applied services

»  Data and systems are outside the companies’ network

»  Different qualification approach required.”

The use of infrastructure outsourcing has also presented compliance challenges including security, availability,
integrity, confidentiality, and should the contract be terminated, data deletion or an inability to access the data.

The two critical activities/considerations for the users of cloud-based infrastructure services are the supplier
assessment and the contract or Service Level Agreement (SLA).

As with any supplier assessment, it is critical to assess the services delivered by the cloud provider and the controls
and procedures established to ensure the operations. It is important to define the expectations of the regulated
company and the corresponding responsibilities of the provider. One of the considerations is the notification of
changes to the hosted service, including upgrades to infrastructure, platform, or software application. At a minimum,
the notification should include details of the change to allow the regulated company to evaluate any potential impact
to their systems and data.

As part of this assessment, it is important to evaluate the disaster recovery process at the supplier including
review of the DRP and the frequency and conditions of the disaster recovery testing. The DRP should address the
communication strategy during a disaster. It is important to document how a disaster at the cloud provider will be
communicated to the system users.

It is also important to determine if the cloud-service provider subcontracts any part of their service. If this is the case,
such as a SaaS provider using a third-party PaaS or laaS provider, it is important to understand how the cloud-
service provider evaluated their subcontractors and how problems with service at the subcontractors will be prioritized
and communicated.

The ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts [16] states:
“Even if the third party is not subject to healthcare regulations when they enter into a Quality Contract/Technical
Agreement with a regulated company, they must be aware of the requirements of the environment in which they
are working.”

Ongoing performance monitoring of service delivery from the provider is important.

Appendix M3 contains additional guidance on managing off-premise data.
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3.5.3 Migration

The MHRA ‘GXP’ Data Integrity Guidance and Definitions [12] provides significant guidance on controls required
for data transfer and data migration. Fundamentally, any transfer or migration process must be validated and must
preserve the GxP content and meaning of the data.

The ISPE GAMP® Guide: Records and Data Integrity Appendix O1 [8] discusses the option of storing electronic
records in formats other than the original record format. Appropriate points when considering record transfer or
migration include:

*  “Creation of the record

*  The point at which a record is to be archived

* At system upgrade, especially if electronic record conversion is needed

» At system replacement when contemplating data migration to the new system

» At system retirement, especially if electronic record conversion or development of rendering software is
needed

. When a media refresh is needed”

The decision to convert electronic records into a different format (an alternative file type, or dynamic to static) should
be based upon a documented risk assessment considering the requirements for record retention, access, and use.
ISPE GAMP® Guide: Records and Data Integrity Appendix O1 [8] includes a comprehensive table, Table 18.1, that
describes multiple risk factors for the conversion of electronic records to an alternative format.

Transferring data between different applications will also likely require a conversion of format. When this is needed
for active data, discussions with the vendor of the target system will determine if the entire active data set can be
converted directly:

»  Via direct conversion and transfer
*  Via an export from the current system and import into the new application

One challenge with retention of records is that the records may be in a format proprietary to an individual vendor and
therefore the data may only be read in the originating application.

The conversion of inactive records to a vendor-neutral format was introduced in the ISPE GAMP® RDI Good Practice
Guide: Data Integrity — Key Concepts Section 4.3.6.3 [16]. The vision of vendor-neutral formats has been a desire

for industry for many years, especially in the realm of analytical laboratory data. Leveraging a vendor-neutral format
could help to break the reliance between the data lifecycle and the system lifecycle. Data would no longer be
exported from one system and imported into another, but exist in file structures that live in a common data lake with
the ability of various applications to open, view, interrogate, and mine the data for new scientific insights, as well as
provide the ability to easily share data between collaborating companies. This is an ongoing industry initiative and not
yet fully implemented or available.

Any “temporary” storage locations of data need to be tightly secured and controlled. There should be a record of
transferring data between storage types, formats, or computerized systems. A Data Migration Plan should define

the scope of the migration, the personnel and data involved, and the strategy to be applied. The ISPE GAMP® Good
Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems Chapter 17 [21] examines

migration in detail and offers guidance on creating a Data Migration Plan. Migrating data of questionable integrity

does not improve the integrity of the data but may protect the data from further risks goingforward. Documents
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As with all migration/conversion activities, it is essential to consider if all data, metadata (including audit trails and
review and approval signatures), and relational traceability between records is preserved after migration to the new
application. Care must be taken when migrating IT systems with databases to ensure that the associations are not
disrupted and that the data viewing capabilities remain. Risk assessment and management for any changes in data
or metadata should be evaluated and documented. It is important that migration or data transfer processes are
designed and validated to confirm that data integrity is preserved (the accuracy, completeness, content, and meaning
of the data) following a risk-based approach.

When the migration/transfer involves cloud-based solutions, there are additional considerations required as described
in the ISPE GAMP® Guide: Records and Data Integrity [8]:

“As part of an outsourcing process regulated companies need to:

*  Understand and accept which aspects of control are being delegated to a provider
»  Assess and accept the controls implemented by the provider

»  Contractually define the level and frequency of reporting

«  Agree on the need for supplier support during regulatory inspections, depending on the architecture and
services provided”

Often using PaaS or SaaS solutions, system upgrades may be driven by the service provider and not by the
regulated company. If the upgrade forces the need for data migration, a risk-based approach should be undertaken to
managing the migration. Appendix O5 offers additional considerations around off-premise solutions.

3.6 Managing System Retirement
As stated in the ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts [16], system retirement:

‘involves decisions about data retention, migration, or destruction, and the management of these processes.
Retiring a computerized system has major implications about how the data created in the system during its
operational life remains available, enduring, and readable in the remaining phases of the data lifecycle.”

When retiring a system, it is important to determine:

*  What data in the system needs to be retained after the system retirement (it may need administrator access to
view all data within the system)?

*  What data is within its retention period that needs the system to read and display the data?

For dynamic data, a functional copy of the legacy software may be needed to read or interact with the data if the data
has not been migrated to a format readable in a current system. This is discussed more in Section 3.2.2, with details
around maintaining legacy software covered in Appendix O5.

Appendix M10 of ISPE GAMP® 5 on System Retirement [9] presents an overview of the system retirement process
including data integrity considerations.

Managing system retirement is comprehensively discussed in the ISPE GAMP® Good Practice Guide: A Risk-
Based Approach to Operation of GxP Computerized Systems, Chapter 18: System Retirement, Decommissioning,
and Disposal [21], which contains a detailed process flow diagram showing the critical activities and records to be
produced (see Figure 3.2), plus a RACI matrix (Responsible/Accountable/Consulted/Informed) of the roles and

responsibilities involved. Documents
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Figure 3.2: Managing System Retirement Workflow [21]
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The primary consideration during system retirement is to ensure that data and metadata generated and stored in

a system are retained and readily available and readable as defined in the system retirement plan. The system
retirement process should have been considered during the creation of the organization’s retention strategy. The
strategy should be based on risk, taking into account regulatory expectations and business requirements, data
criticality, and the complexity of the computerized system. The strategy should require the identification of record type
(GMP, GLP, GCP, etc.), record retention period, and archival and retrieval processes for each system.

The 2010 ISPE GAMP® Good Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems
[21] remains valid in every respect, but consideration of subsequent regulations and guidance on data integrity,
specifically expanding roles and responsibilities to include data owner and data steward, generates a slightly modified
RACI matrix as presented in Table 3.1.

Table 3.1: Managing System Retirement RACI Roles and Responsibilities
Adapted from ISPE GAMP® Good Practice Guide: A Risk-Based Approach to Operation of GxP Computerized Systems [21]

Role RACI Code Responsibilities

Process Owner (can A » Accountable for the Retirement Plan

also be the Data » Accountable for the execution and verification of the Retirement Plan

Owner) » Accountable for the data and documentation related to the system being retired

and ensuring compliance with relevant retention policies
* Responsible for approval of the Retirement Plan and Report

Data Owner R » Responsible for preserving the quality and integrity of data and documentation
related to the system being retired and ensuring compliance with relevant retention
policies

+ Consulted on content of the Retirement Plan

System Owner R » Responsible for preparing aspects of the Retirement Plan
* Responsible for approval of the Retirement Plan and Report

Quality Unit C » Consulted on content of Retirement Plan for regulatory and compliance aspects
* Responsible for approval the Retirement Plan and Report

End User | » Informed of the plan to retire the system
» Responsible for verifying aspects of the Retirement Plan, e.g., ongoing data
accessibility, impact on interfaced systems

Platform Support R » Responsible for preparing aspects of the Retirement Plan

(SME) » Responsible for executing platform dependent aspects of the Retirement Plan
Application Support R * Responsible for preparing aspects of the Retirement Plan

(SME) » Responsible for executing the Retirement Plan

System Administrator R » Responsible for preparing aspects of the Retirement Plan

(SME)

Archivist (SME) R » Consulted on content of Retirement Plan for organization records retention policies

» Responsible for executing the archive aspects of the Retirement Plan

» Acts as Data Steward for archived data

» Responsible for preserving the quality and integrity of data and documentation
related to the retired system and ensuring compliance with relevant retention

policies
Project Manager R » Responsible for managing retirement, decommissioning, and disposal
Data Steward R » Responsible for ensuring that good data integrity practices are followed during the

planning and execution of the retirement, decommissioning and disposal phases

Where: R = Responsible, A = Accountable, C = Consult, | = Inform
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3.6.1 Data Considerations

Prior to beginning the retirement process, there needs to be a documented risk assessment to understand the
concerns and difficulties to be addressed. The retirement process should be defined, and any transfer or migration
process to be used validated, to ensure that no data or metadata is lost or compromised during the process. The
records should be copied and verified as complete and accurate before the destruction of the original equipment. It is
essential to ensure that the metadata, such as the audit trail or other information has transferred completely, as loss
of such information permanently compromises the integrity of the copy of the record.

Transferring inactive records that have already been archived from the system into a secure off-line archive location
may require additional steps, such as restoration back to the original application prior to conversion and transfer. This
is common when the inactive records have been archived in the original existing format, which is likely to be vendor
dependent. Therefore, it is critical to plan for this migration before decommissioning the original computerized system
application.

If some of the data has reached the end of its retention period and can be discarded there should be a clearly defined
process requiring data owner, process owner, and quality (and maybe legal) approvals prior to disposal. This requires
the ability to segregate such data from the rest of the data without creating issues and that the date of data creation
is stored with the record. Naming conventions that include the date of creation may be beneficial because when data
is migrated, the file creation dates may be reset to the date of migration. Data destruction is discussed further in
Section 7.4.

When a system reaches the end of life and is to be decommissioned, a retention strategy is needed for data that has

not reached the end of its retention period. As discussed in Section 3.2.2, ideally, dynamic data should be maintained

in a dynamic format, but sometimes this is not possible. If data is required to be retained for decades (e.g., traceability
records for tissue donors, as contained in Appendix O4), there may come a point where a risk-based decision to save
it in a static format may be justifiable (i.e., the need to sort or reprocess it is very unlikely).

For example, a risk assessment may find that there is little or no foreseeable need for reprocessing after 10 years,
while retaining a computer (or even a virtual environment) with an unsupported operating system and application gets
increasingly problematic. It is important to consider and document the risk of creating static records from the dynamic
records [12] and to ensure that the records are still able to support the reconstruction of the activities performed and
decisions made. This approach should not be considered for active records. This is further discussed in Section 7.2.

Information stored in PDF files may be substituted and transformed when transferred to a new server if the fonts were
not embedded when the PDF was generated. Such substitution or transformation can alter the record permanently
and may alter the meaning, such as when symbols are transformed or changed to standard fonts, rendering the
information useless if it becomes unreadable. It is important to consider this during the initial transfer plan.

Another significant problem with PDF files is that they are limited to a static representation of the data and may not
contain the complete and accurate record of what was originally recorded by an electronic system; this is extensively
discussed in Section 7.2.1. Finally, PDF files also have very limited searching and indexing capabilities, and indexing
within a document management system is needed to ensure the records can be found when needed.

Readability of the retained data depends on the format of the data. If the data has remained in a vendor-specific
format, a functional copy of the legacy software may need to be retained to allow for data readability (as discussed in
Section 3.2.2 and Appendix O5). Training and operating materials should be archived along with the legacy system to
assist access by inexperienced personnel.
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3.6.2 System Considerations

The scope of the system retirement strategy should include everything from simple devices and non-networked
systems through to and including enterprise systems. Different scenarios relating to system retirement are described
below. Note that for Step 1 these are broken down by system types, with common activities listed first, and system-
specific activities listed under system type.

Step 1 — System Retirement

The system is removed from active operations, normal end user access is withdrawn, and interfaces with other

systems are deactivated. SMEs involved in decommissioning activities are allowed access and permissions sufficient
to perform their allotted tasks. During the development of the retirement plan, it is essential to consider all associated
records, qualification data, calibration records, etc., as well as the regulated data and metadata required to be retained.

System Types

System not connected to a computer: This system generates electronic data but does not permanently store the
data (titrator, osmometer, etc.). The retirement plan should document the archival and retrieval of the temporary data
stored on the system. When retiring this system, no additional data will be generated from the system. Data typically
generated from these systems is static in nature and therefore may be retained in printed or electronic format. These
files are often saved in a read-only format (e.g., PDF) for ease of archival. Appendix D2 discusses some of the
implications of managing the data during the use of these systems.

System connected to a non-networked computer: Systems are connected to the computer for system control
and data acquisition. Data from these systems use temporary media to transfer data to a more permanent secure
location. When retiring such a computerized system, no additional data will be generated from the system. Data
typically generated from these systems is dynamic in nature. The retirement plan should document the archival
and retrieval of the data stored on the system and permanent storage location. This plan should allow for data to
be maintained in its original dynamic format. In most situations, it is necessary to retain a copy of the application
software to retrieve data in its dynamic format.

System connected to a networked computer: These are systems connected to a computer for system control and
data acquisition, where the computer is connected to a network allowing direct data transfer to a secure location.
When retiring such a system, no additional data will be generated from the system. Data typically generated from
these systems is dynamic in nature. The retirement plan should document the archival and retrieval of the data stored
on the system. This plan should allow for data to be maintained in its original dynamic format. In most situations, it is
necessary to retain a copy of the application software to retrieve data in its dynamic format should this be required. A
virtualized copy of the system can be retained for this purpose until the end of the retention period is reached — see
Section 3.2.2 and Appendix O5.

Enterprise Systems: Enterprise systems are typically used to meet the needs of multiple sites. When retiring an
enterprise system, no additional data is added to the system from the specified retirement date. An enterprise system
may be retired at a single site or across all sites:

« If only a specific site is retiring the system and it will remain in operational use at other sites, then data availability
is simplified since the system is still active.

» ltis more complicated if the whole enterprise system is to be retired from all sites as alternative arrangements
will be needed to maintain data availability and readability.

*  When one site pilots a new system, then there may be an interim negative impact on data quality and
nomenclature across the organization, as the new system may store data differently and with an enhanced
nomenclature compared to the existing system. This incompatibility continues until all sites have migrated to the
new system. See Sections 1.6.4.2, 4.7, and Appendix M2 for further explanation of data quality bocuments
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The retirement plan should allow site data to be retrievable in its dynamic format with the permission of the
designated data owner. An enterprise system typically remains in use until data is migrated to a new enterprise
system or to a long-term archive. When retiring a complete enterprise system to move to a new one, no additional
data is added to the system from this point forward. The retired system typically remains in use until the data stored is
either migrated to the new system or has reached its record retention requirement.

Retirement of the Archive System: When an archive system is due for replacement (reaches the end of its lifecycle
or an improved archiving solution is found), special care must be taken to preserve the integrity of the data throughout
the process. If the archive system is connected to other systems, replacement interfaces need to be created to link

to the new archive and validated to ensure they are transferring complete data. Retirement of an archive system
requires all of the same considerations as retirement of any other type of system but is complicated by the diversity

of the records and the possibility that the new archive system does not support all of the file formats. This may be the
time to convert dynamic data to static data based on unsupported file formats. Refer to Section 7.2.1 for details about
this conversion.

Step 2 - System Decommissioning

Decommissioning is the controlled shutdown of a retired system. A system may be stored if required to be reactivated
at a later date, such as to retrieve regulatory data or results.

Step 3 — System Disposal
Data, documentation, software, or hardware can be permanently destroyed. Each may reach this stage at a different

time. Data and documentation should not be disposed of until they have reached the end of the record retention
period as specified in the record retention policy.

3.7 Records Management and Retention through Mergers, Acquisitions, and
Divestments
During mergers, acquisitions, and divestments, it is essential to plan and define the approach to managing the
impacted systems and data. A fixed timeframe may be imposed by legal contracts to review associated and impacted
data as part of the transition period.
Some factors to consider for records management and retention include:
*  What data is needed and impacted?

*  What systems are involved, which will be kept and which will be retired?

* Is a new system purchase required as part of consolidation or divestment? If so, this will need validation for
intended use before data can be imported.

+ Can data generated by the same business process across the two companies be transferred into a single
system, e.g., all batch record data can be merged within the chosen Manufacturing Execution System (MES)?

*  How will both the active data from the live system and the inactive data from an archive system be managed?
*  What legacy systems are needed to read the archived data and how will they be managed?
*  Who will be the data owners at the end of the transition phase?

«  There may be changes in the underlying business processes during the transition period; how will these impact

the data flow ongoing? Documents
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For divestments, the transition period should be used to identify how to segregate data between the companies. An
independent party may provide the data segregation process and provide a dataset to the recipient. In that situation,
it is vital to identify the data requirements early, ensure that data segregation is performed at least twice, so there is
an opportunity to rehearse data segregation and verify the resulting data set, and address any issues before the final

cut of data is taken.
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4 Implementing Data Integrity by Design

4.1 A Process to Achieve Data Integrity by Design

This section presents an approach to gaining a more systematic and enhanced understanding of the data set/data
system under development with respect to effectively managing the data lifecycle for regulated records.

A process to achieve data integrity by design throughout the data lifecycle is presented schematically in Figure 4.1.

Figure 4.1: Data Integrity by Design Process Flow Diagram
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This process supports the development, maintenance, and retirement of compliant data sets and data systems.

The data integrity by design process facilitates delivery of a design that ensures the computerized system(s) is/are fit
for intended use with respect to the data lifecycle and the business process.

The key development related activities for a process to be computerized are described or referenced in more detail
below.

+ Define Existing Business Process: In addition to the process workflow it is critical to capture the business
process and end to end data flows (incorporating data transfer across interfaces) in order to provide assurance
that the full data lifecycle is understood, including high-risk areas and compliance gaps.

+ Scope “To Be” Business Process: Use critical thinking to identify opportunities for end to end business
process improvement, with a focus on prevention and detection opportunities to minimize existing risks to data
integrity and data quality for regulated and other business-essential records.

Business process mapping is explained in detail in Section 4.2, while Section 4.3 introduces data flow diagrams.
Once the business process map and data flow diagrams have been generated, a business process risk
assessment (see Section 4.5) can be used to identify potential data integrity risks inherent in the process that
must be addressed as far as possible by the computerized systems selected.

+ Develop Requirements: Critical thinking should be applied to analyze the regulatory requirements for data
integrity, and determine the necessary and most effective controls to meet the intended use. The intended use
inherently impacts the controls needed; for example, a system intended for use in early stage drug discovery
may have a somewhat different set of data integrity requirements than one intended for use in product release
testing with potential direct impact on patient safety.

It is also important to realize that the computerized system is comprised of people, process, and technology,
and therefore the requirements should inherently address not just the system technical controls but also the
applicable data governance aspects (e.g., user access controls and segregation of duties) and the ability of the
system to be configured to meet the intended use.

Sections 4.4, 4.6, and 4.7 provide guidance around defining the intended use of the data, the data lifecycle, and
the importance of creating data nomenclature to be used throughout the process or organization.

Establish high-level functionality and data requirements for the “to be” business process and data lifecycle (see
the ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts Appendix 6 [16]). In purchased
systems, the user requirements may be a combination of the business process requirements and the vendor
specification.

The historical focus of a typical User Requirements Specification (URS) has been on the required functionality
of the system to support the business process, including the interfaces to other systems and the ability to collate
data from multiple systems into a cohesive data set. Data and data lifecycle considerations should be carefully
considered and specified with equal rigor in order to ensure that good practice expectations for data quality and
data integrity can be incorporated into the design for a new system at the earliest opportunity.

To properly develop the design, a more detailed process map and data flow diagrams may need to be developed
at this stage in order to facilitate the identification of data integrity requirements. As part of data integrity by
design, how the system is designed to be available to a user in their environment should be considered. For
example, identifying the physical location of terminals and determining if they are sufficiently robust (e.g., to
cleaning processes in the operating environment) and maintained so that the terminal is available to an operator
for recording entries contemporaneously.
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The preparation of the URS for a computerized system should indicate the priority of each requirement, for
example, “must have,” “should have,” and “could have.” As part of this process, data integrity-specific requirements
should be prioritized as a part of an iterative process of QRM (according to ICH Q9 (pharmaceuticals) [27], ISO
14971 (medical devices) [28], and ISPE GAMP® 5[9]) in order to assess each requirement’s potential to impact the
quality and integrity of data within the system. Known data integrity trouble spots based on industry and company
experience (e.g., interfaces) should be explicitly examined for potential risks.

Data-related requirements should be clearly cross-referenced to process step activities and data flow
considerations, and to risks to public health, patient safety, and product quality. Requirements must be clear,
correct, and unambiguous. Cross-references to specific regulatory requirements (such as the predicate rules of
US GMP [29] as well as US FDA Guidance for Industry: Part 11 [30] and EU EudraLex Chapter 4 [31] and Annex
11 [11]) may also be helpful. An example of regulated record retention periods is contained in Appendix O4.

For computerized systems, data integrity requirements address availability, performance, resilience, security,
deployment model/architecture, and stability. These requirements are technical or procedural and include specific
controls such as second person verification, secure time stamp, compliant electronic signature, electronic audit
trail, backup and restore, etc. There may be other data integrity related considerations for a particular system,

for example, that static' records are searchable or that dynamic records are able to be reprocessed by duly
authorized users.

Minimally, systems that generate static data in a flat-file format may need to be networked with centralized data
storage to protect the data. An automated and validated mechanism to capture the flat files into a database
system for increased security and traceability is desirable.

+ Develop Design: Identify and evaluate any commercially available systems with the potential to meet the
requirements. Where there is no commercially available solution, establish a design project to develop a system.
The initial design of a purchased, commercially available system may be configuring a single system with a
workstation or may include combining multiple systems with a workstation to automate a process. The automated
system could be from a different vendor but configured to work with the same software, for example, connecting
a dissolution bath, fraction collector, and a UV/Vis spectrophotometer. (Chapter 5 offers guidance on planning
computerized systems.)

This design activity may be performed with help from the supplier or using internal support but should be
presented to system owner’s Subject Matter Experts (SMEs) and quality representatives for review.

+  Perform Risk Assessment: Data integrity focused risk assessment should be performed early in the project
phase and repeated as more information becomes available and greater knowledge is obtained (see ISPE
GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts, Chapter 4 — Risk Management Approaches
[16] for more information). System level risk assessments are covered in Section 5.3.

+ Identify High-Risk Functionality: (see Section 5.3) — A “must have” requirement for data integrity is typically a
property or characteristic of the developed system that assures data set/data system quality and data integrity
within the business process. “Must have” requirements for data integrity are not automatically high risk. While
“must have” status may infer a high severity of harm if the requirement is not met, the additional factors of
likelihood of occurrence and probability of detection in the ISPE GAMP® 5 [9] risk assessment methodology may
result in an overall medium or low risk priority for the requirement.

Having identified the high-risk functionality, QRM can be used to prioritize subsequent activities.
+ Develop Strategy to Control Risk: A strategy to control end to end process and data flow ensures that a data

set of the required quality will be produced consistently. (This is discussed throughout the system lifecycle
considerations in Chapters 6 and 7.)

' Static and dynamic records are defined and discussed in detail in Section 7.2.1. Doc u m ents
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The elements of the control strategy should describe and justify how the chosen configuration and technical
and procedural controls contribute to the final quality and integrity of the data output. These controls should

be based on product and process understanding as defined in the key concepts of ISPE GAMP® 5 [9]. A
detailed understanding of the system should be supported by the quality system, such as incident management
processes. The quality system requires adequate tools to support critical thinking to assess the impact of these
types of events (and evolves as more knowledge of the system is gained).

Sources of process variability, such as manual intervention, that can impact patient safety, product quality, and
data integrity should be identified as risks, appropriately understood, and subsequently controlled. Understanding
sources of variability and their impact on the data within the system can provide an opportunity to implement
additional or alternative controls that reduce the risks. Science-based product and process understanding, in
combination with QRM, supports the control of data sets and data systems such that any variability can be
compensated for in an adaptable manner to deliver consistent data quality.

The adoption and implementation of innovative technologies and control paradigms, for example, process
analytical technology, may allow the design of an adaptive process step (a step that is responsive to input) with

appropriate process controls to ensure consistent product quality and data integrity.

Enhanced understanding of the data system and data set performance can justify the use of alternative
approaches to determine that data is fit for purpose.

Continuing to work through Figure 4.1:

*  Build Business Process Solution: It is uncommon now for systems to be developed as custom solutions. Build
process solution more typically represents the application of a selected system configuration to meet intended
use and the provision of supporting procedures for that use. In the case of some SaaS solutions, configuration
may not be available, in which case build solution is limited to the implementation of use procedures.

+ Validate Business Process Solution
Supporting processes include:

- Knowledge Management (see Appendix M1)

- Supplier and System Selection (see ISPE GAMP® 5, Appendix M2 — Supplier Assessment [9])

With the move to more purchased and built solutions, including SaaS, benefits can be gained by collaboratively

working with the supplier to improve the technical controls built into the system to prevent and detect data

integrity issues.

- Managing Continual Risk Assessment and Process Improvement throughout the Data Lifecycle: (see
Figure 4.1) Throughout the data lifecycle, companies have opportunities to evaluate innovative approaches
to improve data quality and integrity (see ICH Q10 [32]). This includes re-evaluating controls to determine
if additional controls or adjustments to those controls are needed. Even after risk mitigation there may be a

level of residual risk that should be periodically reviewed and reassessed.

In the operational phase of the system, process performance can be monitored to ensure that it is working as
anticipated to maintain data integrity as expected. This monitoring includes:

»  System periodic review
*  Procedures and instructions

«  Roles and responsibilities (RACI) Documents
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*  Record media, e.g., electronic or paper
»  Critical aspects of the process impacting patient safety, product quality, and data integrity
»  Process step parameters, including changes and the cause of those changes

Upon gaining additional process knowledge and performance monitoring data, the data integrity-specific configuration
of the computerized system and/or control elements can be revised accordingly.

It should be noted that each of the data lifecycle processes may require a different focus of design such that
appropriate controls are in place. These controls may vary for different records based on data classification and
intended use. For example, in-process checks as part of a batch record need to be retained until the batch expiration
date plus 1 year, compared with biological tissue traceability records [33, 34], which need to be retained for at least
30 years. The design of the retention solution for these two examples is likely to be very different. A more detailed
listing of retention periods is contained in Appendix O4.

4.2 Business Process
The ability to map the business process is important to enable understanding of the business activities, and decision
points in a business process. The business process mapping or modeling may be depicted as flowcharts or tables,
or in combination. If a table is used to describe the business process, the location (where), responsible person/
role (who), the proper time to perform the action (when), and the output(s) of the action (what) should be included,
depending upon the needs [8]. Business process mapping illustrates the steps performed to fulfill the business
purpose, and should include both manual and computerized system aspects of the process.
As shown in the ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts, Section 3.2 [16], a business
process can be described in very simple terms using a block diagram. A single block can involve one or many manual
operation(s) or computerized system(s). The level of granularity of the process map is dependent upon the level
required for the business to identify the associated risks to data integrity, product quality, and patient safety.

Business process maps are useful to help the business identify the risks associated with the use of the system
including data integrity risks. Depending upon the needs, the process map may include details such as:

*  Sequence of process steps

*  Location of the activity

*  Time of the activity

»  Critical decision points, including actions (e.g., review/approval/disposition) mandated under the predicate rules
»  System functions

* Responsible person/roles

+  System interfaces

« Infrastructure including servers for production, application, database

* Inputs of the activity

+  Outputs of the activity D t
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* Risks associated with the process
»  Documentation involved in the process (used and generated)

If any parts of the process are outsourced, it is important to include this information in the process map. Data created
by an outsourced facility remains the responsibility of the marketing authorization company, and, as described in the
ISPE GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts [16], needs to be available for review, such
as during a clinical trial. A process map used to help IT support the system should contain information about the
hardware and servers supporting the system.

The process map can help with the creation of SOPs, work instructions, and training materials before the operational
phase. It is also an essential basis for the end to end testing of the business process before the system is released
for use.

4.3 Data Flow Diagrams

It is essential for a data flow diagram to capture the level of detail that will truly identify all data activities and the
subsequent identification of their potential risks. For example, the use of a data flow diagram incorporating ancillary
systems could identify the use of unvalidated and uncontrolled spreadsheet to evaluate specification limits. However,
a separate data flow diagram may not be needed for a very simple business process.

Depending on the complexity of the computerized system involved and/or the business model (e.g., outsourcing
services or systems), the data flow could be simple or very complex. It is crucial not to overcomplicate the data flow
as this can inhibit the clarity and understanding of the diagram. The more controls and interfaces in place, the more
complex the data flow diagram becomes.

A data flow diagram can be created by identifying for each step in the business process map:

+  From where will information come into the process step (e.g., sample or batch ID, limits and specifications) and
how (e.g., electronic interface/manual transcription)

*  What data will be generated during that step of the process and how is it captured? What calculations or
processing must be performed on the data and how and where will those be done? What metadata is needed to
provide the GxP content and meaning to the data?

*  For manufacturing processes, what are the Critical Process Parameters (CPPs) and Critical Quality Attributes
(CQAs), and how are they managed and fed into the process control?

*  Where does the data need to go next (e.g., to the next system used in the process, or to a laboratory information
system or Enterprise Resource Planning (ERP) system, or both)? How will it be transferred? How is the transfer

verified? What data cannot be transferred? How and where is it stored?

Figure 4.2 shows a simplified outline from which to build a data flow diagram. Split out all the data sources and
downstream systems/processes, and add detail on the data being transferred.
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