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CHAPTER 1: INTRODUCTION 

The modern threat  

In 2011 an exploit taking advantage of a vulnerability in 
the Apache web server rapidly circulated across the 
Internet. Apache, at the time, was used by more than 65% 
of websites, according to Netcraft, so this was a serious 
issue which required immediate remediation. The exploit 
took advantage of a little-known vulnerability in the way 
Apache handled two HTTP headers. Exploitation of this 
vulnerability resulted in, as described by CVE-2011-3192, 
“very significant memory and CPU usage on the server”, 
resulting in a distributed denial-of-service attack (DDoS) 
through resource exhaustion.  

In late 2013, a highly complex DDoS attack1 on a 
prominent member of an online trading community was 
detected and mitigated. In addition to the overwhelming 
network traffic generated, post-mortem analysis 
discovered a significant amount of application layer 
traffic. What had originally appeared to be simply an 
unusual spike in human interaction was, in truth, driven 
by a network of nearly 20,000 compromised browsers, all 
infected with a variant of the PushDo malware.  

In early 2014, another vulnerability would shake the 
foundations of the Internet. Within the implementation of 
SSL as supported by the open source library, OpenSSL, 
existed the potential for attacks to exploit a buffer-
                                                 
1 Application-layer DDoS attacks are becoming increasingly sophisticated, PC 
World, Oct 2013 
http://www.pcworld.com/article/2056805/applicationlayer-ddos-attacks-are-
becoming-increasingly-sophisticated.html 
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overflow, enabling the extraction of sensitive consumer 
and corporate data. The open source library was widely 
used by web servers, as well as a wide variety of open and 
closed software and hardware around the world. Its 
discovery led to disruption of business and consumer fears 
regarding just what data attackers may have been able to 
extract.   

None of these very serious web application vulnerabilities 
fall under what is traditionally considered the domain of 
application developers. The term ‘web application 
security’ usually conjures up thoughts of the more well-
known web application attack vectors, such as SQL 
injection and cross-site scripting. But the reality is that 
web application security is not just about the application, 
but about the ‘Web’ too. Exploitation of web application 
platform and protocol implementation is becoming more 
common and, ultimately, is far more likely to produce the 
result desired by attackers.  

These results are not always the theft of data, as is 
traditionally put forth. The rise of hacktivism – attacking 
organisations through their web presence as a means of 
protest against some business practice or to highlight a 
social cause – has resulted in a dramatic increase in 
attacks intended not to steal data or information but to 
disrupt business operations. These denial-of-service (DoS) 
attacks generate a lot of press, in addition to the financial 
costs incurred while applications are unavailable, not to 
mention the costs to remediate.   

Also on the rise are attempts to use vulnerabilities in 
applications as a delivery vehicle for malware and remote 
access. Attackers seek not to attack applications 
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themselves, but rather its consumers. By using 
vulnerabilities in the application layer, attackers can plant, 
and subsequently deliver, malware and malicious code to 
a much larger set of victims, some of whom are certain to 
be compromised and deliver to attackers the resources, 
data or credentials they are seeking.  

The WhiteHat ‘Website Security Statistics Report’ from 
May 2013 notes that “23% of organisations website(s) 
said they experienced a data or system breach as a result 
of an application layer vulnerability”2. An HP 
TippingPoint sponsored security survey3 noted that 
“nearly three in five IT professionals are concerned with 
application DDoS”.  

Much of the blame for successful attacks against web 
applications is laid solely at the feet of the developers who 
design and build the applications. While many of the 
attacks rely on common mistakes made during 
development, it is increasingly the case that attackers are 
targeting other areas of the web application stack, namely 
protocols and platforms. Recognising that ‘application’ 
security is really a stack, ensures that a growing vector of 
attacks does not go ignored. Protocol and metadata 
manipulation attacks are a dangerous source of DDoS and 
other disruptive techniques that can interrupt business and 
have a serious impact on the business’ bottom line, as 
well as its reputation. 

                                                 
2 Website Security Statistics Report, May 2013 
   www.whitehatsec.com/assets/WPstatsReport_052013.pdf. 
3 http://h30499.www3.hp.com/t5/HP-Security-Products-Blog/TippingPoint-

network-security-survey-reveals-top-network/ba-p/6587710#.VAceWvmwLYg. 
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A holistic web application security strategy must therefore 
necessarily view its attack surface as the entire web 
application stack.  

CYA: Cover Your Apps   

Web application security must evolve along with the 
threat spectrum, to ensure complete coverage. Therefore, 
we will look not only at traditional application logic and 
data related security issues, but also at protocol and 
platform concerns. As emerging technologies and 
architectures, such as Cloud Computing and SDN 
(Software Defined Networking) continue to advance, 
application developers are increasingly responsible not 
only for ensuring compliance with best practices 
regarding web applications security, but in defining and 
managing the application policies and procedures that 
ensure application security at the platform and protocol 
layers.  

Conversely, operators in other organisations are being 
forced to become more intimately familiar with web 
applications, in order to implement continuous 
deployment and delivery in response to pressures to move 
applications to market faster. Operators must therefore 
understand the attack vectors against which they must 
protect those applications, and the various methods which 
can be used to effectively combat successful exploitation.  

With this in mind, this book is intended for application 
developers, system administrators and operators, as well 
as networking professionals who need a comprehensive 
top level view of web application security in order to 
better defend and protect both the ‘Web’ and the 
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‘application’ against potential attacks. It is not intended to 
be all encompassing but rather a look at the most 
common, fundamental attack vectors and defence 
techniques used to combat such attacks.  
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CHAPTER 2: ATTACK SURFACE  

 

Web application security tends to be viewed as the 
purview of developers. It is, after all, about the 
application, and thus much of the focus on protecting 
against attacks falls to application developers. The 
OWASP Top 10, for example, focuses primarily on the 
methods used by attackers to manipulate application data 
to gain system access, execute remote commands and 
generally extract data beyond security controls that may 
be in place. These attacks target the data exchanged 
between a client and the application, taking advantage of 
vulnerabilities in parsing and lax security practices in 
input validation.  

But a web application can also be exploited in other ways. 
The very logic encoded in an application may be 
vulnerable. URI or path traversal attacks attempt to 
exploit a lack of security to access files not intended to be 
accessed.  

These types of attacks are made possible due to 
assumptions made as to the flow of logic through an 
application, as well as the methods used to maintain the 
current state of a web application. The use of cookies as a 
means to track user location within a workflow, has led to 
exploitation, as it is rarely the case that such mechanisms 
are protected against tampering while residing on the 
client in the browser.  

In recent years it has also become commonplace for 
attackers to target the web application platform and 
protocols prevalent today. In 2011 a widespread attack on 
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Apache, known as ‘Apache Killer’, took advantage of 
poor handling of an HTTP header in the ubiquitous web 
server platform to affect a denial of service attack against 
organisations relying on the web server. As the web server 
served more than 65% of the sites on the Internet at the 
time, as tracked by Netcraft4, the vulnerability rapidly 
gained the attention of the entire security community.  

The result is that the modern web application attack 
surface should be viewed as a stack, comprising both 
protocol and more application-specific categories of 
potential attack surfaces. It is not enough to simply tighten 
input validation, or apply system-level security to files 
that should remain inaccessible. The entire stack must be 
secured against potential attack, lest it be exploited by 
attackers.  

The web application security stack  

Those concerned with web application security – whether 
operators or developers – must view the application layer 
as comprising its own ‘stack’, and apply security 
strategies appropriately.  

There are two primary attack surfaces for modern web 
applications: the web application itself and the platform 
upon which it is deployed. The two are inseparable; you 
cannot deploy a web application without a platform on 
which it can run. Apache, NGINX, IBM WebSphere and 
Microsoft IIS are among the most popular platforms upon 
which web applications are deployed. Attacks on web 

                                                 
4 http://news.netcraft.com/archives/2011/07/08/july-2011-web-server-

survey.html. 
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applications, as well as their underlying platforms, are 
common, and the reliance of web applications on the 
platform to provide data regarding state, and other 
relevant information, introduces additional risk. 

Figure 1: High-level architecture of a typical web 
application

It is important to make a distinction between the platform 
and the application because of the impact it has on 
security. As depicted in Figure 1, most web applications 
rely on an HTTP server embedded in the web application 
platform. The HTTP server ensures compliance with the 
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HTTP protocol, by ensuring that all web servers 
implement HTTP in the same way. While there are 
certainly deviations where the HTTP specification does 
not prescribe specific behaviour, for the most part, 
interoperability between any two components which 
speak HTTP is assured by the meticulous attention to 
supporting the HTTP protocol as specified.  

In reality, most platforms are far more complex; they are 
comprised internally of many modules and micro-systems 
that provide for a variety of web application needs, such 
as messaging, queuing, standards support, identity 
services and more. While there may certainly be security 
concerns with these systems, from an operational and 
development perspective the most relevant distinction is 
the separation of the HTTP server from the application 
execution environment. This is consistent across all web 
and application server platforms, regardless of internal 
complexity or design.  

This general design supports interoperability and 
standardisation that is beneficial to developers and has, in 
fact, been a significant driver of web growth through the 
years; it also has the effect of isolating core HTTP 
behaviour and data from developers. Web developers do 
not have access to the parsing routines, for example, that 
are contained within the HTTP servers themselves. The 
HTTP server is, essentially, a black box which sits 
between the user and the application.  

This is the reason a vulnerability within a platform is 
incredibly dangerous, especially if that platform is widely 
deployed. As a ‘black box’, only the provider of the 
platform can offer a patch to address a vulnerability which 
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may leave applications and organisations at risk. This was 
the case with Apache Killer. The vulnerability lay within 
the HTTP server component in the protocol parsing logic. 
While Apache is open source and any organisation could 
have theoretically patched the vulnerability by modifying 
the code directly, the practicality of doing so meant the 
only viable response was to wait for a patch to be issued. 

This is not meant to pick on Apache. Many other 
platforms have also suffered similar vulnerabilities but 
most have not received the same level of attention, mostly 
due to Apache’s dominance of the market at the time. 

Figure 2: The modern attack surface includes application 
logic and protocols

This interdependence between platform and application 
necessarily means that web application security must be 
attentive to both platform vulnerabilities – usually related 
to protocols – and the application itself. 

From this we derive the web application security ‘stack’; 
a combination of concerns comprising both the platform 
protocol support and the web application. Each of these 
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stacks is further distinguished by attack surfaces specific 
to behaviour or metadata on the protocol side, and by 
logic and data on the web application side.  

To comprehensively secure a web application against the 
myriad of modern, attack vectors threatening them, it is 
necessary to understand both stacks from the perspective 
of their unique threat vectors.  

Application: Platform  

Just about every application is deployed on some kind of 
platform: Apache, IIS, IBM WebSphere, etc. The list goes 
on and on. It is important to remember the existence of the 
platform and the role it plays for applications. Application 
platforms provide the protocol support applications need 
to communicate over a network. TCP, and to a large 
extent, HTTP, are all handled within the framework of an 
application platform. Developers rarely interact at the 
transport (usually TCP) layer, and largely only deal with 
the application (HTTP) layer from a content exchange 
perspective, thus it is easy to forget that they may be 
vulnerable to exploitation and attack.  

There are two distinct layers of the network stack that 
include protocols ripe for web application attacks in the 
application platform: transport and application.  

Transport protocols  
The first of these is the transport layer, commonly referred 
to as layer 4, due to its location in the traditional OSI 
network model. Web applications use TCP as their 
transport protocol because of its reliable nature. That is, 
delivery of the packets making up a conversation between 
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client and server are carefully monitored for delivery, 
with error recovery mechanisms built into the protocol.  

These mechanisms can, and are, exploited to attack web 
applications. The most common attack at this protocol 
layer is a SYN flood. This attack abuses TCP by taking 
advantage of session timeout values to establish idle 
sessions, until the server runs out of resources and can no 
longer respond to additional requests.  

This type of attack can only be mitigated in flight or by 
the web platform itself; the developer has no control over 
the behaviour of TCP and has no simple way to evaluate 
behaviour indicative of such an attack. Such attacks are 
best mitigated by upstream infrastructure, such as the load 
balancer, web application firewall, or stateful data centre 
firewall, as they are able to both detect, and reject, such 
attacks.  

Operators and administrators can consider changes to web 
platform configuration directives which impact TCP idle 
and timeout behaviour, but these can negatively impact 
valid web application behaviour and thus the decision to 
do so should be undertaken cautiously and with full 
understanding of the impact on other applications and 
consumers.  

Secure transport protocols  
In the OSI network model, application transport security 
protocols, such as SSL and TLS, are often found at layer 
5, but they are sometimes lumped in with layer 4 and 
other times with layer 7.  

While there are good arguments to be had by everyone on 
this topic, the important thing to note is that both SSL and 
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TLS are designed to provide transport layer security, and 
both are potential threat vectors. Recent web application 
attacks have leveraged vulnerabilities in SSL (Heartbleed, 
2014), as well as TLS (man-in-the-middle renegotiation 
attack, 2009).  

These attacks – like those targeting TCP – are the 
responsibility of the web platform. Unlike those targeting 
TCP, there is very little the operator or administrator can 
do to mitigate such vulnerabilities when they are 
discovered. Approaches to resolution include simply 
shutting down (not recommended) or leveraging upstream 
infrastructure capabilities to detect and mitigate.  

More dangerous than the exploitation of vulnerabilities in 
secure protocol implementations, however, is the false 
sense of security often associated with the use of SSL and 
TLS. SSL and TLS are transport layer security 
mechanisms designed purely to prevent data in flight from 
being modified, or seen, by someone other than the 
intended receiver. Data is encrypted to prevent others 
from seeing or modifying the data, but it does not 
guarantee that the data itself is safe. Malicious code, or 
content that is encrypted, is still malicious code or 
content. Encryption can actually have the effect of 
obscuring a web application attack, by preventing security 
infrastructure and web platform protection mechanisms 
from being able to inspect the content.  

Web application protocols  
Finally, we reach the highest layer of the OSI network 
model – layer 7 – at which the application resides. This is 
where HTTP lives and where most web application 
attacks occur.  
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HTTP, unlike most other protocols, crosses the line 
between a network protocol which handles 
communication between a client and the server, and an 
application protocol which carries with it data relevant to 
the behaviour of an application.  

HTTP can be broken down into two distinct protocol 
layers: metadata and behaviour.  

HTTP metadata  

HTTP headers contain metadata which is important to 
both the platform and the web application. Many of these 
headers are well known and understood, for example:  

• Cookie 
• User agent 
• Host 
• Content-length  
• Content-type  
• Accept  
• Status  
• Connection  
• Server. 

Some HTTP headers are included only on request, others 
only on response.  

HTTP metadata is generally accessible within the web 
application, which results in another attack surface, but in 
terms of the platform, the risk is platform layer 
vulnerabilities in the handling (parsing) of these pieces of 
data.  
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The primitive data type for variable data shared via HTTP 
headers is ultimately a string, and string data types are 
vulnerable to a variety of attack methods due to lapses in 
secure coding practices. Buffer overflows, or variables 
that are evaluated and executed at the system level, are 
examples of such potential attack vectors.  

HTTP behaviour  

HTTP behaviour describes the interaction at the protocol 
level between the client and the server. There is a well-
defined flow of how messages should be exchanged 
between an HTTP client (such as a browser) and the 
server. Behavioural vulnerabilities can be detected by 
recognising when behaviour is anomalous, based on 
standardised interactions.  

While not a perfect indicator of an attack, odd interactions 
can indicate an impending or executing attack.  

The problem here is that the application platforms 
generally have no built-in ability to recognise anomalous 
behaviour. Furthermore, it is generally the case that web 
servers are topologically deployed behind a series of other 
network devices, making it impossible for the platform to 
have knowledge of information relevant to interpreting 
the behaviour of the client within context.  

For example, the network over which a client accesses a 
web application is relevant when detecting resource 
consumption-based denial-of-service attacks. The client 
purposefully accepts data at a rate slower than their 
network indicates they are capable of, in an attempt to 
maintain an open connection as long as possible. The 
result is that the web server’s send queue remains filled, 
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