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ITU-T Recommendation E.409 

Incident organization and security incident handling: Guidelines for 
telecommunication organizations 

 

 

Summary 
The purpose of this Recommendation is to analyse, structure and suggest a method for establishing 
an incident management organization within a telecommunication organization involved in the 
provision of international telecommunications, where the flow and structure of an incident are 
focused. The flow and the handling are useful in determining whether an event is to be classified as 
an event, an incident, a security incident or a crisis. The flow also covers the critical first decisions 
that have to be made.  

Computer crime follows in the wake of the heavily increased use of computers in international 
telecommunications. Over the last years, computer crime has literally exploded, as confirmed by 
several international and national surveys. In the majority of countries, there are no exact figures on 
the number of computer break-ins or security incidents, especially those related to international 
telecommunications. 

Most telecommunication organizations or companies do not have any specialized organization for 
handling Information and Communication Networks (ICN) security incidents (although they may 
have a general crisis team for handling crises of any type). When an ICN security incident occurs it 
is handled ad hoc, i.e., the person who detects an ICN security incident takes the responsibility to 
handle it as best as (s)he can. In some organizations the tendency is to forget and cover up ICN 
security incidents as they may affect production, availability and revenues. 

Often, when an ICN security incident is detected, the person who detects it does not know who to 
report it to. This may result in the system or network's administrator deploying a workaround or 
quick fix just to get rid of the problem. They do not have the delegated authority, time or expertise to 
correct the system so that the ICN security incident does not recur. These are the main reasons why it 
is better to have a trained unit or group that can handle security incidents in a prompt and correct 
manner. Furthermore, many of the issues may be in areas as diverse as media relations, legal, law 
enforcement, market share, or financial. 

When reporting or handling an incident, the use of different taxonomies leads to misunderstanding. 
This may, in turn, result in an ICN security incident getting neither the proper attention, nor the 
prompt handling, that is needed in order to stop, contain and prevent the incident from recurring. 
This may lead to serious consequences for the affected organization (victim). 

To be able to succeed in incident handling and incident reporting, it is necessary to have an 
understanding of how incidents are detected, handled and resolved. By establishing a general 
structure for incidents (i.e., physical, administrative or organizational, and logical incidents) it is 
possible to obtain a general picture of the structure and flow of an incident. A uniform terminology 
is the base for a common understanding of words and terms. 

 

Source 
ITU-T Recommendation E.409 was approved on 28 May 2004 by ITU-T Study Group 2 
(2001-2004) under the WTSA Resolution 1. 
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ii ITU-T Rec. E.409 (05/2004) 

FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of 
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing 
Recommendations on them with a view to standardizing telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met.  The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 
protected by patents, which may be required to implement this Recommendation. However, implementors 
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 
TSB patent database. 

 

 

 

  ITU  2004 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 
prior written permission of ITU. 
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ITU-T Recommendation E.409 

Incident organization and security incident handling: Guidelines for 
telecommunication organizations 

1 Introduction 

1.1 Scope 
The purpose of this Recommendation is to analyse, structure and suggest a method for establishing 
an incident management organization, within a telecommunication organization involved in the 
provision of international telecommunications, where the flow and structure of an incident are 
focused. The flow and the handling are useful in determining whether an event is to be classified as 
an event, an incident, a security incident or a crisis. The flow also covers the critical first decisions 
that have to be made. 

This Recommendation provides an overview and framework that gives guidance for planning 
incident organization and security incident handling.  

This Recommendation is generic in nature and does not identify or address requirements for 
specific networks. 

This Recommendation is intended to facilitate international developments regarding 
telecommunication network security. Such developments would be facilitated if the requirements of 
this Recommendation could also be applied to the national Information and Communication 
Networks (ICN). 

To be able to succeed in incident handling and incident reporting, an understanding of how 
incidents are detected, handled and resolved is necessary. By establishing a general structure for 
incidents (i.e., physical, administrative or organizational, and logical incidents) it is possible to 
obtain a general picture of the structure and flow of an incident. A uniform terminology is the base 
for a common understanding of words and terms. 

When reporting or handling an incident, the use of different taxonomies leads to misunderstanding. 
This may, in turn, result in an ICN security incident getting neither the proper attention, nor the 
prompt handling, that is needed in order to stop, contain and prevent the incident from recurring. 
This may lead to serious consequences for the affected organization (victim). 

This Recommendation describes the flow and the handling of an incident. 

The definition of an incident varies among professions, organizations and people. 

According to the general meaning of an incident, it may be anything from an erroneous backup, 
disruption of services, attack by a virus, to intrusion into computer systems. 

1.2 Definitions 
ISO 17799 mentions incident, security incident and information security incident. 

Only the term "security incident" is defined as a "security breach, threat, weakness and malfunction 
that might have an impact on the security of organizational assets". Nowhere are the terms 
"incident" and "information security incident" explained. In this Recommendation, it is assumed 
that an incident is less severe than a security incident and that an information security incident is a 
particular type of security incident. 
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