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Recommendation ITU-T H.235.6

H.323 security: Encryption profile with
native | TU-T H.235/H.245 key management

Summary

Recommendation ITU-T H.235.6 holds the security procedures for the encryption profile (formerly
in Annex D of Recommendation ITU-T H.235 version 1) including the accompanying native
ITU-T H.235/H.245 key management.

This revision introduces support for key lengths larger than 2048 bits. In previous versions, bit sizes
of 3072 and 4096 were defined. However, the field size defined in Recommendation ITU-T H.235.0
was limited to 2048 hits.

Version 4 of Recommendation ITU-T H.235 broke up Recommendation ITU-T H.235 version 3 into
asuite of ITU-T H.235.x sub-series Recommendations, and it restructured the sub-series. In earlier
versions, prior to version 4 of the ITU-T H.235 sub-series, this profile was contained in the main
body and Annex D of Recommendation ITU-T H.235 version 1. Appendices IV, V and VI to
Recommendation ITU-T H.235.0 show the complete clause, figure and table mapping between
Recommendation ITU-T H.235 versions 3 and 4.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T H.235.6

H.323 security: Encryption profile with
native I TU-T H.235/H.245 key management

1 Scope

This Recommendation specifies a security profile for encryption that uses the native
ITU-T H.235/H.245 key management. Procedures for both encryption and for the related native
ITU-T H.245 key management are specified within this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.225.0] Recommendation ITU-T H.225.0 v7 (2009), Call signalling
protocols and media stream packetization for packet-based
multimedia communication systems.

[ITU-T H.235v1] Recommendation ITU-T H.235 v1 (1998), Security and
encryption for H-series (H.323 and other H.245-based)
multimedia terminals.

[ITU-T H.235v2] Recommendation ITU-T H.235 v2 (2000), Security and
encryption for H-series (H.323 and other H.245-based)
multimedia terminals.

[ITU-T H.235v3] Recommendation ITU-T H.235 v3 (2003), Security and
encryption for H-series (H.323 and other H.245-based)
multimedia terminals plus Corrigendum 1 (2005).

[ITU-T H.235.0] Recommendation ITU-T H.235.0 (2014), H.323 security:
Framework for security in ITU-T H-series (ITU-T H.323 and
other ITU-T H.245-based) multimedia systems.

[ITU-T H.235.1] Recommendation ITU-T H.235.1 (2005), H.323 security:
Baseline security profile.

[ITU-T H.235.2] Recommendation ITU-T H.235.2 (2005), H.323 security:
Sgnature security profile.

[ITU-T H.235.3] Recommendation ITU-T H.235.3 (2005), H.323 security:
Hybrid security profile.

[ITU-T H.245] Recommendation ITU-T H.245 (2005), Control protocol for
multimedia communication.

[ITU-T H.323] Recommendation ITU-T H.323 (2009), Packet-based
multimedia communi cations systems.

[ITU-T H.530] Recommendation ITU-T H.530 (2002), Symmetric security

procedures for H.323 mobility in H.510.
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[ITU-T X.800]

[ITU-T X.803]

[ITU-T X.810]

[ITU-T X.811]

[IETF RFC 2198

[IETF RFC 2246]
[IETF RFC 2401]

[IETF RFC 2833
[IETF RFC 3546]

[1SO/IEC 9797-1]

[ISO/IEC 9797-2]

[1SO/IEC 10116]

[1SO/IEC 10118-3]

[NIST FIPS 197]

3 Termsand definitions

Recommendation ITU-T X.800 (1991) | ISO/IEC 7498-
2:1989, Security architecture for Open Systems
Interconnection for CCITT applications.

Recommendation ITU-T X.803 (1994) | ISO/IEC 10745:1995,
Information technology — Open Systems I nterconnection —
Upper layers security model.

Recommendation ITU-T X.810 (1995) | ISO/IEC
10181-1:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems:
Overview.

Recommendation ITU-T X.811 (1995) | ISO/IEC
10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems:
Authentication framework.

IETF RFC 2198 (1997), RTP Payload for Redundant Audio
Data.

IETF RFC 2246 (1999), The TLS Protocol Version 1.0.

IETF RFC 2401 (1998), Security Architecture for the Internet
Protocol.

IETF RFC 2833 (2000), RTP Payload for DTMF Digits,
Telephony Tones and Telephony Sgnals.

IETF RFC 3546 (2003), Transport Layer Security (TLS)
Extensions.

|SO/IEC 9797-1:2011, Information technology — Security
techniques — Message Authentication Codes (MACs) — Part 1:
Mechanisms using a block cipher.

ISO/IEC 9797-2:2011, Information technology — Security
techniques — Message Authentication Codes (MACs) — Part 2:
Mechanisms using a dedicated hash-function.

| SO/IEC 10116:2006, Information technology — Security
techniques — Modes of operation for an n-bit block cipher.

| SO/IEC 10118-3:2004, Information Technology — Security
techniques — Hash-functions — Part 3: Dedicated
hash-functions.

NIST FIPS 197 (2001), Advanced Encryption Algorithm

(AES). <http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf>

For the purposes of this Recommendation, the definitions given in clause 3 of [ITU-T H.323],
[ITU-T H.225.0] and [ITU-T H.245] apply. Some of the terms used in this Recommendation are
also defined in [ITU T X.800], [ITU-T X.803], [ITU-T X.810] and [ITU-T X.811].

The session key for encrypting media streams is generated by the master for each RTP session of a
call and exchanged via an OLC. The generated session key is encrypted with a key that is derived
from the agreed Diffie-Hellman shar ed secret that both end points have computed. In this case, the
DH-shared secret acts as Master Key for protection of the session key(s).
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4

Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

3DES
AES
ASN.1
CBC
CFB
DES
DH
DTMF
ECB
EOFB
EP
FEC
GK
HMAC
|Psec
W,
KS
MAC
MC
MCU
MPS
OFB
oID
oLC
RAS
RC
ROC
RSA
RTCP
RTP
SDU
SEQ
SHA
TCP
TLS

Triple Data Encryption Standard algorithm
Advanced Encryption Standard algorithm
Abstract Syntax Notation One
Cipher Block Chaining

Cipher Feedback

Data Encryption Standard
Diffie-Hellman

Dual Tone Multi-Frequency
Electronic Code Book

Enhanced Output Feedback mode
End Point

Forward Error Correction
Gatekeeper

Hashed M essage Authentication Code
Internet Protocol Security
Initialization Vector

Salting Key in EOFB mode
Message Authentication Code
Multipoint Controller

Multipoint Control Unit

Multiple Payload Stream

Output Feedback Mode

Object Identifier

Open Logical Channel

Registration, Admission and Status
Rivest Cipher

Rollover Counter

Rivest, Shamir and Adleman
Real-time Transport Control Protocol
Real-time Transport Protocol

Service Data Unit

Sequence number

Secure Hash Algorithm
Transmission Control Protocol
Transport Layer Security
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TSAP Transport Service Access Point

UDP User Datagram Protocol
XOR Exclusive OR
5 Conventions

In this Recommendation the following conventions are used:
- " shall" indicates a mandatory requirement.
- "should" indicates a suggested but optional course of action.

- “may" indicates an optional course of action rather than a recommendation that something
take place.

When deploying media encryption in conjunction with payload padding, the text sometimes says
"the value of the pad should be determined by the normal convention of the cipher algorithm", for
examples refer to clauses 7.6.1, 8.3 and Figure |.7. This means that some cipher agorithms (e.g.,
DES) provide further implementation advice as to how the sender may choose the value of the
padding byte(s). Examples could be random fill-in values, static values or other generated patterns.
Whatever method is deployed does not impact interoperability, though the security quality may well
be different. Thisis considered as an implementation matter and is not specified any further in this
Recommendation.

6 System overview

6.1 Encryption security profile

The encryption security profile is not an independent profile as is the baseline security profile. It is
rather an option of the aforementioned security profile and may be used in conjunction with it. This
profile also relies on certain security services as part of the call signalling and connection set-up
procedures; e.g., the Diffie-Hellman key agreement and other key management functions.

ITU-T H.323 entities may implement this Recommendation for achieving confidentiality. Four
encryption algorithms are offered: the suggested schemes are encryption using AES,
RC2-compatible, DES or Triple-DES, based on the business model and exportability requirement.
In addition to the CBC-encryption mode, ITU-T H.323 entities may implement the EOFB
stream-cipher encryption mode. Some environments that are already offering a certain degree of
confidentiality may not require encryption. In this case, Diffie-Hellman key agreement and other
key management procedures are not necessary.

For optional confidentiality, the suggested scheme is encryption using AES, RC2-compatible, DES
or Triple-DES based on the business model and exportability requirement. Some environments that
are already offering a certain degree of confidentiality may not require encryption. In this case,
Diffie-Hellman key agreement and other key management procedures are also not necessary.

This Recommendation further profiles the list of candidate encryption algorithms that Annex D of
[ITU-T H.235v2] or [ITU-T H.235v3] had offered.

NOTE 1 — This further encryption algorithm profile takes into account the known cryptanalysis and security
findings on the strengths of encryption algorithms and the change in crypto export policies. In particular, the
profiling of encryption algorithms of this Recommendation takes into account interoperability requirements
with systems complying with [ITU-T H.235v2] or [ITU-T H.235v3].

ITU-T H.323 entities that implement this Recommendation with version 4 of Recommendation
ITU-T H.235 or higher versions shall offer 128-bit AES as the preferred encryption agorithm in
their offered security capabilities. Those ITU-T H.323 entities may additionally and optionally also
offer 168-bit Triple-DES as an encryption algorithm to achieve higher interoperability with ITU-T
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H.323 systems that have implemented the encryption features in Annex D of [ITU-T H.235v2] and
[ITU-T H.235v3]. Since 56-bit DES and 56-bit RC2-compatible (exportable) encryption algorithms
are no longer considered sufficiently secure, ITU-T H.323 entities should not offer these particular
weak encryption algorithms unless there is a specific need, such as achieving interoperability with
encryption systems in Annex D of [ITU-T H.235v2] and [ITU-T H.235v3]. ITU-T H.323 entities
having higher security requirements may offer 192-bit or 256-bit AES as an optional algorithm.

ITU-T H.323 entities that implement this Recommendation with version 4 of Recommendation
ITU-T H.235 should accept AES with the highest key length offered if allowed by their security
policy. These ITU-T H.323 entities should additionally accept 168-bit Triple-DES if AES was not
offered or is otherwise not allowed by their security policy. These ITU-T H.323 entities should not
accept 56-bit DES or 56-bit RC2-compatible for security reasons, unless their security policy
explicitly allows such insecure encryption agorithms, or exportability needs require such
algorithms and other more secure alternatives like AES or 168-bit Triple-DES are not offered.

Access control means are not explicitly described; they can be implemented locally upon the
received information conveyed within ITU-T H.235 signalling fields (ClearToken, CryptoToken).

This Recommendation does not describe procedures for subscription-based password/secret key
assignment with management and administration. Such procedures may take place by means that

are beyond the scope of this Recommendation.

The communication entities involved are able to implicitly determine usage of either the baseline
security or the signature security profile by evaluating the signalled security object identifiersin the

messages (tokenOI D and algorithmOI D; see also clause 11).

Table 1 summarizes the security features of the encryption profile. The encryption profile is

specified in clauses 7, 8 and 9.

Table 1 —Encryption profile

Call functions

Security services | pas

ITU-T
H.225.0

ITU-T H.245 RTP

Authentication and
integrity

Non-repudiation

Confidentiality

56-bi t£=56-bit5=168-==128-==192-==256-
biE==bi

ES==RC2-
E A~§

CBC-mode or EOFB-m

Access control

Key management

Authenticated
lpitfie-{ll]
Hellman ke

exchange
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Session key=
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Diffie-

Hellman key-
exchange, key=

update)
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The general procedure establishes a shared secret (Diffie-Hellman exchange) between the two
communicating parties at connection initiation. This shared secret is then used to protect (a set of)
media keys that are used to encrypt the media (RTP) sessions.

The encryption security profileis an optional enhancement to the baseline security profile and to the
signature security profile; its use can be negotiated as part of the terminal security capability
negotiation. In environments where confidentiality is assured by other means, there is no need to
implement the media encryption and the related key management procedures (Diffie-Hellman key
agreement, key update and synchronization).

The encryption algorithms chosen are AES, RC2-compatible, DES and Triple-DES.

NOTE 2 — Since an implementation of Triple-DES can aso be used for the DES algorithm, this resultsin a
compact implementation.

Irrespective of the choice of the specific media encryption algorithm, the options below shall be
followed explicitly.

. Initialization vector (V) generated, if needed, as specified in clause 9.3.1.
. Padding, if needed, isto occur as described in clause 9.3.2.

The payload shall be encrypted using the negotiated encryption algorithm (X", "Y", "Z", "Z3",
"Z4", "Z5") according to the procedures described in clauses 9 and 9.3 and the ciphertext padding
methods of clause 1.1. The audio payload may be encrypted using the negotiated encryption
algorithm ("X1", "Y1","Z1" or "Z2") operating in a stream cipher mode (EOFB).

7 ITU-T H.245 signalling and procedures

In general, the privacy aspects of media channels are controlled in the same manner as any other
encoding parameter. Each terminal indicates its capabilities, the source of the data selects a format
to use and the receiver acknowledges or denies the mode. All transport-independent aspects of the
mechanism, such as algorithm selection are indicated in generic logical channel elements. Transport
specifics, such as key/encryption algorithm synchronization are passed in transport-specific
structures.

7.1 Secure I TU-T H.245 channel operation

Assuming that the connection procedures indicate a secure mode of operation, the negotiated
handshake and authentication shall occur for the ITU-T H.245 control channel before any other
ITU-T H.245 messages are exchanged. If negotiated, any exchange of certificates shall occur using
any mechanism appropriate for the ITU-T H-series terminal(s). After completing the securing of the
ITU-T H.245 channel, the terminals use the ITU-T H.245 protocol in the same manner that they
would in an insecure mode.

7.2 Unsecured I TU-T H.245 channel operation

Alternatively, the ITU-T H.245 channel may operate in an unsecured manner and the two entities
open a secure logical channel with which to perform authentication and/or shared-secret derivation.
For example, TLS ([IETF RFC 2246], [IETF RFC 3546]) or IPsec ([IETF RFC 2401]) may be
utilized by opening alogical channel with the dataType containing a value for h235Control. This
channel could then be used to derive a shared secret which protects any media session keys or to
transport the EncryptionSync.

7.3 Capability exchange

Following the procedures in clause 5.2 of [ITU-T H.245] (Capability exchange procedures) and the
appropriate ITU-T H-series system Recommendation, end points exchange capabilities using
ITU-T H.245 messages. These capability sets may now contain definitions which indicate security
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and encryption parameters. For example, an end point might provide capabilities to send and
receive ITU-T H.261 video. It may aso signal the ability to send and receive encrypted ITU-T
H.261 video.

Each encryption algorithm that is utilized in conjunction with a particular media codec implies a
new capability definition. As with any other capability, end points may supply both independent
and dependent encrypted codecs in their exchange. This will allow end points to scale their security
capabilities based upon the overheads and resources available.

After capability exchange has been completed, end points may open secure logical channels for
media in the same manner that they would in an insecure manner.

7.4 M aster role

The ITU-T H.245 master-slave is used to establish the master entity for the purpose of bidirectional
channel operation and other conflict resolution. This role of master is also utilized in the security
methods. Although the security mode(s) of a media stream is set by the source (in deference to the
capabilities of the receiver), the master is the end point which generates the encryption key. This
generation of the encryption key is done, regardliess of whether the master is the receiver or the
source of the encrypted media. In order to alow for multicast channel operation with shared keys,
the MC (aso the master) should generate the keys.

7.5 Logical channel signalling

End points open secure medialogical channels in the same manner that they open unsecured media
logical channels. Each channel may operate in a completely independent manner from other
channels— in particular where this pertains to security. The particular mode shall be defined in the
OpenLogicalChannel dataType field. The initial encryption key shall be passed in either the
OpenL ogicalChannel or OpenL ogicalChannelAck depending on the master/slave relationship of
the originator of the OpenL ogicalChanndl.

The OpenLogicalChannelAck shall act as confirmation of the encryption mode. If the
openLogicalChannel is unacceptable to the recipient, either dataTypeNotSupported or
dataTypeNotAvailable (transient condition) shall be returned in the cause field of the
OpenL ogicalChannelRgj ect.

During the protocol exchange that establishes the logical channel, the encryption key shall be
passed from the master to the slave (regardless of who initiated the OpenL ogicalChannel). For
media channels opened by an end point (other than the master), the master shall return the initial
encryption key and the initial synchronization point in the OpenLogicalChannelAck (in the
encryptionSync field). For media channels opened by the master, the OpenL ogical Channel shall
include theinitial encryption key and the synchronization point in the encryptionSync field.

7.6 Fast connect security

End points may deploy the fast connect procedure (see clauses 8.1.7 and 8.1.7.1 of [ITU-T H.323])
using the fast start element for securely exchanging key material (master key and session encryption
keys). The procedures given in clause 7.6.1 describe "plain” fast start that does not use multiple
offered encryption algorithms whereas clause 7.6.1.1 describes the particular case of fast start with
multiple offered encryption algorithms that enables more compact message encoding.

7.6.1 Unidirectional fast start security

This procedure describes how to establish a (half-duplex) unidirectional security logical channel
from the caller to the callee.

Procedures of the caller
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The caller (source of the SETUP) presents both its DH token, and the supported FastStart structures.
The DH token shall be conveyed within an embedded ClearToken as part of a CryptoToken, or asa
separate ClearToken; see also clause 7.8. During the SETUP-to-CONNECT sequence, a
Diffie-Hellman (DH) exchange shall be performed, this seeds both end points with a shared secret.
The Clear Token field of the CryptoToken fields shall contain a dhkey for a key length up to
2048 bits or a dhkeyext for a key length greater than 2048, used to pass the parameters as specified
in this Recommendation. halfkey contains the random public key of one party, modsize contains
the DH-prime and generator contains the DH-group. The DH parameters to be used are indicated
in Table 4. For more details, please refer to Appendix E.2 of [b-IETF RFC 2412].

NOTE 1 — Since the ITU-T H.225.0 messages are authenticated (as described earlier by procedure 1), the
DH exchange is an authenticated one.

In either direction with an ITU-T H.225.0 call signaling message carrying a Diffie-Hellman
half-key, when identification information is available, the caller or callee, when being registered,
shall also include a separate end-to-end Clear Token with senderslD set to the end point identifier
of the sender and tokenOID set to "E". Any intermediate ITU-T H.323 signalling entity shall
forward that particular end-to-end token unmodified.

The FastStart structures hold the offered open logical channels with the proposed security
capabilities. Both H235Cap and nonH235Cap channels should be offered. During the ITU-T H.245
Cap exchange, end points present H235SecurityCapability entries for the codecs that they support.
Each codec is associated with a separate ITU-T H.235 security capability. According to Table 6,
these capabilities should indicate support for 128-bit AES-CBC (OID - "Z3"), 192-bit AES-CBC
(OID —"z4"), 256-bit AES-CBC (OID —"Z5"), 56-bit RC2-compatible-CBC (OID —"X"), should
indicate support for 56-bit DES-CBC (OID — "Y") and may indicate support for 168-bit Triple-
DES-CBC (OID —"Z"), or 168-hit Triple-DES-EOFB (OID —"Z1"), RC2-compatible-EOFB (OID
—"X1"), DES-EOFB (OID —"Y1") or AES-EOFB (OID —"Z2").

OpenL ogicalChannel conveys both forwar dL ogical ChannelPar ameter s and
reverseL ogicalChannelParameters  with  dataType  providing h235Media  with
encryptionAuthenticationAndintegrity where in the encryptionCapability at most one
MediaEncryptionAlgorithm shall be present.

For the security relationship's purpose, the calleeisthe a priori master; see also clause 7.4.

The caller should set mediaWaitFor Connect to true, to ascertain that session key materia is
available and received encrypted media can be decrypted. In scenarios, where "early media" is
desired, so that the callee transmits encrypted or non-encrypted media simultaneously with sending
the response message and encryption key material, the caller should be prepared not to be able to
decrypt the content unless key material is available.

NOTE 2 — In this case, if the callee sends encrypted media to the caller (which theoretically it may do,
because it has the caller's RTP/RTCP addresses), the caller will not be able to decipher it without the shared
secret provided in the (Alerting, Call Proceeding) CONNECT message.

Procedures of the callee

During FastStart, the callee presents its DH token (see aso clause 7.8) and the accepted FastStart
structures. In case the Diffie-Hellman procedure is applied, it is recommended that the callee returns
its DH token as part of the response message at the earliest opportunity; i.e., in the response
message immediately following the SETUP. This allows the caller to compute the master key from
the DH shared secret and to be prepared for receiving the session key and encrypted media.

NOTE 3 — In case there is no encryption algorithm available at both sides, the media stream may be left
unencrypted or the connection may be aborted, depending on the security policy.

Each entity shall take the appropriate least significant bits from the common shared Diffie-Hellman
secret for the key encryption key (master key); i.e, the 56 least significant bits of the
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Diffie-Hellman secret for OID "X", OID "X1", OID "Y1" or OID "Y" and the 168 least significant
bits of the Diffie-Hellman secret for OID "Z", OID "Z1" or OID "Z2" and the 128 least significant
bits of the Diffie-Hellman secret for OID "Z3" or OID "Z2"; see dso Table 6.

OpenL ogicalChannel (Ack) responses are issued with the (master) created session key included in
the encryptionSync field. This encryptionSync holds the session key for the directed logical
channel from caller to callee. Key transport shall proceed according to the procedure described in
clause 8.3, using either KeySyncMaterial or V3KeySyncMaterial (see clause 8.3.1). The session
key shall be encrypted with the DH shared secret in a manner described below.

NOTE 4 — There is no prescribed method for generating the session keys, which are utilized to encrypt the

media. The generation of these values is an implementation matter affected by local resources, policy and the
encryption algorithm to be used. Care should be taken to avoid the generation of weak keys.

Using the procedure of clause 8.3, the encrypted session key shal be carried in the
H.235K ey/shar edSecret within the encryptionSync field. The session key shall be carried in the
keyMaterial field of the KeySyncMaterial; if it is not a multiple of the block size, it shall be
padded to a multiple of blocks before encryption. The value of the pad should be determined by the
normal convention of the cipher algorithm. The (padded) KeySyncMaterial shall be encrypted
using:

- 56 bits of the shared secret, starting with the least significant bits from the Diffie-Hellman

secret for OID "X", OID "X1", OID "Y1" or OID "Y™",;

- all the bits of the shared secret for OID "Z2", OID "Z" or OID "Z1" starting with the least
significant bits from the DH secret.

Alternatively and preferably, the improved key transport according to clause 8.3.1 should be used
when possible, due to the outcome of the version 3 indicating procedure (see clause 8.2).

In case a full duplex secured media channel out of two unidirectiona channelsis to be established
using fast start, the callee shall open a second logical channel towards the caller. This logical
channel shall be signalled in a separate fastStart element. Using the available DH shared secret as
master key, the calee includes a different session key for that logical channel within
encryptionSync.

7.6.1.1 Using multiple encryption algorithmsin fast connect

The negotiation of media encryption as part of fast connect procedures leads to an inefficient
expansion of the number of OpenLogicalChannel elements in the fastConnect element of a
SETUP message. This occurs because a separate OL C is required for each combination of codec
(dataType) and encryption algorithm (including "none").

The encryption algorithm to be applied to a media stream is specified through inclusion of the
dataType.h235M edia.encryptionAuthenticationAndIntegrity.encryptionCapability dataType
in the OLC. The ITU-T H.235 verson 2 practice is to include only a single
MediaEncryptionAlgorithm in the encryptionCapability, although the latter element is defined
as a sequence of the former elements. This procedure permits the inclusion of a preference-ordered
sequence of encryption capabilities in each offered OL C. The receiver of the OL C shall then select
a single algorithm from among those offered, and shall return the OLC with only the selected
algorithm present (along with the appropriate transport addresses and encryption key information.)

In order to provide the maximum efficiency, the Object ID "NULL-ENCR" (see Table 2) represents
the "null" encryption algorithm which means that no encryption operation is to take place. Using
this particular method requires only one OL C per offered codec per direction.
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