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ITU-T Recommendation H.235.9

H.323 security: Security gateway support for H.323

Summary

This Recommendation defines a method for the discovery of Security Gateways in the signalling
path between communicating H.323 entities, and for sharing of security information between a
gatekeeper and the SGs in order to preserve signalling integrity and privacy.

Source

ITU-T Recommendation H.235.9 was approved on 13 September 2005 by ITU-T Study Group 16
(2005-2008) under the ITU-T Recommendation A.8 procedure.

Keywords

Gateway, security, signalling.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementors
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.

© ITU 2006

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Introduction

The use of Firewalls and/or Network Address Translation devices to provide traffic security
between network regions under different administrative controls creates problems for telephony
signalling protocols that must exchange network addresses for signalling and media exchange.

ITU-T Rec. H.235.5 introduces a framework by which an endpoint and its gatekeeper, or two
gatekeepers, can use the initial RAS messages to negotiate a set of strong-shared secrets between
them, and use those secrets to encrypt selected parts of subsequent RAS and call signalling
messages and to authenticate those messages. The method applies to gatekeeper-routed signalling
only. Similar methods and security profiles are defined by ITU-T Recs H.235.1, H.235.2 and
H.235.3. This security can come into conflict with Application Level Gateways (ALGs) which
interconnect network realms and manipulate the signalling and media transport addresses carried in
the H.225.0 RAS and/or call signalling messages. Such changes in the message will cause the
message authentication check to fail at the destination.

This Recommendation describes a simple means by which the gatekeeper may be informed of the
ALGs in a signalling path, and may share the negotiated signalling authentication key with those
ALGs. This will permit the ALGs to manipulate non-private data, particularly transport addresses,
in the signalling messages, and then authenticate the result before passing the modified messages
onward. Such devices are referred to as Security Gateways (SGs) in the subsequent text. This
technique retains the end-to-end privacy of any encrypted elements in the signalling.
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