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Recommendation ITU-T H.248.11

Gateway control protocol: Media gateway overload control package

Summary

Recommendation ITU-T H.248.11 describes a package for media gateway (MG) overload control for
use with the ITU-T H.248.1 gateway control protocol. It serves to protect an MG from processing
overload that prevents the timely execution of ITU-T H.248.1 transactions.

In summary, in this Recommendation, overload protection is achieved as follows:

1) An MG (or virtual MG) detects that it is in overload and notifies its media gateway
controller (MGC) of that fact whenever it receives an ADD command.
2) The MGC adaptively throttles the rate at which it sets up calls using that MG (or virtual

MG) to maximize the MG's effective throughput whilst bounding its response times. It does
this by throttling the rate at which transactions that set up new calls or that new call legs are
sent to the overloaded MG, so as to cause the rate of overload notifications the MGC
receives from the overloaded MG (or virtual MG) to converge to a suitably low level.

A separate instance of the overload control shall be initiated at an MGC for each of its dependent
MGs (or virtual MGs) that is overloaded. These separate instances should run independently (that is,
they do not explicitly exchange information). Their overload control parameters shall be separately
configurable, for example, by means of a proprietary management interface, or the use of SNMP to
invoke configuration functions.

The most general overload scenario the control can handle is where one or more MGCs are jointly
overloading a single MG that has several virtual MGs (virtual MG '1' interacting only with MGC '1").
The control does not need to know how many MGCs are causing the MG to be overloaded, nor what
the MG capacity is. Informative reference [b-Oftel] provides a full explanation of one way this can
be achieved, and informative reference [b-Whitehead] provides further material on designing
overload controls.

The overload control is largely specified by saying how it shall behave, but not how it should be
implemented to achieve that behaviour. This has two important consequences.

As a first consequence, part of the package (see clause 8.5) defines a set of overload scenarios, and
any fully-compliant implementation of the package must automatically (i.e., without the need for
operator intervention to adjust parameter values from one overload scenario to another) satisfy all the
requirements for each of the scenarios.

As a second consequence, not all configurable parameters can be known to this package since they
depend upon specific implementations of the control. Nevertheless, there is a requirement that the
implementation shall provide a means by which an operator can change all parameters which affect
the performance of the control. See clause 9 for the management requirements associated with this
package. It is expected that they will be realized by a proprietary management interface, or the use of
SNMP.

This revision adds a note indicating a way for a media gateway to ensure prompt delivery of
overload indications.

History
Edition Recommendation Approval  Study Group
1.0 ITU-T H.248.11 2002-11-29 16
1.1 ITU-T H.248.11 (2002) Cor. 1  2008-06-13 16
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In 'this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©ITU 2013

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.

Documents
Ree. ITU-T H.248.11 (03/2013) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.11 2013


http://www.itu.int/ITU-T/ipr/
http://avadocuments2026.com/doc/itu-t-h-248-11-2013
http://avadocuments2026.com/doc/itu-t-h-248-11-2013

Table of Contents

Page
1 N Tel0] oL USSP 1
2 RETRIEIICES. ...ttt ettt et ettt et e et e e snteens 1
3 DEFINITIONS ...ttt ettt sat e et e st ebeesareens 1
4 Abbreviations and ACTOMYINS .....cc..ieiuiiiiieiierieeiie et etee ettt et e st ee e eseeesbeesaeeenneeseeas 3
5 Overload Control PACKAZE .......cccvveriieiiieeiieitieeie ettt ettt ere e eebeesreeesbeessneeseens 3
5.1 PrOPETEICS ...ttt ettt e e e e e e e e e b e e eabeeennaee e 3
5.2 EVENES .. et 4
6 STGNALS ..ottt et et e bt e e e beeenbeenbeeenns 4
7 SHALISTICS -ttt ettt ettt ettt e b e a bt bttt e bt e ab e e bt e eateebeenaee 4
8 PIOCEAUIES ..ottt sttt ettt beeaees 4
8.1 Actions at overloaded MG (or virtual MG).......ccceeviiiiieciieniieieeie e, 4
8.2 Actions at AN MGC .......oiiiiiiiii e 5
8.3 Bounding MG response times in the steady-state ...........cccceeeveeeviieenieeninneens 9
8.4 Bounding offered rates to MG during initial overload transient.................... 10
8.5 Range of overload SCeNarios...........cceeecuierieeiiieniienieeeeie et 10
8.6 Normalization of the control 100p .........occeeeiiiiiiiiiiienieeeee e 10
9 Management requirements for [TU-T H.248. 11.....cc.cooviiieiiiieiiiieieeceeeeeeee e 11
9.1 An approximate performance analysis of leaky bucket restrictors ................ 11
9.2 Configuration of leaky bucket restrictors at MGC..........ccccevevieniinenieneenne. 15
9.3 Configuration of proprietary parameters relating to overload detection at
AN MG ettt 16
94 Configuration of proprietary parameters relating to control activation at
AN MGC Lot 16
9.5 Configuration of proprietary parameters relating to adaptation of admitted
rate at an MG ......oiiiiiiiii e 16
9.6 Configuration of control termination at an MGC...........cccceeveeviieiienirenennne, 16
9.7 IMGC SEALISEICS .vveuveenrieieetieie ettt ettt st st ettt s et et e enbe st e saeeneesaee e 17
L33 10) B0 a210] 1| 2SS 18
Documents
Rec. ITU-T H.248.11 (03/2083)"¢N" SIif1n9 Fub

Full document details: ITU-T H.248.11 2013


http://avadocuments2026.com/doc/itu-t-h-248-11-2013
http://avadocuments2026.com/doc/itu-t-h-248-11-2013

Documents

Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.11 2013


http://avadocuments2026.com/doc/itu-t-h-248-11-2013
http://avadocuments2026.com/doc/itu-t-h-248-11-2013

Recommendation ITU-T H.248.11

Gateway control protocol: Media gateway overload control package

1 Scope

This Recommendation describes a package for the ITU-T H.248.1 gateway protocol related to
media gateway overload control. With the root termination implementing this package, a gateway is
expected to report MG_Overload events to a media gateway controller.

The following MGC/MG characteristics are required for this package to work effectively:

1) The applications consist of individual point-to-point calls between two end users, and of
calls involving several additional call legs (for example, a conference call where an MG
hosts a conference bridge).

2) Point-to-point call set-up using an MG typically involves no more than two ADD
commands requested by its MGC.

An example of the applications covered by such an MGC is real-time conversational voice
transported using TDM, ATM, IP or frame relay.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.248.1]  Recommendation ITU-T H.248.1 (2013), Gateway control protocol: Version 3.

[ITU-T Q.543] Recommendation ITU-T Q.543 (1993), Digital exchange performance
design objectives.

[ITU-T Q.714] Recommendation ITU-T Q.714 (2001), Signalling connection control part
procedures.

3 Definitions
This Recommendation defines the following terms:

3.1 call: In this package, "Call" means a generic term, meaningful only to MGCs, related to the
establishment of a path to carry user data between end users via an MG. Normally a qualifier is
necessary to make clear the aspect being considered, e.g., call attempt.

3.2 call attempt: In this package, "Call Attempt" means an attempt to set up a call.

33 load: In this package, "Load" means the total number of "call attempts" in a given interval
of time (i.e., offered load).

This definition is motivated by alignment with performance objectives of [ITU-T Q.543].

34 MG overload and MG capacity: In this package, "MG Overload" means that the MG (or
virtual MG) is close to being unable to respond to MGC transactions in a sufficiently timely manner
to avoid the calling customer abandoning the call in set up.

Documents
Rec. ITU-T H.248.11 (03/20£3jnent Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.11 2013


http://avadocuments2026.com/doc/itu-t-h-248-11-2013
http://avadocuments2026.com/doc/itu-t-h-248-11-2013

This definition is motivated by the need to maximize the calls/second handled by the MG subject to
keeping most MG response times short enough to prevent customers from abandoning a call before
it is established end-to-end between the calling and the called customers.

In this package, "MG Capacity" means the calling rate (calls/second) at which the MG detects it is
in MG Overload. Thus the MG capacity depends on the specific sequence of ITU-T H.248.1
commands (ADD, MODIFY, etc.) which implement the calls, as well as on the processing power of
the MG.

The precise way MG overload is detected is likely to be implementation-specific, since different
suppliers' switches are likely to have different architectures. Overload detection could, for example,
be based on the use of processor occupancy thresholds, or queue thresholds or internal delay
thresholds. Each overload detection scheme would have an associated set of configurable
parameters, which however cannot in general be known to this package. Despite this, an operator
will need to be able to configure an MG's overload detection scheme to ensure suitably short
response times under overload. It is therefore necessary for the MG/MGC implementation to
provide a means for an operator to configure such parameters via, for example, a proprietary
management interface, or the use of SNMP, not the ITU-T H.248.1 interface. Clause 9 gives the
management requirements for this package.

There may be MG resources (e.g., codecs, ATM bandwidth, tone generators) whose congestion,
although preventing a call from being set up, does not prevent timely response of the MG to MGC
transactions. Congestion of those resources must not cause MGC overload control (as defined in
this package) to be invoked. The reasons for this are that:

a) congestion of such resources does not (by definition) prevent timely response to MGC
transactions; and

b) it is probably more appropriate to flag such congestion via existing ITU-T H.248.1 error
messages in order to trigger a capacity upgrade of the congested resource.

35 leaky bucket: This package requires the MGC to restrict the rate it admits calls to an MG
which has reported that it is congested. Any one of the following three types of leaky bucket is
acceptable for use as a call restrictor with this package, provided its implementation can be
configured to cover the required range of admitted rates implied by the set of overload control
scenarios given in clause 8.5. See clause 9 for an approximate performance analysis.

Type 1 leaky bucket: This is a count which decreases by a configurable LeakAmount every
LeaklInterval (subject to not falling below 0), and which increases by a configurable SplashAmount
at each call arrival (subject to not exceeding the configurable MaximumFill count). A call which
arrives to find the count less than or equal to the {MaximumPFill — SplashAmount} is admitted (and
the count is incremented by SplashAmount); otherwise, the call is rejected and the count is not
incremented. The maximum sustained admitted rate is approximately
(LeakAmount/SplashAmount)/LeakInterval provided that LeakAmount < MaximumkFill. The
LeaklInterval is adaptively changed by the overload control.

Type 2 leaky bucket: This is a count that 1is decremented by (Now—
TimeOfLastDecrement) x LeakAmount/LeakInterval at each call arrival instant (subject to not
falling below 0). It is then incremented by SplashAmount if the count is less than or equal to the
{MaximumFill — SplashAmount} and the call is admitted; otherwise, the call is rejected and the
count is  not  incremented. The  maximum  sustained  admitted rate  is
(LeakAmount/SplashAmount)/LeakInterval provided that LeakAmount < MaximumFill. The
LeakInterval is adaptively changed by the overload control.

Type 3 leaky bucket: This is a count that is decremented by LeakAmount every LeakInterval
(subject to not falling below 0). LeakInterval is an operator-configurable fixed period; Leak Amount
is adaptively changed by the overload control. A call which arrives to find the count less than or

equal to the {MaximumFill - SplashAmount} is admitted (and the count is inﬁ%nérllﬁ% B}II'I ts
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