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Recommendation I TU-T H.248.37

Gateway control protocol: |P NAPT traversal package

Summary

Session border controllers (SBCs) are an important part of the Internet infrastructure. Some of these
session border controllers are being split into media gateway controller (MGC) and media gateway
(MG) components. One important function of an SBC is to perform network address and port
trangation (NAPT). This Recommendation alows the MGC to instruct an MG to latch to an address
provided by an incoming Internet protocol (IP) application data stream rather than the address
provided by the call/bearer control. This enables the MG to open a pinhole for data flow.

This revison of Recommendation ITU-T H.248.37 adds clarifications for latch and re-latch
behaviour and new packages for address reporting and statistics.

Source

Recommendation ITU-T H.248.37 was approved on 13 June2008 by ITU-T Study Group 16
(2005-2008) under Recommendation ITU-T A.8 procedure.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2009

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.

Documents
Rec. I TU-T H.248.37 (06/2008) R Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.37 2008


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-h-248-37-2008
http://www.avadocuments.com/doc/itu-t-h-248-37-2008

CONTENTS

Page

1 00 0T P RSP UR PR PR PRPPRORRO 1
1.1 Adaptation on new or changes of remote source address information........... 1

1.2 Reporting of new or detected changes of remote address information........... 3

1.3 Counting the packets dropped based on implicit filtering..........ccccccveveneenee. 4

(S = (= 410 - R 4
DEFINITIONS ...ttt et na e beseesbenbesnenrenneas 4

31 Terms defined EISBWNENE..........oo i 4

3.2 Terms defined in this Recommendation.............coceeieeierinneenenieesee e 4
Abbreviations and aCrONYIMS ........c.cceeiieie et aeenaesre s 4

(0010177 0110 TSP 5

6 [P NAPT traversal PaCKAgE ......c.veceerueeieeee e eie e ste e see st te et eae e e e naeeneenns 5
6.1 (00 1] =SSR 6

6.2 BVENES ... s 6

6.3 SIONAIS .ttt re e 6

6.4 S 1S 1 6

6.5 EITON COUBS......coueiieeete ettt e 6

6.6 PrOCEAUIES ...ttt et 7

7 Address reporting PACKAJE .........coveeiiieeere e 12
7.1 PrOPEITIES. ...ttt e 12

1.2 BVENES .. 12

7.3 S 0] 14

7.4 S 11 1 0TSSR 14

7.5 PrOCEAUIES ...ttt ae e 14

8 LatCh StatiStiCS PACKAJE ... coeeeereeetcrieete e 15
8.1 (00 (== S RS 15

8.2 BVENES .. e 15

8.3 S 0 S 16

8.4 S 11 1 TSR 16

8.5 g ] o0 L= SRS 16

8.6 0701 o (U] =S 16
Appendix | — Temporary interruptions of 1P CONNECLION...........ccceeveveeieiieeiece e 17

Documents
Rec. ITU-T H.248.37 (06/2008)"°"* SIiff 19 HLP

Full document details: ITU-T H.248.37 2008


http://www.avadocuments.com/doc/itu-t-h-248-37-2008
http://www.avadocuments.com/doc/itu-t-h-248-37-2008

Documents

Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.37 2008


http://www.avadocuments.com/doc/itu-t-h-248-37-2008
http://www.avadocuments.com/doc/itu-t-h-248-37-2008

Recommendation | TU-T H.248.37

Gateway control protocol: |P NAPT traversal package

1 Scope

This Recommendation allows a media gateway controller to control Internet protocol (1P) network
address and port tranglation (NAPT) traversal.

11 Adaptation on new or changes of remote sour ce address infor mation

The use of IP NAPT traversal (see clause 6) is especially useful in session border controllers
(SBCs) where mediatraversal isrequired.

Figure 1 illustrates a model for NAT traversal processing. The media gateway (MG) latches or
re-latches, respectively, using the incoming H.248 stream (see termination T1). The peer IP
connection endpoint is behind aNA(P)T device.

Media Gateway |
Controller (MGC) B

Information exchange (if at all) between these entities
is out of scope of this Recommendation.

H.248 D — \
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________________ Pryme N Peynata |  [Prx naT2 IPRx Host
V2 v N =N I /| IP Connection
Media Gateway ;’ Outgoing srream:“; NAPT Device Incoming Stream:“; Endpoint
® DA=A2 | | DA=A2 1
. SA = AL i Note: One to N interim NA(P)T devices SA= AL ¢

are modeled by a single entity.

NOTE — The single H.248 stream at Termination T1 relates to the two I P flows of the bidirectional
| P connection.

Figure1—Model for NAPT traversal processing

The network assumptions for H.248.37 are as follows:

[Assumption 1] IP host equipment
In scope are trand ated transport addresses A2 to A2' by interim NAT devices.
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[Assumption 2] Symmetry assumption for remote address A2

The remote IP connection endpoint is using symmetrical addresses (e.g., Figure 1. the network
address and port values of 1Prx Host and 1Prx Host @re identical). This symmetry condition is valid both
for latching and address reporting.

[Assumption 3] Dynamic of address changes

The IP host does not change the transport address A2 during the lifetime of the IP transport
connection. The host transport address A2 will be thus static and also not change during the lifetime
of the H.248 stream/termination.

NOTE 1 — IP host equipment with autonomous source port changes (e.g., due to security reasons) for the
same transport connection (i.e., same application data stream) are therefore not considered here. In this
context "autonomous' means that changes will not lead to any correspondent session control protocol
(e.g., SIP) activity.

[Assumption 4] M GC awar eness concer ning addr ess changes

An MGC using the ipnapt package is "aware" that there is a need for NAPT traversal support for
the H.248 stream/termination. For this package, the MGC may not be aware of a) the trandlated
transport address A2' by the NAPT device (Note 2), or b) the transport address changes by the IP
endpoint after connection establishment. A consequence of this assumption is the fact that possible
source address/port filtering by the MG is related to a static transport address A2, e.g., such afilter
may not be autonomously adapted by the MG.

NOTE 2 — Thisfunction isin the particular scope of the adr package (see clause 7).

[Assumption 5] Validity of source endpoint address

The MG is not aware of whether the source transport address (before or after latching) of the
incoming stream represents a "valid" address (in the scope of that session).

NOTE 3 — The MGC could check, based on the adr package, whether the latched source transport addressis
valid or unknown.

The latch/re-latch process could be extended, e.g., by additional consideration of given destination transport
address information (in the case that the MGC is unsure about a valid endpoint). Such a capability is for
further study.

NOTE 4 — There is a possible security problem. The use case of intentionally injected IP packets by an
attacker with "his' source transport address may not be detected by the MG (in the scope of this
Recommendation).

[Assumption 6] MG awar eness concer ning transport protocol type

The MG may be aware of or be agnostic of the transport-protocol type of the H.248 stream. This
may depend, eg., in case of IP-to-IP MGs on the configured interworking mode (see, eg.,
clause 3.2.6 of [b-1ITU-T Q.3303.2]). Nevertheless, the ipnapt package may be used for any type of
transport protocol (e.g., UDP, TCP, SCTP, DCCP).

[Assumption 7] I P connection establishment

This may be relevant for connection-oriented IP transport protocols (such as TCP, SCTP, DCCP).
The IP connection may be either "internally initiated" (the IP host in the internal network domain,
I.e., relates to an "outgoing call") or "externally initiated” ("incoming call").

[Assumption 8] MGC/M G awar eness concer ning UNSAF processes

This Recommendation is not related to wunilateral self-address fixing (UNSAF, see
[b-IETF RFC 3424] mechanisms like, eg., STUN [b-IETF RFC3489] or Teredo
[b-IETF RFC 4380]). Support of UNSAF is FFS, eg., in the future

Documents
Rec. ITU-T H.248.37 (06/2008) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.248.37 2008


http://www.avadocuments.com/doc/itu-t-h-248-37-2008
http://www.avadocuments.com/doc/itu-t-h-248-37-2008

