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Recommendation I'TU-T H.460.24

Point-to-point media through network address translators
and firewalls within ITU-T H.323 systems

Summary

Recommendation ITU-T H.460.24 enables an ITU-T H.323 gatekeeper to formulate a decision to
enable direct media flows between ITU-T H.323 endpoints that reside behind network address
translator (NAT)/Firewall (FW) devices. This extension is used in conjunction with
Recommendation ITU-T H.460.18 to facilitate the traversal of media across NAT/FW devices and
Recommendation ITU-T H.460.23 to discover the characteristics of NAT/FW devices sitting in front
of ITU-T H.323 endpoints, reducing the frequency with which media proxy devices (as described in
Recommendation ITU-T H.460.19) are needed by allowing direct media connectivity between the
endpoints. Connectivity is achieved via the formulation of an intelligent media transmission decision
and call signalling that instructs endpoints to initiate media flows in such a manner that a reliable
direct media pathway is established, even if one or both endpoints reside behind a NAT/FW device.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2010

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.

Documents
Ree. ITU-T H.460.24 (12/2009) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.460.24 2009


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-h-460-24-2009
http://www.avadocuments.com/doc/itu-t-h-460-24-2009

CONTENTS

Page

1 N Tel0] oL USSP 1
2 RETCTEINCES. ... eiieeiiieeee ettt e et e e e e e e e ta e e eabeeebaeeeanaeesnreeas 1
3 DIETINTEIONS ..ottt sttt ettt ettt et e st et et e saeenbeenees 2
3.1 Terms defined elSeWhere...........cooviiiiiiiiiii e 2

3.2 Terms defined in this Recommendation.............ccceeeviieiiieiiiieiciee e, 2

4 Abbreviations and ACTOMYINS ......cc.eevuieriieriierieeriieeieerite et esieeeteesteesbeeseeesseesseesnseesenas 2
5 Feature deSCIIPtION.......cccuiiieiieeiieeeiie ettt et e e e e eetaeesaaeesnaeeenaeesnneeas 3
6 Capability adVertiSEMENL .........cccueeriiieiieriieeiieeieeiee ettt ete et e sae et eteesbeeenbeesenesnseens 3
7 Call establishment ProCedUIE. ........ccueeiiiiieiiiecieeeee e e e e e saee e ens 4
7.1 Gatekeeper PAramELErs ........coeeuirierieeierierieete ettt ettt 5

7.2 NON-NAT/FW PaArametersS ........ccceevueeriieriieeiieiiieeieerieeseeesieesieeieesereenseesnneens 5

7.3 NAT/FW-SPECifiC PATAMELETS .....cccueeruieeiieniieeiieniieeiieneeeteesiaeereesereenseesnneens 6

8 Calculating media PAthWaYS .......ccocuiiiiiie et rae e saee e sbaeeeree e 7
9 Determining media Strate@Y.........ceecvierieriiieiieeieeriie ettt et e sae e eaeesteesereeaeesnreens 8
9.1 COMPALIDIIILY ..ottt et ebe e eee 8

9.2 Same NAT/FW determination...........coceevieeiiiiiiiniienieeiieseeee e 8

9.3 Must proxy media determination............ccueeeeveeerieeerieeesieeereeeeereeeseeeesreeees 9

9.4 General NAT strategy determination ...........cc.cceceeveerierieneenieneeneenieneeneenes 9

9.5 Example P2Pnat media calculations............cccceevieeiiienieeiienieeiece e, 10

9.6 Reporting NAT strategy results to the endpoint...........ccoeceeevieniieiienieenenne. 10

10 Placing the Call........c.oiiiiiiie e e et 11
11 Special CONSIACTATIONS .......eevieriiieiieriie ettt ettt ettt e be et eebeessaeebeesseesnseenees 11
11.1 RTP/SRTP/RTCP/SRTCP keep-alive packet.........ccceeeveeciienieniienieeieenene, 11

11.2 Timeouts waiting for first packet ..........cccvveeeiiiiriiiiiiieee e 12
Annex A — Probing for Same NAT ....c...ooiiiiiiiie ettt et 13
A.l Notification of direct connectivity probing ...........ccceceeevueerieeiiienieeniieneeeieans 13

A2 Procedure to probe direct CONNECtIVILY .....ccveeveerueieiiieriieeieeie e 14

A3 Probe packet fOrmat............cceeviieiieiiieiieeieeeee e 14

Documents
Rec. ITU-T H.460.24 (12200971 STin0 Ho

Full document details: ITU-T H.460.24 2009


http://www.avadocuments.com/doc/itu-t-h-460-24-2009
http://www.avadocuments.com/doc/itu-t-h-460-24-2009

Documents

Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T H.460.24 2009


http://www.avadocuments.com/doc/itu-t-h-460-24-2009
http://www.avadocuments.com/doc/itu-t-h-460-24-2009

Recommendation ITU-T H.460.24

Point-to-point media through network address translators
and firewalls within ITU-T H.323 systems

1 Scope

This Recommendation defines the capability and procedures for enabling the direct point-to-point
media flow between endpoints even if at least one device is behind a network address translator
(NAT) or firewall (FW) device. If used in conjunction with [ITU-T H.460.23], this feature can be
used to extend the scalability of [ITU-T H.460.19] to allow media, where determined, to flow
directly between endpoints and avoid the requirement to proxy media.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.225.0] Recommendation ITU-T H.225.0 (2009), Call signalling protocols and media
stream packetization for packet-based multimedia communication systems.

[ITU-T H.245] Recommendation ITU-T H.245 (2009), Control protocol for multimedia
communication.

[ITU-T H.323] Recommendation ITU-T H.323 (2009), Packet-based multimedia
communications systems.

[ITU-T H.460.1] Recommendation ITU-T H.460.1 (2002), Guidelines for the use of the generic
extensible framework.

[ITU-T H.460.17] Recommendation ITU-T H.460.17 (2005), Using H.225.0 call signalling
connection as transport for H.323 RAS messages.

[ITU-T H.460.18] Recommendation ITU-T H.460.18 (2005), Traversal of H.323 signalling
across network address translators and firewalls.

[ITU-T H.460.19] Recommendation ITU-T H.460.19 (2005), Traversal of H.323 media across
network address translators and firewalls.

[ITU-T H.460.23] Recommendation ITU-T H.460.23 (2009), Network address translator and
firewall device determination in H.323 systems.

[IETF RFC 3174] IETF RFC 3174 (2001), US Secure Hash Algorithm 1 (SHAI).

[IETF RFC 3489] 1IETF RFC 3489 (2003), STUN — Simple Traversal of User Datagram Protocol
(UDP) Through Network Address Translators (NATs).

NOTE — The IETF published a new RFC that obsoletes [IETF RFC 3489], changing
the name of the standard and the procedures defined therein. This Recommendation
relies on the protocol and procedures specified in [IETF RFC 3489], and the protocol
and procedures defined in the new RFC are neither suitable nor compatible. As such,
this Recommendation does not reference the new RFC and deliberately makes
reference to the original specification, which is now referred to as "classical STUN".
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[IETF RFC 3550] IETF RFC 3550 (2003), RTP: A Transport Protocol for Real-Time
Applications.

[IETF RFC 3711] IETF RFC 3711 (2004), The Secure Real-time Transport Protocol (SRTP).

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 transport address [ITU-T H.323|: The transport layer address of an addressable
ITU-T H.323 entity as defined by the (inter)network protocol suite in use. The Transport Address of
an ITU-T H.323 entity is composed of the Network Address plus the transport layer service access
point identifier of the addressable ITU-T H.323 entity.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 P2Pnat media: Indicates that media flows directly (peer-to-peer) between two
communicating endpoints through NAT devices without the assistance of a media proxy.

3.2.2 pinhole: A temporary binding of an internal and an external transport address in the
network address translator/Firewall, ~which allows the bidirectional passage of
packets between those addresses.

3.2.3 STUN Server: Server to assist in network address translator type detection.

3.2.4 well-behaved NAT: A network address translator (NAT) that exhibits consistent behaviour
over time of a given NAT type as categorized in clause 5 of [IETF RFC 3489].

4 Abbreviations and acronyms

This Recommendations uses the following abbreviations and acronyms:

ACF Admission Confirm
ARJ Admission Reject
ARQ Admission Request
CUI Channel Unique Identifier
EP Endpoint
FW Firewall
GEF Generic Extensibility Framework
LAN Local Area Network
LCF Location Confirm
LRQ Location Request
NAT Network Address Translator
OID Object Identifier
OLC Open Logical Channel message
OLCAck Open Logical Channel Acknowledge message
PER Packed Encoding Rules
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