ITUPublications International Telecommunication Union

Recommendations Standardization Sector

Recommendation
ITU-T J.1036 (07/2023)

SERIES J: Cable networks and transmission of television,
sound programme and other multimedia signals

Conditional access and protection — Factual subscriber-base
reporting and protected content delivery in conditional access
systems

Factual subscriber-base reporting and
protected content delivery in conditional
access system — Requirements

Full document details: ITU-T J.1036 2023


http://www.avadocuments.com/doc/itu-t-j-1036-2023
http://www.avadocuments.com/doc/itu-t-j-1036-2023

ITU-T J-SERIES RECOMMENDATIONS
Cable networks and transmission of television, sound programme and other multimedia signals

GENERAL RECOMMENDATIONS J.1-3.9
GENERAL SPECIFICATIONS FOR ANALOGUE SOUND-PROGRAMME 310-3.19
TRANSMISSION T
PERFORMANCE CHARACTERISTICS OF ANALOGUE SOUND-PROGRAMME
CIRCUITS %.20-.29
EQUIPMENT AND LINES USED FOR ANALOGUE SOUND-PROGRAMME CIRCUITS J.30-J.39
DIGITAL ENCODERS FOR ANALOGUE SOUND-PROGRAMME SIGNALS - PART 1 J.40-J.49
DIGITAL TRANSMISSION OF SOUND-PROGRAMME SIGNALS J.50-J.59
CIRCUITS FOR ANALOGUE TELEVISION TRANSMISSION J.60-J.69
ANALOGUE TELEVISION TRANSMISSION OVER METALLIC LINES AND 3.70-1.79
INTERCONNECTION WITH RADIO-RELAY LINKS T
DIGITAL TRANSMISSION OF TELEVISION SIGNALS J.80-J.89
ANCILLARY DIGITAL SERVICES FOR TELEVISION TRANSMISSION J.90-J.99
OPERATIONAL REQUIREMENTS AND METHODS FOR TELEVISION TRANSMISSION  J.100-J.109
INTERACTIVE SYSTEMS FOR DIGITAL TELEVISION DISTRIBUTION (DOCSIS FIRST 3110-3.129
AND SECOND GENERATIONS) ' '
TRANSPORT OF MPEG-2 SIGNALS ON PACKETIZED NETWORKS J.130-J.139
MEASUREMENT OF THE QUALITY OF SERVICE - PART 1 J.140-J.149
DIGITAL TELEVISION DISTRIBUTION THROUGH LOCAL SUBSCRIBER NETWORKS J.150-J.159
IPCABLECOM (MGCP-BASED) - PART 1 J.160-J.179
DIGITAL TRANSMISSION OF TELEVISION SIGNALS - PART 1 J.180-J.189
CABLE MODEMS AND HOME NETWORKING J.190-J.199
APPLICATION FOR INTERACTIVE DIGITAL TELEVISION - PART 1 J.200-J.209
INTERACTIVE SYSTEMS FOR DIGITAL TELEVISION DISTRIBUTION (DOCSIS THIRD 31210-3.229
TO FIFTH GENERATIONS) ' '
MULTI-DEVICE SYSTEMS FOR CABLE TELEVISION J.230-J.239
MEASUREMENT OF THE QUALITY OF SERVICE - PART 2 J.240-J.249
DIGITAL TELEVISION DISTRIBUTION THROUGH LOCAL SUBSCRIBER NETWORKS  J.250-J.259
IPCABLECOM (MGCP-BASED) - PART 2 J.260-J.279
DIGITAL TRANSMISSION OF TELEVISION SIGNALS - PART 2 J.280-J.289
CABLE SET-TOP BOX J.290-J.299
APPLICATION FOR INTERACTIVE DIGITAL TELEVISION - PART 2 J.300-J.309
MEASUREMENT OF THE QUALITY OF SERVICE - PART 3 J.340-J.349
IPCABLECOM?2 (SIP-BASED) - PART 1 J.360-J.379
DIGITAL TRANSMISSION OF TELEVISION SIGNALS - PART 3 J.380-J.389
MEASUREMENT OF THE QUALITY OF SERVICE - PART 4 J.440-).449
IPCABLECOM2 (SIP-BASED) - PART 2 J.460-J.479
DIGITAL TRANSMISSION OF TELEVISION SIGNALS - PART 4 J.480-J.489
TRANSPORT OF LARGE SCREEN DIGITAL IMAGERY J.600-J.699
SECONDARY DISTRIBUTION OF IPTV SERVICES J.700-J.799
MULTIMEDIA OVER IP IN CABLE J.800-J.899
TRANSMISSION OF 3-D TV SERVICES J.900-J.999
CONDITIONAL ACCESS AND PROTECTION J.1000-J.1099

Renewable conditional access system J.1000-J.1004

Digital rights management for cable television multiscreen service J.1005-J.1009

Exchangeable embedded conditional access and digital rights management solutions J.1010-J.1019

Downloadable system for multi-CA/DRM service of mobile broadcasting J.1020-J.1025

Downloadable conditional access system for unidirectional networks J.1026-J.1029

Downloadable conditional access system for bidirectional networks J.1031-J.1035
SySf;gtsual subscriber-base reporting and protected content delivery in conditional access 3.1036-J.1039
SWITCHED DIGITAL VIDEO OVER CABLE NETWORKS J.1100-J.1119
SMART TV OPERATING SYSTEM J.1200-J.1209
IP VIDEO BROADCAST J.1210-J.1219
CLOUD-BASED CONVERGED MEDIA SERVICES FOR IP AND BROADCAST CABLE

J.1300-J.1309
TELEVISION
TELEVISION TRANSPORT NETWORK AND SYSTEM DEPLOYMENT IN DEVELOPING
J.1400-J.1409
COUNTRIES
ARTIFICIAL INTELLIGENCE (Al) ASSISTED CABLE NETWORKS J.1600-J.1649
Decuments

For further details, please refer to the list of ITU-T Recommendations.

Full document details: ITU-T J.1036 2023

Document Sharing Hub



http://www.avadocuments.com/doc/itu-t-j-1036-2023
http://www.avadocuments.com/doc/itu-t-j-1036-2023

Recommendation ITU-T J.1036

Factual subscriber-base reporting and protected content delivery in conditional
access system — Requirements

Summary

The objective of Recommendation ITU-T J.1036 is to address two major concerns related to
conditional access system (CAS), namely underreporting of subscriber numbers and content piracy
leading to revenue loss to broadcasters, content providers and the governments.

Most countries have implemented digital addressable systems (DAS) for distribution platforms such
as cable TV, direct to home (DTH), Internet protocol television (IPTV), and headend in the sky
(HITS), DAS enables subscribers to have a choice and option to select their channels and packages.
Conditional access system (CAS) and subscriber management system (SMS) are integral parts of a
DAS environment. While CAS is responsible for encrypting the content and its delivery in a secure
and encrypted manner only to authorised subscribers, SMS handles the subscriber management
functions. The quality of service depends on the CAS and SMS systems deployed by the distribution
platform owner (DPO).

Since content providers and broadcasters have no control over the CAS and SMS, as these are deployed
at the DPO end, they often complain about the loss of revenue due to various malpractices such as
under-reporting of subscriber-base, distribution of channels to unauthorised users, and content piracy.

Therefore, it is necessary to frame benchmarks for the CAS systems prescribing technical
specifications focusing on functional requirements to ensure factual reporting of the subscriber-base
and protected delivery of content to authorised subscribers. Creating a framework that prevents the
deployment of sub-standard CAS will bring preventive control from potential threats and revenue
losses arising due to the vulnerability of such systems, bring economic efficiency, improve quality of
service, and improve the end-consumer experience.

This Recommendation thus elaborates the various functional requirements of the CAS such as log
requirements, reports requirements, database requirements, security requirements, service
requirements and more. Compliance with these requirements in CAS performance will address the
concerns mentioned above.

History *
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T J.1036 2023-07-14 9 11.1002/1000/15581
Keywords

CAS, conditional access, piracy, reporting, subscriber management system, SMS.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique 1D. Documents
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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