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Recommendation ITU-T J.1041

Digital rights management for video and audio content distribution —
System architecture

Summary

Recommendation ITU-T J.1041 is Part 2 of a multi-part deliverable composed of four parts. Part 2
describes the system architecture of digital rights management (DRM) for video and audio content
distribution (DRMVACD), including system functional architecture, content encryption mechanism,
license format, license acquisition protocol, and DRM server-side architecture, and certificate format.

The service requirements for the application of new generation video and audio technologies, along
with the new video service models coupled with a diverse range of consumer devices used for the
reception of content, bring new demands and opportunities to the video industry, especially broadcast
and television video services, and raise higher requirements for DRM, described in Recommendation
ITU-T J.1040. The DRM system not only needs to have well-defined security levels to meet the
content protection requirements of different quality and different distribution window periods, but also
needs to have sufficient platform compatibility to cover various terminal devices. In addition, higher
encryption/decryption efficiency and encryption/decryption modes decoupled from content
encapsulation are required to match the rapid development and transformation of video and audio
technologies. In addition, an interoperability mechanism is required to achieve a more open DRM

ecosystem.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, and information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall™ or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
https://www.itu.int/ITU-T/ipr/.

© ITU 2025

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

This Recommendation document is Part 2 of a multi-part deliverable composed of four parts. Part 2
describes the system architecture of digital rights management (DRM) for video and audio content
distribution, including system functional architecture, content encryption mechanism, license format,

license acquisition protocol, and DRM server-side architecture, and certificate format. The other parts
are identified below:

Part 1:  Requirements;
Part2: System architecture;
Part 3:  Client;

Part 4:  Compliance and robustness rules.
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Recommendation ITU-T J.1041

Digital rights management for video and audio content distribution —
System architecture

1 Scope

This Recommendation is Part 2 of a multi-part deliverable composed of four parts. Part 2 describes
the system architecture of digital rights management (DRM) for video and audio content distribution,
including system functional architecture, content encryption mechanism, license format, license
acquisition protocol, and DRM server-side architecture, and certificate format. The DRM
requirements are described in [ITU-T J.1040].

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T J.1040] Recommendation ITU-T J.1040 (2024), Digital rights management
for video and audio content distribution — Requirements.

[ITU-T J.1042] Recommendation ITU-T J.1042 (2025), Digital rights management
for video and audio content distribution — Client.

[ECMA 404] ECMA 404 (2017), The JSON data interchange format. https:/ecma-
international.org/publications-and-standards/standards/ecma-404/.

[Accessed 4 June 2025]

[ISO/IEC 10118-3:2018] ISO/IEC 10118-3:2018, IT Security techniques — Hash-functions —
Part 3: Dedicated hash-functions.

[ISO/IEC 14496-12:2015] ISO/IEC 14496-12:2015, Information technology — Coding of audio-
visual objects — Part 12: I1SO base media file format.

[ISO/IEC 14888-3:2018] ISO/IEC 14888-3:2018, IT Security techniques — Digital signatures
with appendix — Part 3: Discrete logarithm based mechanisms.

[ISO/IEC 18033-3/AMD1] ISO/IEC18033-3:2010/AMD1:2021, Information technology —
Security techniques — Encryption algorithms — Part 3: Block ciphers —
Amendment1:SM4.

[ISO/IEC 23001-7:2016] ISO/IEC 23001-7:2016, Information technology — MPEG systems
technologies — Part 7. Common encryption in ISO base media file
format files.

[ISO/IEC 23009-4:2013] ISO/IEC 23009-4:2013, Information technology — Dynamic adaptive
streaming over HTTP (DASH) — Part 4: Segment encryption and
authentication.

[IEEE 1857-2023] IEEE 1857-2023, IEEE Standard for Advanced Audio and Video
Coding.
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[IEEE 1857.4-2018] IEEE 1857.4-2018, IEEE Standard for Second-Generation IEEE 1857

Video Coding.

[IETF RFC 2045] IETF RFC 2045, Multipurpose internet mail extensions — Part 1:
Format of internet message bodies.

[IETF RFC 2104] IETF RFC 2104, HMAC:Keyed-Hashing for Message Authentication.

[IETF RFC 5280] IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.

[IETF RFC 6960] IETF RFC 6960, X.509 Internet Public Key Infrastructure Online

Certificate Status Protocol — OCSP.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 digital rights management (DRM) client [ITU-T J.1040]: A trusted entity in the digital
media content playback device responsible for execution of DRM content-related permissions and
restrictions.

3.1.2 digital rights management (DRM) content [ITU-T J.1040]: Digital media content managed
by DRM technology.

3.1.3 digital rights management (DRM) server [ITU-T J.1040]: The entity that provides the
license service to the DRM client.

3.1.4 encryption [b-ITU-T X.1367]: The cryptographic transformation of data to produce
ciphertext.

3.1.5 decryption [b-ITU-T Y.101]: The decoding of encrypted information.

3.1.6 digital signature [b-1TU-T X.800]: Data appended to, or a cryptographic transformation (see
cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity
of the data unit and protect against forgery, e.g., by the recipient.

3.1.7 license [ITU-T J.1040]: A description of control information such as access permissions,
usage rules, and keys for digital media content.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

CA Certification Authority
CBC Cipher Block Chain
CEl Content Encryption Information
CEK Content Encryption Key
CENC Common Encryption
CRL Certificate Revocation List
CTR Counter Mode
Documents
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DASH Dynamic Adaptive Streaming over HTTP
DER Distinguished Encoding Rules

DRM Digital Rights Management

DRMVACD DRM for Video and Audio Content Distribution
HLS HTTP Live Streaming

HMAC Hash-based Message Authentication Code
HTTP Hyper Text Transport Protocol

IPTV Internet Protocol Television

v Initialization Vector

JSON JavaScript Object Notation

KID Key ldentifier

MPD Media Presentation Description

NAL Network Abstract Layer

OCSP Online Certificate Status Protocol

PKI Public Key Infrastructure

PMT Program Map Table

SEI Supplemental Enhancement Information
TS Transport Stream

uimsbf unsigned integer, most significant bit first
URI Uniform Resource Identifier

UTC Universal Time Coordinated

UulID Universally Unique Identifier

VoD Video on Demand

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation is to be claimed.

The keywords "is recommended™ indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from™ indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation is to be claimed.

The keywords "can optionally™ indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and that the feature can be optionally enabled by the network
operator/service provider. Rather, it means that the vendor may optionally provide the feature and
still claim conformance with the specification.

In this Recommendation, the words shall, shall not, should and may sometimes appear, in which case
they are to be interpreted, respectively, as is required to, is prohibited from, is recommended, and can
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optionally. The appearance of such phrases or keywords in an appendix or in material explicitly
marked as informative are to be interpreted as having no normative intent.

6 Architecture

Based on cryptography, public key infrastructure (PKI) technology and authorization technology, this
Recommendation defines the end-to-end functional architecture, content authorization, key
management, security mechanisms, and trust model for digital rights management of video and audio
content distribution. The functional architecture, technical mechanisms, basic formats, and protocols
defined in this Recommendation can be used to construct an end-to-end digital rights management
system for video and audio content distribution.

6.1 Functional architecture

The digital rights management system for video and audio content distribution is logically divided
into two parts — digital rights management (DRM) server side and DRM client side, as shown in
Figure 6-1. DRM server-side system includes core modules such as content encryption, key
management, key gateway, and content authorization. The content encryption module uses the
content encryption keys (CEKS) to encrypt the video and audio content. The key management module
is responsible for synchronizing CEKSs to the key gateway module after the generation of CEKSs. The
key gateway module stores the CEKSs confidentially after receiving the synchronized keys and serves
the key query of the content authorization module. The content authorization module generates
license responses with a license containing the CEKSs and key usage rules that are securely sent to the
trusted DRM client defined in [ITU-T J.1042]. After the DRM client receives the license, it decrypts
the CEKSs according to the key usage rule, and decrypts the content with the CEKSs to play.

DRM server-side modules and DRM client establish a trust relationship based on PKI technology and
perform secure communication with each other based on this trust relationship.
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Figure 6-1 — Functional architecture of digital rights management for video and audio content
distribution (DRMVACD)
6.2 Content authorization

The digital rights management system for video and audio content distribution (DRMVACD)
performs content authorization based on the mechanism of associating hierarchical keys with key
usage rules. Logically, the keys can be divided into multiple layers based on the sequence of
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encryption, and the key that encrypts the current key is called the upper key. Each key has its own
key usage rules. The current key can only be decrypted under the conditions specified in the upper
key's usage rules. Each key may have multiple key usage rules, the key can only be used if it satisfies
all of its usage rules. The mechanism of associating keys with key usage rules is shown in Figure 6-2.

i 1
Keyl  le—— KeyRulesl |
| I

|
Key2 le—— KeyRules2 i
|

_______________

KeyN

J.1041(25)

Figure 6-2 — The associating mechanism of keys and key usage rules

Key usage rules typically include start time, end time, time period, number of uses, cumulative time
period, output rules, and client security level. Different types of keys may include special key usage
rules.

The start time indicates that the key is only allowed to be used after the specified time.
The end time indicates that the key is not allowed to be used after the specified time.
A time period indicates that the key is only allowed to be used for a period of time after the first use.

"Number of uses" indicates the number of times the key can be used, counting 1 use when successfully
using this key to complete a decryption.

The cumulative time period is the accumulation of the client player time from start to stop of a
playback. If the accumulated time from multiple playback sessions is longer than the cumulative time
period, the key usage is no longer allowed. The cumulative time period is typically used in a preview
scenario, for example consider a video on demand (VoD) program with a total length of 90 minutes,
then a cumulative time period of 600 seconds would only permit playback of up to 10 minutes from
any scenes in the program.

The output rule specifies whether the decoded video and audio content is allowed to output to other
devices, as well as the allowed output scope and mode. "No output rule” means no limitation on the
output.

Client security level indicates that using CEK to decrypt content is only allowed on DRM clients at
a specific security level. There are three defined client security levels: software security level,
hardware security level, and enhanced hardware security level. Client security level information is
included in DRM client certificate. A CEK can be used to decrypt content for playback or output only
if the security level in the DRM client certificate is equal to or higher than the client security level
specified in the key usage rules.

If there is no key usage rule, there is no restriction on the key usage.

The digital rights management system for video and audio content distribution may contain multiple
types of keys, such as CEKSs, session keys, hash-based message authentication code keys and device

keys.
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The content encryption key is the key that encrypts the digital media content. Each content item may
have multiple content encryption keys. Key usage rules for CEK include: start time, end time, time
period, number of uses, cumulative time period, output rules, and client security level.

A session key is a temporary key that is generated by the server when the client requests a license,
which is used in the license to protect CEK.

A hash-based message authentication code key is a temporary key that is used to generate a hash-
based message authentication code to protect the integrity of the license.

A device key refers to the key pair of the DRM client. The device key shall be an asymmetric key
such that data encrypted with the device public key can only be decrypted by the DRM client.

The DRM server uses the CEK to encrypt the digital media content. It encrypts the CEK and other
content-related keys (such as session key, hash-based message authentication code key, etc.) by using
the hierarchical key encryption method, then packages these encrypted keys together with their key
usage rules into a license and sends it to the DRM client. The session key and hash-based message
authentication code key are encrypted using the device public key. The DRM client uses the keys
according to the usage rules of the keys at different levels in the hierarchical key system to decrypt
and play the digital media content. The content authorization mechanism of the digital rights
management system for video and audio content distribution is shown in Figure 6-3.
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content "|  information

License
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Content

l

Encrypted
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Key usage
rule

I

Encrypted
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y
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public key

Authenticated
device

Digital
signature
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Figure 6-3 — Content authorization mechanism

6.3 Key management

DRM server and DRM client have their own asymmetric key pairs, based on an asymmetric
cryptographic algorithm for license acquisition. The DRM server uses a symmetric cryptographic
algorithm for content encryption, then encrypts the CEK and sends it to the DRM client in the license.
Key management mechanism is shown in Figure 6-4.

Documents

6 Rec. ITU-T J.1041 (03/2025) Document Sharing Hub

Full document details: ITU-T J.10412025


http://www.avadocuments.com/doc/itu-t-j-1041-2025
http://www.avadocuments.com/doc/itu-t-j-1041-2025

DRM server < License acquisition » DRM client
Encrypt DRM client DRM client | Decrypt
public key private key
Encrypt Decrypt
A A A 4 A 4 A A
HMAC Session License Session HMAC
key key | [TTTT777 key key

Encrypt Decrypt

A A

CEK CEK
. Encrypt ’Decrypt
Content Content
J.1041(25)

Figure 6-4 — Key Management mechanism

Certificates of the DRM server and the DRM client contain their own public keys. They are
responsible for securing their own certificate and private keys separately.

The video and audio content is encrypted using the CEK. The DRM server generates a session key
which is used to encrypt the CEK and then encrypts the session key with the DRM client public key.
The DRM server encapsulates the encrypted session key and the encrypted content encryption key
into a license and sends them to the DRM client. The license uses the hash-based message
authentication code to guarantee its integrity, and the encrypted hash-based message authentication
code key is encapsulated in the license.

After the DRM client receives the license, it decrypts the session key with the DRM client private
key, then decrypts the CEK with this session key. Thus, the DRM client can decrypt the content with
this CEK for decoding and playback.

6.4 Security mechanisms

The security mechanism of digital rights management for video and audio content distribution is
specified as follows:

Data confidentiality

Confidentiality should protect sensitive data through encryption. Sensitive data should include at least
the protected content and the CEKS;

Identity authentication

Identity authentication should be achieved by verifying the validity of each other's digital certificates
between the DRM client and the DRM server;

Data integrity

Data integrity should be achieved by verifying the digital signature in the protocol message and the
hash-based message authentication code in the license.

6.5 Trust model

The trust model of digital rights management for video and audio content distribution is based on the
PKI system. In the DRM system, the core components of the DRM server side and the DRM client
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Rec. ITU-T J.1041 (03/265)"ent Shazing Hub

Full document details: ITU-T J.10412025


http://www.avadocuments.com/doc/itu-t-j-1041-2025
http://www.avadocuments.com/doc/itu-t-j-1041-2025

trust relationship between them is based on the validity of their digital certificates. If the DRM client's
certificate is verified by the DRM server, the DRM server trusts the DRM client.

A digital certificate is the foundation of the DRM system to build a trust relationship. The DRM client
should be associated with a digital certificate. Each DRM client should carry at least one digital
certificate. Each DRM client must have a unique identifier which should be loaded from the digital
certificate.

The trust chain of the digital rights management system for video and audio content distribution
includes the root certification authority (CA) certificate, the DRM server sub-CA certificate, the DRM
client sub-CA certificate, the DRM server certificate, the DRM client certificate, and the online
certificate status protocol (OCSP) server certificate. The security trust mechanism is shown in
Figure 6-5.

Root CA
DRM server DRM server
sub-CA sub-CA
OCSP server DRM server DRM client
certificate certificate certificate

J.1041(25)

Figure 6-5 — Security trust mechanism

After the trust chain is established, the DRM server-side system securely stores the DRM server
certificate and its private key, the OCSP server certificate, the DRM server sub-CA certificate, and
the root CA certificate, and the DRM client system securely stores the DRM client certificate and its
private key, the DRM client sub-CA certificate, and the root CA certificate.

The DRM server-side system determines the validity of the DRM client certificate based on the DRM
client certificate revocation list (CRL) list, and the DRM client determines the validity of the DRM
server-side certificate based on the OCSP response.

Annex A defines the digital certificates format, online certificate status protocol, and certificate
revocation list format in digital rights management for video and audio content distribution.

7 Content encryption

This clause defines content encryption methods and encrypted content encapsulation formats for
digital rights management used in the distribution of video and audio content. The encrypted content
should contain the content identifier and the necessary information to obtain a license. Depending on
the scenarios, different encrypted content encapsulation formats are defined.

7.1 Content encryption methods

7.1.1 Content encryption information

The DRM system shall encrypt the elementary stream of video content, and should add content
encryption information (CEI) to the extended data of the elementary stream. The CEI is used to
indicate how the subsequent video is encrypted. CEI includes the encryption flag, the current CEK
identifier, the next CEK identifier, and the initialization vector. Before the next CEl appears, all video
data is encrypted in the manner specified by clause 7.1.2, and the data that needs to be encrypted in
each video frame uses the initialization vector in the current CEIl. The CEI data syntax format is
shown in Table 7-1.
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Table 7-1 — CEI Data Syntax Format

Grammar Number of bits

CEI_DATA () {
encryption_flag
next_key id_flag
Reserved
if (encryption_flag == 1) {

current_key id 128
}
if (next_key _id_flag==1) {
next_key id 128
}
IV_length 8
v IV_length x 8

¥

encryption_flag: indicates whether the video data after this extended data is encrypted.

next_key id_flag: indicates whether the CEI data contains the next key identifier.
current_key id: indicates the key identifier used by subsequent video encryption.

next_key id: indicates the next key identifier that video encryption will use. This allows the DRM
client to request the key in advance from the server before the key is changed.

IV_length: The length of initialization vector of the encryption algorithm.
Initialization vector (IV): The initialization vector of the encryption algorithm.

7.1.2  Content encryption mechanism

For the video codec format specified by [IEEE 1857-2023] and [IEEE 1857.4-2018], CEI data is
placed in the extension_data after sequence _header. The following uses the format of
[IEEE 1857.4-2018] as an example, and the position of CEl is as follow:

extension_data (i) {
while (next bits (32) == extension_start code) {
extension_start code
if (i==0) { /* after sequence header */
if (next_bits (4)=="1101") /* CEI */
CEI ()

}
The CEI syntax is shown in Table 7-2.
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Table 7-2 — CEI syntax

Grammar Number of bits Note
CEIQ{
extension_id 4 ‘1101
Reserved 4
CEI_DATA () See Table 7-1
}

The encryption for video content encoded in [IEEE 1857.4-2018] involves adding extended
information that contains CEI data in extension_and_user_data (0), encrypting the slice in each frame,
and retaining only the header information of the first slice after encryption. The encryption of each
frame in the same video sequence uses the same initialization vector, that is, the initialization vector
contained in the CEI extension information in the video sequence. [IEEE 1857.4-2018] specifies the
following encryption syntax for video content:

video_sequence{
do{
sequence_header ()
extension_and_user_data (0)
do{
if (next_bits(32)) == intra_picture_start_code)
intra_picture_header ()
else
inter_picture_header ()
extension_and_user_data (1)
picture data () //retains the first slice () header and the rest is encrypted.

Ywhile (next_bits(32)) ==inter_picture_start_code| | next_bits 32() ==intra_picture_start_code)
Jwhile (next_bits(32)) = video_sequence_end_code && next_bits (32) != video_edit_code)
if (next_bits(32)) == video_sequence_end_code)

video_sequence_end_code
if (next_bits(32)) == video_edit_code)
video_edit_code

¥

The packaging of encrypted video content encoded in [IEEE 1857-2023] and [IEEE 1857.4-2018] is
shown in Figure 7-1.
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Figure 7-1 — Encrypted Content Packaging diagram

Content encryption is classified into full encryption mode and partial encryption mode.

In full encryption mode, the data part of the slice is encrypted, and last part that is less than or equal
to 16 bytes is not encrypted. Encryption algorithm is SM4, as defined in [ISO/IEC 18033-3/AMD1].
Encryption mode is cipher block chain (CBC) or counter mode (CTR). The syntax is as follows:

encrypted_slice_data ()

{
while (bytes_remaining () > 16)
{
protected_block // 16 bytes * n

¥
unencrypted_trailer //1-16 bytes

¥

Partial encryption mode encrypts 10% of the slice data, that is, after encrypting a 16-byte block, the
following nine 16-byte blocks are not encrypted, and the last part that is less than or equal to 16 bytes
is not encrypted. Encryption algorithm is SM4. Encryption mode is CBC or CTR. The syntax is as

follows:

encrypted_slice_data ()
{
while (Bytes_remaining () > 0)
' if (bytes_remaining () > 16) {
protected_block //16 bytes
¥
unencrypted_trailer
}
}

/IIMIN (144, bytes_remaining ()) bytes
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7.1.3 Emulation prevention

The following conversion rules of the CEI_DATA and encrypted coded data prevent the emulation
of start codes:

00 00 00 replace with 00 00 03 00
00 00 01 replace with 00 00 03 01
00 00 02 replace with 00 00 03 02
00 00 03 replace with 00 00 03 03

Before decryption, it is necessary to restore the CEI_DATA and encrypted coded data and then
decrypt them accordingly. That is:

00 00 03 00 replace with 00 00 00

00 00 03 01 replace with 00 00 01

00 00 03 02 replace with 00 00 02

00 00 03 03 replace with 00 00 03

For the content encoded by H.264/H.265 video codec format, the content encryption method is
specified in Annex B.

7.2 Content encapsulation format

7.2.1 TS encapsulation

Transport stream (TS) encapsulation refers to an encapsulation format of encrypted content when
content is transmitted in a transport stream manner, such as digital television (TV) or Internet protocol
television (IPTV). The distribution of TS-encapsulated content using HTTP live streaming (HLS)
must comply with clause 7.2.4. To enable the client player to identify the encrypted stream and obtain
DRM information in the encrypted stream, the DRM descriptor needs to be added to the program
map table (PMT) table. The DRM descriptor in the PMT table includes encrypted content format,
encryption method, license acquisition uniform resource identifier (URI) and so on. DRM descriptor
syntax is shown in Table 7-3.

Table 7-3 — DRM descriptor syntax

Grammar Number of bits

DRM_descriptor () {

descriptor_tag 8

descriptor_length 8

video format 4

video encryption method 4

audio_format 4

audio_encryption method 4

DRM_data bytes (descriptor_length-2) X 8
}

descriptor_tag: identifier for this descriptor containing the value 0xCO.
descriptor_length: length of the descriptor data.
video_format: indicates the video encoding format of this encrypted content specified in Table 7-4.

Documents
12 Rec. ITU-T J.1041 (03/2025) Document Sharing Hub

Full document details: ITU-T J.10412025


http://www.avadocuments.com/doc/itu-t-j-1041-2025
http://www.avadocuments.com/doc/itu-t-j-1041-2025

