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ITU-T RECOMMENDATION M.3016

TMN SECURITY OVERVIEW

Summary

This Recommendation provides an overview and framework that identifies security threats to a TMN and outlines how
available security services can be applied within the context of the TMN functional architecture.

Source

ITU-T Recommendation M.3016 was prepared by ITU-T Study Group 4 (1997-2000) and was approved under the
: WTSC Resolution No. 1 procedure on the 26th of June 1998.
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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of telecommuni-
cations. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU. The ITU-T is

responsible for studying technical, operating and tariff questions and issuing Recommendations on them with a view to
standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years, establishes the
topics for study by the ITU-T Study Groups which, in their turmn, produce Recommendations on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1.

In some areas of information technology which fall within ITU-T’s purview, the necessary standards are prepared on a
collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.

INTELLECTUAL PROPERTY RIGHTS

The ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve the
use of a claimed Intellectual Property Right. The ITU takes no position concerning the evidence, validity or applicability

of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of the Recommendation
development process.

As of the date of approval of this Recommendation, the ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this Recommendation. However, implementors are cautioned that this
may not represent the latest information and are therefore strongly urged to consult the TSB patent database.

© ITU 1998

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the ITU.

Documents

Document Sharing Hub

Copyright Internationarelecommunicatiol NFARY C
Provided by IHS Mark 1under license wnh“gﬁﬁiﬁi‘lﬂi@i’ﬂ,‘ﬁfﬂ:ﬁ'if M'301 6 (06/98)
No reproduction or networking permitted without license from IHS

Full document details: ITU-T M.3016 1998

Licensee=/, User=,
Not for Resale,


http://www.avadocuments.com/doc/itu-t-m-3016-1998
http://www.avadocuments.com/doc/itu-t-m-3016-1998

STD.ITU-T RECMN M.30Lb-ENGL 1998 HE 48b2591 0b5183b 2us MR

CONTENTS

Page

1 INEPOQUOHION ..ttt ettt e st e b e sasbs b s sass s bavesaroms bbb s sensssannrssansnsasesmanabantane 1

1.1 SO ettt e e b s s b st s e e e Re e s saas s e seresesE st s e seane 1

1.2 RETEIEICES 1.ttt e bese et e e sa e s st ans et e e e s b ba s s b e s ast s beraebas et ntaseanrane 1

13 DEfIMILIONS. ...veeeetvrrrerrererrrestasaseeseesessesenssasrsssssarsesessssessesasesertessessnsasesenserassesessensesesesrnssenersssasssnsese 2

14 RALIONALE ... irerrese st st et et e e s esaeseses s e e saent et sarsasanensantasesmsasanrastentanssassnsaseesernestaatesenssnnasen 2

2 SYSIEM AESCIIPHION 1etiaeiiiiierirr sttt e e e b et s e st saaen s e st e seastsaasasraseessnssannseserans 2

2.1 ACLOTS @I TOLES ...eeeererrireeericeeetenteee vt steesesatase st eme et et sreeseses s essastsnsmseasssnassassasstnsartsnsanssrestabensassesess 3

22 SECUTILY QOIMAIMNS ...uviiieererirrrereeriitinieeeeeesrsererereesessees st enseseasesssseessassesessassansasssssantassessesessasissesansensnsen 4

3 Generic security 0bjectives fOr TIMN ... it seesrsrses s sen s ssastsesesasrassssasessnnns 4

4 L @ISIALION ISSUES. ...veeueeeereienceeeterenrertrsticsseseseeetvenesetere e st na e e s s s et se s emsebasseasesesstenansansssrsasarssesarsnseeransasssssasas 5

5 THIEALS AN TISKS . erverrieeierinienee e trserte st e et e e et ser e st sae st s ee s e se s et asaesbe s b e s essesrneshbeasanss srserenensennensessensan 5

6 Security reqUIrements and SEIVICES ..ottt e se st sss s sontseesesenenssassestsensaomeneserensessans 6

6.1 Security requirements and COIreSPONAING SEIVICES ....ocvervrririrereerreerereenrirenssasiereeasesnestssmarassessesaseesssns 7

6.1.1 Mapping functional requirements, threats and security objectives ......c...cccoevevreverirnnene. 7

6.1.2 Description of functional requirements and the corresponding services...........ooeceeveneneee. 7

6.2 Requirements on the management 0f SECULILY ......cevreirmuerircnreerereerinrisessaisseesnee e sessnesassesnsseeseens 11

6.3 Architectural FEQUITEMENLS ........evuuermierieieriiers s bbb bbb 11

6.4 Security Services and OSI JAYETS ........ccvieerrrieiereerirtrisreee st seesassesessaesensasssssssesseressssasssasarnensssnssens 12

6.4.1 USEE AULHENLICALION. c..eivvesieicreeiecreet it iae e e e e ebeest et s e esstesabesesateontasseeenesentasaessssenas 12

6.4.2 authentication (peer entity and data origin).....ccccccevervniiinciecieeree e e eaenns 12

643 ACCESS COMITON ..veiiiiiieeicei et et eree e sete s e e aeeseeeses e e e et e st aeates s sseesresesaressansasansensnesses 12

64.4 security alarm, audit trail and TECOVETY ..ot 12

6.4.5 TIIEEETIEY vevereririeetenieerienriesestesbeseseasaeseseesanseasssatasassbassessnsensernessnsnasesssenneneasinsassantassesensernns 12

6.4.6 CONAAENIAIILY ....coierirei ettt ettt e ee s et e e rr e s bs b ns 13

6.4.7 NON-TEPUAIALION ...voviiierierererirtesiereesrrstsressestsessane e eersaesesasansassensnsesseensoressasnsasessensenesassees 13

6.5 SECUTILY MANAZEIMENL ....ciuteteireereierieireeeaertreentasareesertsessassaasssassaseesessessestasesssasseseesessensesssstessesssenons 14

APPENAIX 1 — LegiSIation IS5UES .viieerieecrreeirercteii et seeetsrasesstsesstesee e saseeseassesessassssaestarasatesessnessesernsstesssntansans 14

L1 INETOAUCTION ...ttt ettt sttt b e st et e e st s E e g e s eres seaertesRtesbeasensnassanseseanbes 14

12 Applicable legislation areas ..........ccooivrriiinineicne ettt e st e s et e esens 14

L3 SOUICES OF 1EZISIAtION ..eeemveeereire et teterereresese st e e ceras et e e st s aens e e se e s e esasssrasbanseresesnanebasesen 15

14 Possible consequences for TMN security standardization ..........ccceveviceveinneciecneereresesesecseresnnns 15

Appendix II — Functional classes and SecUrity SUDPIOfILES ... cccveveeeiccrerereeiciriete e et e r s 16

1I.1 Grouping 0f SECUIILY MEASUIES..........e.cecrireeererreeituiieseaserereses e sssaseseeae st essbesaressasassasesssmnstssssssemesass 16

I1.1.1 The use of FCs in the inter-domain Case .........c.ccveveveeecrenienerieeccecceeseebeee e saess 16

.2 The use of FCs in the intra-domain CASE ......cvcvvriiiiieieieeeie e sree e resse s enseneseens 16

1.2 FUNCHONAL CIASSES ...eirieiiieeeieriee ettt sttt st se s sbesa e e e a b s aa bbb sebesaabandasmnssnns 16

IL.3 SECUTILY PIOTILES t.veveiicrcerc e sttt sas b et s ses e e e et s b s e sa e see e be bt nsens 18
Documents

Document Sharing Hub
Copyright International Telecommunication Union/ITU Telcommunication Sector Recommendation M,3016 (06/98) 1i1
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS

Not for Resale,
Full document details: ITU-T M.3016 1998


http://www.avadocuments.com/doc/itu-t-m-3016-1998
http://www.avadocuments.com/doc/itu-t-m-3016-1998

STD.ITU-T RECMN M.301b-ENGL 1998 MM 48L2591 Ub:‘SlBB? 134 .

Recommendation M.3016
TMN SECURITY OVERVIEW
(Geneva, 1998)
1 Introduction
1.1 Scope

This Recommendation provides an overview and framework that identifies security threats to a TMN and outlines how

available security services can be applied within the context of the TMN functional architecture, as described in
Recommendation M.3010.

This Recommendation is generic in nature and does not identify or address the requirements for a specific TMN
interface.

This Recommendation does not seek to define new security services but uses existing security services defined in other
JTU-T Recommendations and 1SO Standards.

It is envisaged that this Recommendation, along with Recommendation M.3400, will provide a basis for future
standardization of TMN security services in the ITU-T.

1.2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text,
constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All
Recommendations and other references are subject to revision; all users of this Recommendation are therefore

encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other
references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

—  ITU-T Recommendation M.3010 (1996), Principles for a telecommunications management network.
—  ITU-T Recommendation M.3400 (1997), TMN management functions.

ITU-T Recommendation X.509 (1997), Information technology — Open Systems Interconnection — The Directory:
Authentication framework.

— ITU-T Recommendation X.741 (1995), Information technology — Open Systems Interconnection — Systems
management: Objects and attributes for access control.

~ CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

—  ITU-T Recommendation X.802 (1995), Information technology — Lower layers security model.

ITU-T Recommendation X.803 (1994), Information technology — Open Systems Interconnection — Upper layers
security model.

I

— ITU-T Recommendation X.810 (1995), Information technology

Opén Systems Interconnection — Security
frameworks for open systems: Overview.

— ITU-T Recommendation X.812 (1995), Information technology

Open Systems Interconnection — Security
Jframeworks for open systems: Access control framework.

— ITU-T Recommendation X.813 (1996), Information technology
Jrameworks for open systems: Non-repudiation framework.

Open Systems Interconnection — Security

I

— ITU-T Recommendation X.814 (1995), Information technology

Open Systems Interconnection — Security
Jrameworks for open systems. Confidentiality framework.

~ ITU-T Recommendation X.815 (1995), Information technology — Open Systems Interconnection — Security
Sframeworks for open systems. Integrity framework. DOC uments
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— ITU-T Recommendation X.816 (1995), Information technology — Open Systems Interconnection — Security
Jrameworks for open systems: Security audit and alarms framework.

ISO/IEC 9979:1991, Data cryptographic techniques — Procedures for the registration of cryptographic algorithms.

1.3 Definitions

1.4 Rationale

The requirement for security in TMN has originated from different sources:
—  Customers/subscribers need confidence in the network and the services offered, including correct billing.

—~  The Public Community/Authorities demand security by Directives and Legislation, in order to ensure availability
of services, fair competition and privacy protection.

Network Operators/Service Providers themselves need security to safeguard their operation and business
interests, and to meet their obligations to the customers and the public.

A TMN is intended to manage the underlying telecommunications network; therefore, the security of the TMN is
essential to the proper functioning of the telecommunications network. Furthermore, the telecommunications network

may incorporate security features that need to be managed by the TMN. Recommendation M.3400 enumerates those
security management functions.

TMN Security Standards should preferably be based upon internationally agreed security standards as it is beneficial to
reuse rather than create new ones. The provisioning and usage of security services and mechanisms can be quite
expensive relative to the value of the transactions being protected. It is therefore important to have the ability to
customize the security provided to the TMN transactions being protected. The security services and mechanisms that are
used for securing TMN transactions should be provided in a way that allows such customization. Due to the large

number of possible combinations of security features, it is desirable to have security profiles (see Appendix II) that
cover a broad range of TMN security applications.

Standardization will facilitate reuse of solutions and products meaning that security can be introduced faster and at
lower cost.

Important benefits of standardized solutions for vendors and users of the systems alike are the economy of scale in
product development and component interoperation within a TMN system with regard to security.

It is necessary to provide security services and mechanisms to protect TMN transactions among TMN entities (as
defined in M.3010) against malicious attacks such as eavesdropping, spoofing, tampering with messages (modification,
delay, deletion, insertion, replay, re-routing, misrouting, or re-ordering of messages), repudiation or forgery. Protection
includes prevention, detection and recovery from attacks, as well as management of security-related information.
Standards should cover both intra-domain (Q3 and F) and inter-domain (X) interfaces.

2 System description

The objective of this Recommendation is an abstraction which makes it possible to avoid the many implementation
details and to agree upon results that may be useful when later mapped on to specific implementations.

The TMN is described in terms of a functional architecture, an information architecture and a physical architecture
(Recommendation M.3010).

It is recognized in Recommendation M.3010 that TMN building blocks may support other interfaces in addition to the Q,
X and F. Similarly, the physical equipment may have other functionality in addition to that associated with information
received via Q, X and F. These additional interfaces and related functionality are outside of the TMN and therefore
outside the scope of TMN security standardization.
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Figure 1/M.3016 — TMN functional architecture

2.1 Actors and roles

For the purpose of TMN security standardization, only technical security will be considered, which means that the
relevant actors to consider are TMN users. A TMN user is a person or process applying TMN Management Services for
the purpose of fulfilling management operations. TMN users can further be categorized dependent on whether they
belong to the organization running the TMN (internal users) or whether they access the TMN as external users.

Each time a TMN user accesses a Management Service, the TMN user will take on a role. In some cases there will be a
one-to-one relationship between a TMN user and a role, i.e. the TMN user will always stay in the same role. In other

cases there will be a one-to-many relationship between a specific TMN user and the possible roles the TMN user can
play.

The following gives a high-level classification of some commeon roles:

Network Operators (private or public);

Service Providers (Bearer Service Providers or Value Added Service Providers),
—  Service Subscribers/Service Customers;

~  Service End Users;

—  Equipment/Software Vendors;

—  Trusted Third Party.

When securing the TMN, it is not enough to control the behaviour of known TMN users. One must also consider the
possibility of an intruder attempting illegal access to the TMN.

Some security measures require actors playing the role of a Trusted Third Party (TTP). An important security issue is
how these actors should be allowed to interact with the TMN.
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