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ITU-T Recommendation Q.1531

UPT security requirements for service set 1

Summary

This Recommendation specifies UPT security requirements for both user-to-network and
internetwork communication applicable to UPT Service Setl as defined within
Recommendation F.851 [1]. This Recommendation covers all aspects of security for UPT using
DTMF accesses and out-band DSS1 based user accesses.

Source

ITU-T Recommendation Q.1531 was prepared by ITU-T Study Group 11 (1997-2000) and approved
under the WTSC Resolution 1 procedure on 15 June 2000.
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Security, UPT.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing Recommendations
on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these
topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSC Resolution 1.

In some areas of information technology which fall within ITU-T’s purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementors are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.

© ITU 2001

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from ITU.
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ITU-T Recommendation Q.1531

UPT security requirements for service set 1

1 Scope of Recommendation

This ITU-T Recommendation specifies UPT security requirements for both user-to-network and
internetwork communication applicable to UPT Service Set 1 as defined within Recommendation
F.851 [1]. Generally, there are two user-access methods for UPT. One is in-band DTMF based user
access, and the other is out-band user access such as DSS1 based signalling. The requirements
depend on the use of these methods. This Recommendation covers all aspects of security for UPT
using DTMF access and out-band DSS1 based user accesses.

2 References

The following ITU-T Recommendation, and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision; all
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published.

[1] ITU-T Recommendation F.851 (1995), Universal Personal Telecommunication (UPT) —
Service description (Service Set 1).

3 Definitions of terms

31 Terms defined in Recommendation F.851 [1]
The following terms are defined in Recommendation F.851 [1].
- authentication;

- identification;

- personal mobility;

- UPT (Universal Personal Telecommunication);
— UPT service profile;

- UPT service profile management;

— UPT service provider;

- UPT subscriber;

- UPT user.

3.2 Terms not defined in Recommendation F.851 [1]
This Recommendation defines the following terms:

3.2.1 authorization: A property by which the access rights to resources are established and
enforced.

3.2.2 confidentiality: A property by which information relating to an entity or partyygetUmrments

available or disclosed to unauthorized individuals, entities or processes. .
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3.2.3 integrity: A property by which the information content of an object is prevented from being
modified in an unauthorized manner.

3.2.4 privacy: The provision of capabilities to prevent users from suffering of freedom of actions.

4 Abbreviation and acronyms

This Recommendation uses the following abbreviations:

CS-1 Capability Set 1
CS-2 Capability Set 2
DSS1 Digital Subscriber Signalling System No. 1

DTMF Dual Tone Multiple Frequency
IC-card Integrated Circuit-card

IN Intelligent Network

ISDN Integrated Services Digital Network
MAC Message Authentication Code

OCPIN Outgoing Call PIN

OSI Open Systems Interconnection

PIN Personal Identification Number

PINX Private Integrated Network eXchange
PLMN Public Land Mobile Network

PUI Personal User Identity

SAPIN Secure Answering PIN

SCP Service Control Point

SDP Service Data Point

SS7 Signalling System No. 7

TMN Telecommunications Management Network
UPT Universal Personal Telecommunication
5 Introduction

The freedom given to UPT users to move freely from one terminal to another also implies that
attempts to fraudulently use their subscription can be performed from any terminal. UPT subscribers
are thus more exposed to fraudulent attempts to use their subscription than ordinary subscribers. It is
necessary that the UPT service provides sufficient security mechanisms, so that the level of risk
incurred by UPT subscribers does not appear prohibitive in comparison with ordinary subscribers.

The security mechanisms provided by the UPT service, irrespective of their strength of protection,
should however, not appear to the UPT user as any extra complication at all, but be part of the
general UPT procedures.

Security in a UPT context refers to issues of:

a) fraud;
b) confidentiality; Documents
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c) service availability;
d) protection scheme.

5.1 Fraud

Fraud is the abuse of UPT facilities by unauthorized users, in particular to make chargeable use of
UPT service, which charge is made against a legitimate UPT user's account. Resulting requirements
are for example:

a) authentication of users and subscribers;
b) call details;
c) auditing.

5.2 Confidentiality

Confidentiality is the concept that information concerning the UPT user and the UPT subscriber are
not revealed to anyone who does not have legal authority to examine that information. This
information includes:

a) the content of communication;
b) account details;

c) call details;

d) registration details.

5.3 Service availability

The ability of UPT users to receive the UPT services at any time that they wish may be limited by:

a) service reliability;

b) service denial.

5.4 Protection scheme

The UPT specifications must define appropriate security mechanisms to protect from any security
threats:

a) UPT users;

b) UPT capable network operators and service providers;

c) UPT service,

because of the circumstances in which UPT is expected to be provided. UPT will be an open system
with worldwide access, and the possibility for fraud should be minimized.

6 General description

6.1 General objectives for security

The following general objectives for security in UPT apply:

a) the UPT user may use the UPT service with minimal risk of violated privacy or erroneous
charging due to fraudulent use;

b) the security provided to a UPT user when using UPT services should be comparable to the
security provided by the contemporary fixed or mobile networks when using the same
services; Documents
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