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Recommendation ITU-T Q.3055 

Signalling protocol for heterogeneous Internet of things gateways 

 

 

 

Summary 

A heterogeneous gateway is a hardware and software system used for the interaction of Internet of 

things (IoT) devices with each other and with remote IoT services. It comprises an IoT gateway 

infrastructure (IoT GI) and a semantic IoT gateway (SIoTG). The IoT GI is a hardware and software 

system comprising IoT device hardware, network interfaces, operating system, and simulator or 

virtualization system (virtual machine, containers, etc.). It is used to ensure compatibility of the 

different network technologies. The SIoTG is a software program and part of the heterogeneous IoT 

gateway, and is used for the mapping of different protocols, applications and IoT services among 

themselves. 

The SIoTG that forms part of the heterogeneous gateway is supposed to ensure the mapping of 

different IoT solutions (protocols, applications and services) among themselves, independently of the 

configuration of the IoT devices themselves. Use of scenarios for the mapping of IoT solutions among 

themselves without using a special signalling protocol for the SIoTG is possible only if a standard 

configuration is used for each solution (e.g., for the mapping of protocols: a standard network port 

number for the protocol being mapped; no encryption of data embedded in the message, etc.). 

Otherwise, there is no standard solution for mapping procedures, and the need then arises for 

interaction with the SIoTG for the purpose of configuring the IoT solution mapping scenario. 

Recommendation ITU-T Q.3055 describes the signalling protocol for heterogeneous IoT gateways. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 
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Recommendation ITU-T Q.3055 

Signalling protocol for heterogeneous Internet of things gateways 

1 Scope 

This Recommendation describes the signalling protocol for heterogeneous Internet of things 

gateways. In particular, it: 

• Addresses the overall network model necessary for mapping and signalling procedures; 

• Addresses the software architecture necessary for mapping and signalling procedures;  

• Describes possible scenarios for the use of signalling. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Q.4060] Recommendation ITU-T Q.4060 (2018), The structure of the testing of 

heterogeneous Internet of things gateways in a laboratory environment. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the 

Internet of things. 

[ITU-T Y.4050] Recommendation ITU-T Y.4050/Y.2069 (2012), Terms and definitions 

for the Internet of things. 

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common 

requirements of the Internet of things. 

[ITU-T Y.4101] Recommendation ITU-T Y.4101/Y.2067 (2017), Common 

requirements and capabilities of a gateway for Internet of things 

applications. 

[ITU-T Y.4113] Recommendation ITU-T Y.4113 (2016), Requirements of the network 

for the Internet of things. 

[ITU-T Y.4418] Recommendation ITU-T Y.4418 (2018), Gateway functional 

architecture for Internet of things applications. 

[IETF RFC 4122] IETF RFC 4122 (2005), A Universally Unique IDentifier (UUID) URN 

Namespace. 

[IETF RFC 7574] IETF RFC 7574 (2015), Peer-to-Peer Streaming Peer Protocol 

(PPSPP). 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 
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3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, 

data capture, data storage and data processing.  

3.1.2 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 data aggregator: Either end-point data collection device or a reliably connected device 

relaying the data to the cloud. 

3.2.2 semantic gateway: A software system that is used for conversion between various IoT 

protocols, applications and services and is included in heterogeneous gateway systems. 

3.2.3 IoT/mobile device: A data-producing device that lacks reliable communication links (IoT, 

mobile, disaster management, etc.). 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AMQP Advanced Message Queuing Protocol 

CBOR Concise Binary Object Representation 

CoAP Constrained Application Protocol 

CRDT Conflict-free Replicated Data Type 

GI Gateway Infrastructure 

HTTP Hypertext Transfer Protocol 

ICF Intermediary Conversion Format 

IoT  Internet of Things 

JSON JavaScript Object Notation 

MQTT Message Queuing Telemetry Transport 

RAM Random Access Memory 

RON Replicated Object Notation  

RTPS-DDS Real-Time Publish Subscribe- Data Distribution Service 

SHA Secure Hash Algorithm 

SIoTG Semantic Internet of Things Gateway 

UML Unified Modelling Language 

UUID Universally Unique Identifier 

XMPP Extensible Messaging and Presence Protocol 

5 Conventions 

None. 
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