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Recommendation ITU-T Q.3202.1 

Authentication protocols based on EAP-AKA for interworking among 3GPP, 
WiMax, and WLAN in NGN 

 

 

 

Summary 
In Recommendation ITU-T Q.3202.1, a couple of authentication protocols for heterogeneous access 
authentication are discussed. 3GPP has standardized the 3GPP system-based EAP-AKA for 
interworking 3GPP and WLAN networks. The WiMax or WLAN device requires an external UICC 
reader for applying the current EAP-AKA defined in 3GPP TS 33.234. This Recommendation 
proposes to apply the EAP-AKA protocol to non-3GPP network devices not equipped with UICC for 
interworking among 3GPP, WiMax, and WLAN in NGN. 

 

 

Source 
Recommendation ITU-T Q.3202.1 was approved on 22 May 2008 by ITU-T Study Group 11 
(2005-2008) under Recommendation ITU-T A.8 procedure. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met.  The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may 
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, 
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 
protected by patents, which may be required to implement this Recommendation. However, implementers 
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the 
TSB patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

©  ITU  2009 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 
prior written permission of ITU. 
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Recommendation ITU-T Q.3202.1 

Authentication protocols based on EAP-AKA for interworking among 3GPP, 
WiMax, and WLAN in NGN 

1 Scope 
This Recommendation describes the authentication protocol based on the EAP-AKA for 
interworking 3GPP, WiMax [b-IEEE 802.16e], and WLAN [b-IEEE 802.11] access in NGN. 3GPP 
has standardized the 3GPP system-based EAP-AKA for interworking 3GPP and WLAN networks. 
The WiMax or WLAN device, however, requires an external UICC reader. Without UICC, the 
EAP-AKA mechanism loses its own advantages in security and portability aspects. This 
Recommendation proposes a modified version of the EAP-AKA protocol for extending its usage to 
existing WiMax/WLAN devices. In this Recommendation, two EAP-AKA full authentication 
protocols are described and proposed. Also, the fast re-authentication procedure of EAP-AKA is 
described.  

1.1 Relationship 
Work for this Recommendation is based upon the context of [ITU-T Q.3201]. This 
Recommendation complies with the EAP-based security signalling architecture for network 
attachment in [ITU-T Q.3201], and considers the compatibility with the functional architecture in 
[ITU-T Y.2012]. 

This Recommendation refers to [ETSI TS 133 234] for authentication protocol based on EAP-AKA 
with UICC and fast re-authentication procedure. 

2 References 
The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Q.3201]  Recommendation ITU-T Q.3201 (2007), EAP-based security signalling 
protocol architecture for network attachment.  

[ITU-T Y.2012]  Recommendation ITU-T Y.2012 (2006), Functional requirements and 
architecture of the NGN Release 1. 

[ETSI TS 133 102] ETSI TS 133 102 (2006), Universal Mobile Telecommunications System 
(UMTS); 3G security; Security architecture (3GPP TS 33.102 version 7.1.0 
Release 7). <http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=25801> 

[ETSI TS 133 234] ETSI TS 133 234 (2007), Universal Mobile Telecommunications System 
(UMTS); 3G security; Wireless Local Area Network (WLAN) interworking 
security (3GPP TS 33.234 version 7.5.0 Release 7). 
<http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=27022> 

3 Abbreviations 
This Recommendation uses the following abbreviations: 

AAA  Authentication, Authorization and Accounting 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: ITU-T Q.3202.1 2008

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=25801
http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=27022
http://www.avadocuments.com/doc/itu-t-q-3202-1-2008
http://www.avadocuments.com/doc/itu-t-q-3202-1-2008
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ACR  Access Control Router 

AK  Authentication Key 

AKA  Authentication and Key Agreement 

AM-FE  Access Management Functional Entity 

AS  Authentication Server 

AV  Authentication Vector 

CK  Confidentiality Key 

DH  Diffie-Hellman 

EAP  Extensible Authentication Protocol 

EP  Enforcement Point 

GGSN  Gateway GPRS Support Node 

ID  IDentity 

IK  Integrity Key 

IMSI  International Mobile Subscriber Identity 

MAC  Message Authentication Code 

NACF  Network Attachment Control Functions 

RAS  Radio Access Station 

SGSN  Serving GPRS Support Node 

TAA-FE Transport Authentication and Authorization Functional Entity 

TUP-FE Transport User Profile Functional Entity 

UE  User Equipment 

UICC  UMTS IC Card 

USIM  Universal Subscriber Identity Module 

UTRAN UMTS Terrestrial Radio Access Network 

VPLMN Visited Public Land Mobile Network 

WAG  Wireless Access Gateway 

WiMax  Worldwide Interoperability for Microwave Access 

WLAN  Wireless Local Area Network 

4 Security Requirements for Authentication Interworking 
• The EAP-AKA authentication protocol shall be applied easily to any mobile networks in 

NGN. 
– Mobile terminals equipped with UICC 
– Mobile terminals not equipped with UICC 

• Authentication mechanisms in NGN shall include mutual authentication and key 
agreement. 

• The key distribution and freshness for protecting signalling and user data on the wireless 
link shall be supported. 
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