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Recommendation ITU-T Q.3716

Signalling requirements for mapping between physical and virtual networks

Summary

Recommendation ITU-T Q.3716 specifies signalling requirements for mapping between software-
defined networking (SDN) based physical underlay networks and virtual overlay networks, by
architecturally adding dedicated functional components and the corresponding interfaces in the
software-defined networking framework.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2018

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Q.3716

Signalling requirements for mapping between physical and virtual networks

1 Scope

The scope of this Recommendation consists of:

- Overview of mapping between physical and virtual networks (PVMapping);
- Data model description for PVMapping;

- Interfaces requirements for PV Mapping;

— Signalling requirements for PVMapping.

The appendices to this Recommendation also provide examples of:
— SDN-based slice abstraction;

- Restful API for PVMapping;

— Typical scenarios and procedures.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.3011] Recommendation ITU-T Y.3011 (2012), Framework of network virtualization
for future networks.

[ITU-T Y.3100] Recommendation ITU-T Y.3100 (2017), Terms and definitions for IMT-2020
network.

[ITU-T Y.3300] Recommendation ITU-T Y.3300 (2014), Framework of software-defined
. networking.

[ITU-T Y.3302] Recommendation ITU-T Y.3302 (2017), Functional architecture of
8 software-defined networking.

[ITU-T Y.3500] Recommendation ITU-T Y.3500 (2014), Information technology — Cloud
computing — Overview and vocabulary.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 network slice [ITU-T Y.3100]: A logical network that provides specific network
capabilities and network characteristics.

NOTE 1 — Network slices enable the creation of customized networks to provide flexible solutions for
different market scenarios which have diverse requirements, with respect to functionalities, performance and
resource allocation.

NOTE 2 — A network slice may have the ability to expose its capabilities.
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NOTE 3 — The behaviour of a network slice is realized via network slice instance(s).

3.1.2 network virtualization [ITU-T Y.3011]: A technology that enables the creation of logically
isolated network partitions over shared physical networks so that heterogeneous collections of
multiple virtual networks can simultaneously coexist over the shared networks. This includes the
aggregation of multiple resources in a provider and appearing as a single resource.

3.1.3 software-defined networking [ITU-T Y.3300]: A set of techniques that enables to directly
program, orchestrate, control and manage network resources, which facilitates the design, delivery
and operation of network services in a dynamic and scalable manner.

3.1.4 tenant [ITU-T Y.3500]: One or more cloud service users sharing access to a set of physical
and virtual resources.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

API Application Programming Interface
APP Application

C-Core Cloud Core

C-RAN Cloud Radio Access Network

MANO Management and Orchestration
PVMapping Mapping between Physical and Virtual networks
RAN Radio Access Network

SCTP Stream Control Transmission Protocol
SDN Software-Defined Networking

TCP Transmission Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

VM Virtual Machine

VPC Virtual Private Cloud

VPN Virtual Private Network

VXLAN Virtual extensible Local Area Network
XML extensible Markup Language

5 Conventions

The keywords "is required to™ indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation is to be claimed.

In the body of this Recommendation and its appendices, the words shall, shall not, should and may
sometimes appear, in which case they are to be interpreted, respectively as, is required to, is
prohibited from, is recommended and can optionally. The appearance of such phrases or keywords
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in an appendix or in material explicitly marked as informative are to be interpreted as having no
normative intent.

{A}: indicates that the parameter A is mandatory;
[B]: indicates that the parameter B is optional;
*: indicates that the parameter may be multiple items.

6 Overview of PVMapping

6.1 Introduction

Network virtualization facilities multiple tenants to share the same physical network by decoupling
the virtual network from the physical network, usually using tunnelling overlay technology.

NOTE - The well-known tunnelling overlay technologies include virtual private network (VPN)
[b-IETF RFC 4364], virtual extensible local area network (VXLAN) [b-IETF RFC 7348], etc.

The virtual overlay networks are the logical abstractions of the physical underlay network. Usually,
the physical underlay network is not aware of the packets carried by the virtual overlay networks.

The manipulation of the virtualized overlay network may affect the configuration of physical
underlay networks. From the tenants' perspective, knowledge of the underlay network utilization is
needed in order to obtain enough connection resources. From the operator's perspective, knowledge
of the underlay network utilization is also needed to realize quick troubleshooting and protection
switching when underlay physical links fail. Therefore, the mapping mechanism between the
physical underlay network and its virtual overlay networks is required.

In many real world scenarios, with the maturity of SDN technology, network virtualization is
always applied together with SDN in order to allow the operators to lower the management
complexity of their networks and better meet their tenants' customized needs. Therefore, it is -
required to develop the mapping mechanism for the SDN-based underlay and overlay networks. E

6.2 Functional architecture of PVMapping

The functional architecture of PVMapping is depicted to perform the SDN based underlay and
overlay mapping functionality by architecturally adding dedicated components and the
corresponding interfaces based on the SDN framework defined in [ITU-T Y.3302], as shown in
Figure 6-1. The dotted block performs the mapping functionality, in which vNetwork Management
functional components and global mapping functional components are defined.

Figure 6-1 shows a functional architecture of PVMapping. PVMapping is not restricted to the
implementation of concrete functional components shown in Figure 6-1. It is feasible for a
controller or other separate functional components to implement this functionality.
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Figure 6-1 — Functional architecture of PVMapping

6.2.1 Global mapping functional components

Global mapping functional components enforce the mapping between virtual overlay networks and
physical underlay networks and can be realized by proprietary algorithms.

NOTE — The mapping algorithms do not restrict the implementation technology of virtualization.

6.2.2 vNetwork management functional components

vNetwork management functional components enforce the validation check, creation, deletion,
query, activation, shutoff and release of virtual networks based on the tenant's demands. The
mapping pairs of physical network (pNetwork) and virtual network (vNetwork) calculated by global
mapping functional components are also stored in the database of vNetwork management functional
components, which can be accessed by vNetwork functional components and pNetwork functional
components.

6.2.3  Other functional components

Apart from global mapping functional components and vNetwork management functional
components, the following functional components are depicted in order to obtain a better
understanding of complete service procedures:

- pNetwork functional components

pNetwork functional components provide representatives of physical network elements,
such as physical nodes, ports, switches, links, etc. and activate the virtual network in the
physical networks.

- vNetwork functional components

vNetwork functional components provide virtual network elements, such as virtual nodes,
ports, switches, links, etc. Each tenant is represented by one virtual network and different
tenants can only discover their own virtual network. All virtual network elements are
mapped to at least one physical element and can be enabled, disabled, modified or
reorganized at run time.

— vController functional components

vController functional components control the virtual network dynamically based on the
instruction of application (APP) functional components and resource allocation of
vNetwork management functional components.
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7 Data model description for PVMapping

7.1 Virtual network

7.1.1  Virtual network
The data model description for virtual networks is specified in Table 7-1.

Table 7-1 — Data model description for virtual networks

Element Necessity Description
VNID Mandatory Unique identification of the virtual network.
SDNController Optional Controller information of the virtual network.
NodeL.ist Mandatory Nodes information of the virtual network. Clause 7.1.2
provides a virtual node data model description.
LinkList Mandatory Link information of the virtual network. Links are

selected via nodes and interfaces. Clause 7.1.4 provides
a virtual link data model description.

ForwardingPolicy Optional Forwarding policy running in the virtual network,
attached when the virtual network is created.

State Mandatory State of the virtual network, including initiation,
creation, running, stop, migration, etc.

7.1.2 Virtual node

The data model description for a virtual node, which is referred to as NodeList in the virtual
network data model of Table 7-1, is specified in Table 7-2.

Table 7-2 — Data model description for a virtual node

Element Necessity Description
VirtualNodelD Mandatory Unique identification of virtual node.
VirtualNodeCapacity Optional Capacity of virtual node, including CPU, memory,

forwarding table, etc.

DeviceType Mandatory Device type of virtual node, which is related with
corresponding physical network device type, including
vRouter, vSwitch, etc. Different device requires their
respective forwarding information.

InterfaceL.ist Optional The list of interfaces. Clause 7.1.3 provides a virtual
interface data model description.

MappingRestriction Optional The constraints for physical network mapping,
e.g., geographical information or node lists.

7.1.3 Virtual interface

The data model description for the virtual interface, which is referred to as InterfaceList in the
virtual node data model of Table 7-2, is specified in Table 7-3.
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Table 7-3 — Data model description for a virtual interface

Element Necessity Description
InterfacelD Mandatory Interface 1D of the virtual network.
Rate Optional Interface rate of the virtual network.
AccessInfo Optional Interface information description, including IP address,
mask, etc.
StatisticsInfo Optional Statistics information of the interface, which can be used
for virtual network state monitoring.

7.1.4 Virtual link

The data model description for virtual link, which is referred to as LinkList in the virtual network
data model of Table 7-1, is specified in Table 7-4.

Table 7-4 — Data model description for a virtual link

Element Necessity Description

Source Mandatory Source of virtual link, including virtual node and

1 interface.
Destination Mandatory Destination of virtual link, including virtual node and

: interface.
B&andwidth Optional Link bandwidth.
Delay Optional Link delay.
PhysicalPath Optional Physical path information mapped to the corresponding

virtual link.

7.2 Physical network

721

Physical network

The data model description for the physical network is specified in Table 7-5.

Table 7-5 — Data model description for physical network

Element Necessity Description
PhysicalNetworkID Mandatory Unique identification of physical network.
Devices Mandatory Device collection of current physical network topology.
Links Mandatory Directed link collection of current physical network
topology.
7.2.2 Physical device

The data model description for a physical device, which is referred to as Devices in the physical
network data model of Table 7-5, is specified in Table 7-6.
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Table 7-6 — Data model description for a physical device

Element Necessity Description
DevicelD Mandatory Unique identification of physical device.
Type Mandatory Type of physical device, including router, switch,
firewall, load balancer, etc.
Latency Mandatory Forwarding latency of physical device.
Availability Mandatory Availability of physical device.
Manufacturer Optional Manufacture of physical device.
Hardware Optional Hardware version of physical device.
Software Optional Software version of physical device.

7.2.3  Physical link

The data model description for physical link, which is regarded as Links in physical network data
model of Table 7-5, is specified in Table 7-7.

Table 7-7 — Data model description for a physical link

Element Necessity Description

Source Mandatory Source of physical link, including physical device ID
and interface.

Destination Mandatory Destination of physical link, including physical device
ID and interface.

Type Mandatory Type of physical link, including DIRECT, INDIRECT,
OPTICAL, TUNNEL, etc.

State Mandatory State of physical link, including ACTIVE and
INACTIVE.

Latency Mandatory Forwarding latency of physical link.

8 Interfaces requirements for PVMapping

PVMapping functionality follows the functional architecture as shown in Figure 6-1. The interfaces
presented in Figure 6-1 (Sam, Smm) among newly defined functional components in the dotted
block and existing functional components in the SDN framework [ITU-T Y.3302] are used to
exchange information to perform the PVMapping functionality. The definition and requirements of
other interfaces presented in Figure 6-1 are out of the scope of this Recommendation.

8.1 Sam

This interface permits the interaction between APP functional components and vNetwork
management functional components. vNetwork management functional components receive the
virtual network creation request from the tenant, as described using the virtual network data model
(see clause 7.1.1), and perform the validation check, including primarily the parameters' validation
check of data model. If the validation fails, vNetwork management functional components send the
failure message to APP functional components.

8.2 Smm

This interface permits the interaction between vNetwork management functional components and
global mapping functional components. If the validation of the virtual network creation request is
successful, vNetwork management functional components request global mapping functional
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components to calculate the physical mapping of this virtual network and resource allocation. The
mapping pair of virtual network and physical network is sent back to vNetwork management
functional components from global mapping functional components if there is a successful
calculation result. The mapping pair and the instantiated virtual network data model (XML file) are
stored in the database of vNetwork management functional components.

9 Signalling requirements for PVMapping

9.1 Overview

The complete PVVMapping function is performed by global mapping functional components and
vNetwork management functional components, whose messages are exchanged over the interfaces
Smm and Sam.

NOTE - No transport protocol for the signalling messages is specified here. No message content format is
specified here either.

The signalling messages may be extensible markup language (XML)-based messages over
(or carried by) transmission control protocol (TCP), user datagram protocol (UDP), stream control
transmission protocol (SCTP), transport layer security (TLS), etc. All of the messages consist of the
message header and the message body.

The message format is described in Figure 9-1.

‘ Message type | Message length [ Transaction ID ‘ Message body

Message header Q.3716(18)_F9-1

Figure 9-1 — Message composition

The message header field contains the following information:
- Message type: uniquely specifies the type of message;
- Message length: specifies the length of the message body;

— Message transaction ID: generated by the sender of the message. If there is a response
message for the request message, the transaction IDs of the request and response messages
are the same.

The message body field contains the message contents.

9.2 Signalling requirements of interface Sam

9.2.1 Virtual network creation message and response message
The virtual network creation message is defined as a VN-CR message.

The VN-CR message, indicated by the message type in the message header field, is sent by the APP
functional components to vNetwork management functional components to request the creation of a
virtual network.

Message format:

< VN-CR-Message > ::= < Message header >
[ SDN-Controller-ID ]
{ Node-List }
{ Link-List }

[ Forwarding-Policy ]
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