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Recommendation ITU-T Q.3721

Procedures for a programming protocol independent packet processor switch-
based virtual border network gateway

Summary

Recommendation ITU-T Q.3721 specifies the architecture, interfaces and procedures for a
programming protocol independent packet processor switch-based virtual border network gateway.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Q.3721

Procedures for a programming protocol independent packet processor
switch-based virtual border network gateway

1 Scope

This Recommendation specifies the architecture, interfaces and procedures for a programming
protocol independent packet processor (P4) switch-based virtual border network gateway (VBNG).

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Q.3719] Recommendation ITU-T Q.3719 (2019), Signalling requirements for the
separation of control plane and user plane in a virtualized broadband network
gateway (VBNG).

[IETF RFC 6241] IETF RFC 6241 (2011), Network configuration protocol (NETCONF).

[IETF RFC 7348] IETF RFC 7348 (2014), Virtual extensible local area network (VXLAN): A
framework for overlaying virtualized layer 2 networks over layer 3 networks.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 broadband network gateway (BNG) [b-ITU-T Q.3315]: The access point to the provider's
IP network for wireline broadband services.

3.1.2 virtual BNG [b-ITU-T Q.3715]: The virtual BNG is the broadband network gateway of
which all features or some features are directly implemented as virtual network function(s) (VNF(s))
running on the network function virtualization infrastructure (NFVI). It is used to either augment or
replace the existing traditional BNG.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AAA Authentication Authorization Accounting
ACL Access Control List

AN Access Node

ASIC Application Specific Integrated Circuit
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BNG
CFlI
CGN
CHAP

DHCP
DPDK
DS

FPGA
gMNI
gRPC

ID

IDL

INT
INT-MD
INT-MX
INT-XD
IOAM

LCP
MD
NFVI
P4
PADI
PADO
PADR
PADT
PPP
PPPOE

QoS
Rsvd
RG
SR-I0V
TLV

2

Broadband Network Gateway

Control Forwarding Interface
Carrier-Grade Network address translation
Challenge Handshake Authentication Protocol
Dropped

Dynamic Host Configuration Protocol
Data Plane Development Kit

Domain Specific

Flow

Field Programmable Gate Array

gRPC Network Management Interface
Google Remote Procedure Call
Intermediate

Identifier

Interface Define Language

In-band Network Telemetry

In-band Network Telemetry — embed Data

In-band Network Telemetry — embed instructions

In-band Network Telemetry — export Data

In-situ Operations, Administration, and Maintenance

Internet Protocol

Link Control Protocol

Metadata

Network Function Virtualization Infrastructure

Programming Protocol independent Packet Processor

PPPoE Active Discovery Initiation
PPPoOE Active Discovery Offer
PPPoE Active Discovery Request
PPPOE Active Discovery Termination
Point-to-Point Protocol

Point-to-Point Protocol over Ethernet
Queue

Quiality of Service

Reserved

Residential Gateway

Single Root Input/Output Virtualization
Type Length Value
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VBNG virtual Border Network Gateway
vBNG-CP Virtual Border Network Gateway-Control Plane
VBNG-UP Virtual Border Network Gateway-User Plane

VNF Virtual Network Function

VNFM Virtual Network Function Management

VXLAN-GPE Virtual Extensible Local Area Network-Generic Protocol Extension
YANG Yet Another Next Generation

5 Conventions

In this Recommendation:

The phrase "is required™ indicates a requirement that must be strictly followed and from which no
deviation is permitted, if conformity to this Recommendation is to be claimed.

The phrase "is recommended"” indicates a requirement that is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformity.

The phrase "can optionally” indicates an optional requirement that is permissible, without implying
any sense of being recommended. This term is not intended to imply that the vendor's implementation
must provide the option, and the feature can be optionally enabled by the network operator or service
provider. Rather, it means the vendor may optionally provide the feature and still claim conformity
with this Recommendation.

6 Overview

Network function virtualization has emerged as the leading transformative technology that will allow
service providers to move to a truly virtualized infrastructure. A broadband network gateway (BNG)
is deployed at the edge of the metro area network of an operator and aggregates user sessions from
the access network, providing access control by interworking with an authentication authorization
accounting (AAA) server. BNG is also evolving into vBNG, which can be implemented in different
types of hardware including dedicated equipment based on a network processor, application specific
integrated circuit (ASIC) or [b-ITU-T X.86]. In order to improve forwarding efficiency and maintain
flexibility, acceleration technologies can be used, e.g., data plane development kit (DPDK), single
root input/output virtualization (SR-IOV) and ASIC, field programmable gate array (FPGA)
acceleration card or P4 switch.

P4 is a high-level language for data-forwarding programming, whose design is based on protocol
independence, object independence and re-configurability. P4 is a southbound protocol, although its
scope is large. It can not only guide the data stream to be forwarded, but also program the data
processing flow of the forwarding device such as switch through software programming to guide how
to process packets.

Traditional vBNG is suitable for low-traffic scenarios. Although it can decouple software and
hardware, it enhances development flexibility greatly and achieves the desired performance with the
support of acceleration technologies, e.g., DPDK, SR-IOV. However, in the scenario of high-
throughput complex service, vVBNG faces many challenges. It requires more hardware investment,
but the performance does not increase linearly with the rise in hardware costs.

In order to solve these problems, P4 switch-based VBNG is proposed. Through P4 programming,
iterative development can be completed in a short time, and device independence can be realized,
which avoids the long period of development and commissioning to physical hardware necessary in
the traditional vBNG forwarding plane.

Documents
Rec. ITU-T Q.3721 (09/262%jnent Shaging Hub

Full document details: ITU-T Q.3721 2022


http://www.avadocuments.com/doc/itu-t-q-3721-2022
http://www.avadocuments.com/doc/itu-t-q-3721-2022

