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Recommendation ITU-T Q.4044

Test suite for interoperability testing of a virtual switch

Summary

Recommendation ITU-T Q.4044 provides a test suite for interoperability testing of a virtual switch, a
collection of test cases specifying the test objective, test procedures and expected results.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Q.4044 2021-08-29 11 11.1002/1000/14764
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To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Q.4044

Test suite for interoperability testing of a virtual switch

1 Scope

The scope of this Recommendation consists of:

1) Overview of the test suite for interoperability testing (IOPT) of a virtual switch;

2) Test cases for IOPT of a virtual switch between a virtual switch and a virtual machine (VM);
3) Test cases for IOPT of a virtual switch between a virtual switch and other network equipment;
4) Test cases for IOPT of a virtual switch between a virtual switch and a management entity;
5) Test cases for IOPT of a virtual switch between a virtual switch and computing virtualization.
2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Q.4043] Recommendation ITU-T Q.4043 (2019), Interoperability testing requirements of
a virtual switch.

[ITU-T Y.3300] Recommendation ITU-T Y.3300 (2014), Framework of software-defined
networking.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 interoperability [b-ITU-T Y.101]: The ability of two or more systems or applications to
exchange information and to mutually use the information that has been exchanged.

3.1.2 virtual switch [b-ITU-T Y.101]: Resource abstraction and control function abstracting
physical network resources to offer virtual network capabilities.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ACL Access Control List

ARP Address Resolution Protocol
BGP-4 Border Gateway Protocol Version 4
CIDR Classless Inter-Domain Routeing
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DDOS
DOS
DPDK
EGP
FTP
GRE
ICMP
ID
IGMP
IGP
IOPT

IS-IS
L2

L3
MAC
MTU
NAT
NFV
NIC
NVGRE
QinQ
OSPF
OVvSDB
QoS
RIP
SDN
SFC
SNMP
SR-IOV
STP
STT
SYN
TCP
TFTP
UDP
VLAN

2

Distributed Denial of Service

Denial of Service

Data Plane Development Kit
Exterior Gateway Protocol

File Transfer Protocol

Generic Routeing Encapsulation
Internet Control Message Protocol
Identifier

Internet Group Management Protocol
Interior Gateway Protocol
Interoperability Testing

Internet Protocol

Intermediate System-to-Intermediate System
Layer 2

Layer 3

Media Access Control

Maximum Transmission Unit
Network Address Translation
Network Function Virtualization
Network Interface Card

Network Virtualization using Generic Routeing Encapsulation

802.1Q-in-802.1Q

Open Shortest Path First

Open vSwitch Database

Quality of Service

Routeing Information Protocol
Software Defined Network
Service Function Chaining
Simple Network Management Protocol
Single Root I/0 Virtualization
Spanning Tree Protocol
Stateless Transport Tunnelling
Synchronize Sequence Numbers
Transport Control Protocol
Trivial File Transfer Protocol
User Datagram Protocol

Virtual Local Area Network
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VM Virtual Machine

VIM Virtualized Infrastructure Manager
VNF Virtual Network Function
VSIT Virtual Switch Interoperability tester

VXLAN Virtual Extensible LAN

5 Conventions
This Recommendation uses the following convention:
QinQ refers to IEEE 802.1ad [b-IEEE 802.1ad].

6 Overview of the test suite for the IOPT of a virtual switch

Virtual switches, running on the mainstream virtualization platform, are basic components in the high
level architecture of either the software defined network (SDN) or the network visualization function
(NFV). In SDNs [ITU-T Y.3300], virtual switches belong to the resource layer, decoupling the virtual
network from the physical network with a tunnelling function, offering layer 2 (L2) network
switching and layer 3 (L3) IP routeing for both VMs on the same or different hosts and offering
capabilities related to network isolation, quality of service (QoS), network operation and
maintenance. In the NFV, virtual switches belong to the infrastructure network domain [b-ETSI NFV-
INF 003], offering basic network forwarding functions and advanced network functions such as
service function chaining (SFC) support.

The interoperability of a virtual switch is the ability to interact with other entities. Virtual switch
IOPT is carried out to verify whether the interactions are as expected and as those described in
[ITU-T Q.4043].

This test suite for virtual switch IOPT is a combination of virtual switch interoperability test cases. It
is recommended to consider the following four testing areas in the suite:

. Testing area 1: "virtual switch — VM", which provides test cases for testing the interactions
between a virtual switch and a VM.

. Testing area 2: "virtual switch — network equipment”, which provides test cases for testing
the interactions between a virtual switch and other network equipment.

. Testing area 3: "virtual switch — management entity", which provides test cases for testing
the interactions between a virtual switch and a management entity.

. Testing area 4: "virtual switch — computing virtualization™, which provides test cases for

testing the interactions between a virtual switch and computing virtualization.

For each testing area, specific relevant test cases need to be devised to verify different capabilities in
different aspects. It is recommended that these capabilities be classified into seven aspects: network
connectivity, network security, network QoS, tunnelling, control plane coordination, reference
points and computing virtualization compatibility [ITU-T Q.4043]. The test cases that should be
provided in a suite for virtual switch IOPT are shown in Table 6-1.
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Table 6-1 — Test cases that should be provided for virtual switch IOPT

Testing area

Aspects that should be
verified

Specific relevant test cases

Virtual switch —
VM

Network connectivity

Data frame forwarding

VLAN

MTU

Port aggregation

Jumbo frame

IP protocol

Transport protocol

ARP proxy

Forwarding acceleration

Ethernet interface

Ethernet autonegotiation

STP

QinQ

ICMP

IGMP

IGP

EGP

Static route

Routeing policy

NAT

Network security

Traffic filtering

Anti MAC spoofing

Security group

Network security

ACL

Anti DOS/DDOS

Network QoS

Traffic classification

Rate limitation

Virtual switch —
network equipment

Tunnelling

Tunnelling protocol

Bridging tunnelling-based network and VLAN
network

Virtual switch —
management entity

Reference points

Reference points for network functions

Reference points for network operations

Reference point format

Changing configuration remotely

Virtual switch —
computing
virtualization

Computing virtualization

Deploying on server virtualization platform

Accessing VM's virtual port

VM status awareness

Monitoring resource allocation
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7 Test cases for IOPT between a virtual switch and a VM

IOPT between a virtual switch and a VM evaluates the interaction between a virtual switch and a VM
for network connectivity, network security and network QoS functions. For a description of related

functional requirements, refer to [ITU-T Q.4043].

7.1 Interoperability test cases for testing between a virtual switch and a VM in the aspect
of network connectivity

Verification of network connectivity includes the verification of the following abilities: data frame
forwarding, VLAN, MTU, port aggregation, jumbo frames, forwarding acceleration, Ethernet
interface, Ethernet autonegotiation, STP, QinQ, ICMP, IGMP, IGP, EGP, static route, NAT, routeing

policy, ARP proxy and IP protocol.

7.1.1 Test case: Data frame forwarding

Table 7.1-1 shows the test case for data frame forwarding.

Table 7.1-1 — Test case: Data frame forwarding

Data frame forwarding test description
Test purpose To verify that the virtual switch provides the data frame forwarding function,
which forwards data frames from virtual ports based on address information in the
data frames.
Reference [ITU-T Q.4043] clause 8.1.1
Test Step | Type Description
procedures 1 Stimulus Virtual switch interoperability tester (VSIT) login to the
configuration interface of the virtual switch.
2 Stimulus Create VLANL on the virtual switch, then add virtual portl and
virtual port2 in VLANL1.
3 Stimulus Create two virtual machines, VM1 and VM2, to connect to portl
and port2, respectively. Configure VM1 with IP1 and VM2 with
IP2.
4 Stimulus From VML ping IP2 and from VM2 ping IP1, which should
produce expected resultl.
Expected Step | Type Description Result
results 1 | Check VM1 and VM2 can ping each other.
Notes
Test verdict If all checks described in the test case are successful, it is deemed successfully
terminated. If at least one check is successful but at least one check is failed, the
test is deemed partially passed. If no checks are successful, the test is deemed
failed."

7.1.2 Testcase: VLAN
Table 7.1-2 shows the test case for VLAN.
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Table 7.1-2 — Test case: VLAN

VLAN test description
Test purpose To verify that the virtual switch provides VLAN function in order to create a
partitioned and isolated broadcast domain in a computer network at the data link
layer.
Reference [ITU-T Q.4043] clause 8.1.1
Test Step | Type Description
procedures 1 | Stimulus | VSIT login to the configuration interface of the virtual switch.
2 Stimulus Create VLANL1 and VLAN2 on the virtual switch, add virtual portl
and virtual port2 in VLANL1, add virtual port3 in VLANZ2.
3 Stimulus Create three virtual machines, VM1, VM2 and VM3, to connect to
portl, port2 and port3, respectively.
4 Stimulus From VML, using virtual instrumentation send continuous
broadcast packet, which should produce expected resultl.
Expected Step | Type Description Result
results 1 | Check VM2 receives packet from VM1 and VM3 does not
receive any packet.
Notes
Test verdict If all checks described in the test case are successful, it is deemed successfully
terminated. If at least one check is successful but at least one check is failed, the
test is deemed partially passed. If no checks are successful, the test is deemed
failed.

7.1.3 Test case: Maximum transmission unit

Table 7.1-3 shows the test case for a maximum transmission unit (MTU).

Table 7.1-3 — Test case: MTU

MTU test description
Test purpose To verify that the virtual switch limits the maximum frame size allowed through
the ports.
Reference [ITU-T Q.4043] clause 8.1.1
Test Step | Type Description
procedures 1 | Stimulus | VSIT login to the configuration interface of the virtual switch.
2 Stimulus Create VLANL on virtual switchl, add virtual portl and virtual
port2 in VLANL.
3 Stimulus Create two virtual machines, VM1 and VM2, to connect to portl
and port2, respectively. Configure VM1 with IP1, and VM2 with
1P2.
4 Stimulus Create VLANL on virtual switch2 of another host, add virtual port3
within it.
5 Stimulus Create VM3 and connect it to virtual switch2 through virtual port3.
Configure VM3 with IP3.
Stimulus Configure the uplink port MTU of virtual switchl to 1000 bits.
Stimulus From VML ping IP3 with 1500 bits, capture packet in uplink of
virtual switchl, which should produce expected resultl.
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Table 7.1-3 — Test case: MTU

MTU test description
8 Stimulus Modify the uplink port MTU of virtual switch1 to 9000 bits.

9 Stimulus Capture the packet in uplink of virtual switchl, which should
produce expected result2.
10 | Stimulus Configure the downstream port MTU between virtual switchl and

VM1 to 1 000 bits.

11 | Stimulus From VM2 ping IP1 with 1 500 bits, capture packet in VM1, which
should produce expected result3.

12 | Stimulus Modify downstream port MTU between virtual switchl and VM1 to

9 000 bits.

13 | Stimulus Capture packet in VM1, which should produce expected result4.
Expected Step | Type Description Result
results 1 | Check There is no packet captured from VM1 to VM3,

2 Check Captured packet with 1 500 bits from VM1 to VM3.

3 Check There is no packet captured from VM2 to VML1.

4 Check Captured packet with 1 500 bits from VM2 to VML.
Notes
Test verdict If all checks described in the test case are successful, it is deemed successfully

terminated. If at least one check is successful but at least one check is failed, the
test is deemed partially passed. If no checks are successful, the test is deemed
failed.

7.1.4  Test case: Port aggregation
Table 7.1-4 shows the test case for port aggregation.

Table 7.1-4 — Test case: Port aggregation

Port aggregation test description

Test purpose To verify that the virtual switch logically uses multiple independent links as a
single link to achieve flexible high bandwidth and link redundancy.

Reference [ITU-T Q.4043] clause 8.1.1

Test Step | Type Description

procedures 1 Stimulus VSIT configure port aggregation for two uplinks of virtual switchl

through the configuration interface.
2 Stimulus Create VLANL1 on virtual switchl, add virtual portl in VLAN1.

3 Stimulus Create VM1 and connect it to virtual switchl through virtual portl.
Configure VM1 with IP1.

4 Stimulus Create VLANL on virtual switch2 of another host, add virtual port2

within it.

5 Stimulus Create VM2 and connect it to virtual switch2 through virtual port2.
Configure VM2 with 1P2.

6 Stimulus From VM1 continuously ping IP2, which should produce expected
resultl.
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Table 7.1-4 — Test case: Port aggregation

Port aggregation test description
7 Stimulus Disconnect one uplink of virtual switchl, which should produce
expected result2.
Expected Step | Type Description Result
results 1 | Check VM2 receives packet from VML.
2 Check VM2 still receives packet from VM1 without packet
loss.
Notes
Test verdict If all checks described in the test case are successful, it is deemed successfully
terminated. If at least one check is successful but at least one check is failed, the
test is deemed partially passed. If no checks are successful, the test is deemed
failed.

7.1.5 Test case: Jumbo frames
Table 7.1-5 shows the test case for jumbo frames.

Table 7.1-5 — Test case: Jumbo frames

Jumbo frame test description

Test purpose To verify that the virtual switch recognizes and forwards jumbo frames to reduce
the number of packets and the overhead of frame header processing.

Reference [ITU-T Q.4043] clause 8.1.1

Test Step | Type Description

procedures 1 | Stimulus VSIT login to the configuration interface of the virtual switch and

enable jumbo frame function.
Stimulus Create VLANL1 on virtual switchl, add virtual portl in VLAN1.

Stimulus Create VM1 and connect it to virtual switchl through virtual portl.
Configure VM1 with IP1.

4 Stimulus Create VLANL on virtual switch2 of another host, add virtual port2
within it.

5 Stimulus Create VM2 and connect it to virtual switch2 through virtual port2.
Configure VM2 with P2,

6 | Stimulus From VM1 send jumbo frame to VM2. Capture packet in uplink of
virtual switchl, which should produce expected resultl. Capture
packet in VM2, which should produce expected result2.

Expected Step | Type Description Result
results 1 | Check The captured packet in uplink of virtual switch1 is
jumbo frame.
2 Check VM2 receives jumbo frame.
Notes
Test verdict If all checks described in the test case are successful, it is deemed successfully

terminated. If at least one check is successful but at least one check is failed, the
test is deemed partially passed. If no checks are successful, the test is deemed
failed.
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