INTERNATIONAL TELECOMMUNICATION UNION

ITU-T Q.4063

TELECOMMUNICATION (09/2020)
STANDARDIZATION SECTOR
OF ITU

SERIES Q: SWITCHING AND SIGNALLING, AND
ASSOCIATED MEASUREMENTS AND TESTS

Testing specifications — Testing specifications for IMT-
2020 and loT

The framework of testing of identification
systems used in 10T

CAUTION!
PREPUBLISHED RECOMMENDATION

This prepublication is an unedited version of a recently approved Recommendation.
It will be replaced by the published version after editing. Therefore, there will be
differences between this prepublication and the published version.

Documents

Document Sharing Hub

Full document details: ITU-T Q.4063 2020


http://www.avadocuments.com/doc/itu-t-q-4063-2020
http://www.avadocuments.com/doc/itu-t-q-4063-2020

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must” and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU [had/had not] received notice of intellectual
property, protected by patents, which may be required to implement this Recommendation. However,
implementers are cautioned that this may not represent the latest information and are therefore strongly urged
to consult the TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T Q.4063

The framework of testing of identification systems used in 10T

Summary

The concept of the Internet of Things, defined in Recommendation ITU-T Y.4000/Y.2060, nowadays
plays an important role for telecommunication and information technologies. According to a forecast,
the number of Internet of Things in the foreseeable future will be hundreds of billions pieces, and
further it will grow up to trillions. It is essential that most of customers of telecommunication
networks will be l0T-based devices in the near future. In other words, all objects which are surround
us might become IoT. The IoT, in accordance with the Recommendation ITU-T Y.4050/Y.2069, are
things which have a network address and have the ability to integrate it. The penetration of loT
devices is going very fast and therefore, requires the standardization of identification procedures and
relevant testing methods.

Also, bearing in mind that there are a lot of applications of Internet of Things, the testing of their
identity might be considered as a very important issue as it allows customer to ensure the authenticity
of the IoT.

The classification of 10T, in terms of testing of their identification systems and the relevant testing
approaches are subjects of this Recommendation.
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Recommendation ITU-T Q.4063
The framework of testing of identification systems used in 10T

1 Scope

The Recommendation provides approaches of identification of devices used in Internet of Things
(10T). There are a lot of applications of 0T, the testing of their identity might be considered as it
allows customer to ensure the authenticity of the 10T. The classification of 10T, in terms of testing of
their identification procedures and the relevant testing procedures are also subjects of this
Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y4000/Y.2060]  Recommendation ITU-T Y.4000/Y.2060, Overview of Internet of
Things.

[ITU-T Y.4050/Y.2069]  Recommendation ITU-T Y.2069, Terms and definitions for the Internet
of Things.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1. Internet of Things (1oT) [ITU-T Y.4000/Y.2060]: A global infrastructure for the
information society, enabling advanced services by interconnecting (physical and virtual) things
based on existing and evolving interoperable information and communication technologies.

3.2 Terms defined in this Recommendation
None

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

6LOWPAN IPv6 over Low power Wireless Personal Area Networks

ADC Analog-to-digital converter

ANT+ Adaptive Network Topology Plus

BLE Bluetooth Low Energy

DOI Digital Object Identifier

GeolP Geolocation by Internet protocol

GPIO General-purpose input/output
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