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Recommendation ITU-T Q.4103 

Hybrid peer-to-peer communications: Overlay management protocol 

 

 

 

Summary 

Recommendation ITU-T Q.4103 specifies a hybrid peer-to-peer overlay network management 

protocol that runs on the interface between a hybrid peer and a hybrid overlay management server. 

This protocol provides management functionalities such as creation, removal, retrieval, and update, 

and describes the behaviour of protocols including the specifications of protocol messages. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents/software copyrights, which may be required to implement this Recommendation. 

However, implementers are cautioned that this may not represent the latest information and are therefore 

strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at 

http://www.itu.int/ITU-T/ipr/. 

 

 

 

© ITU 2022 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 

Full document details: ITU-T Q.4103 2022

http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-q-4103-2022
http://www.avadocuments.com/doc/itu-t-q-4103-2022


 

  Rec. ITU-T Q.4103 (02/2022) iii 

Table of Contents 

 Page 

1 Scope.............................................................................................................................  1 

2 References .....................................................................................................................  1 

3 Definitions ....................................................................................................................  1 

3.1 Terms defined elsewhere ................................................................................  1 

3.2 Terms defined in this Recommendation .........................................................  2 

4 Abbreviations and acronyms ........................................................................................  2 

5 Conventions ..................................................................................................................  2 

6 Resource element types and message syntax of HOMP ...............................................  2 

6.1 Resource elements ..........................................................................................  2 

6.2 Messages syntaxes ..........................................................................................  5 

7 Protocol operations and information flows ...................................................................  15 

7.1 Hybrid overlay network management ............................................................  15 

7.2 Hybrid overlay peer management ..................................................................  18 

Bibliography.............................................................................................................................  21 

 

 

Full document details: ITU-T Q.4103 2022

http://www.avadocuments.com/doc/itu-t-q-4103-2022
http://www.avadocuments.com/doc/itu-t-q-4103-2022


Full document details: ITU-T Q.4103 2022

http://www.avadocuments.com/doc/itu-t-q-4103-2022
http://www.avadocuments.com/doc/itu-t-q-4103-2022


 

  Rec. ITU-T Q.4103 (02/2022) 1 

Recommendation ITU-T Q.4103 

Hybrid peer-to-peer communications: Overlay management protocol 

1 Scope 

This Recommendation describes the overlay management protocol for hybrid peer-to-peer 

communications as follows: 

– protocol elements; 

– protocol messages and its parameters; 

– protocol behaviours including information flow. 

2 References 

The following ITU-T Recommendations and other references contain provisions that, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Q.4100] Recommendation ITU-T Q.4100 (2020), Hybrid peer-to-peer communications: 

Functional architecture. 

[ITU-T Q.4101] Recommendation ITU-T Q.4101 (2021), Hybrid peer-to-peer communications: 

Tree and data recovery procedures. 

[IETF RFC 7159] IETF RFC 7159 (2014), The JavaScript Object Notation (JSON) Data 

Interchange Format. 

[IETF RFC 7231] IETF RFC 7231 (2014), Hypertext Transfer Protocol (HTTP/1.1): Semantics 

and Content. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 hybrid overlay network [ITU-T Q.4100]: A peer-to-peer overlay network in which 

participating peers exchange data using the pull and push method. The hybrid overlay network also 

provides a way to organize and maintain a tree-style path for pushing data to all peers without loops, 

as well as fetching data from other peers simultaneously. 

3.1.2 hybrid peer [ITU-T Q.4100]: A peer capable of exchanging data using mesh-based and tree-

based methods running over a hybrid overlay network. 

3.1.3 overlay network [b-ITU-T X.1162]: An overlay network is a virtual network that runs on 

top of another network. Like any other network, the overlay network comprises a set of nodes and 

links between them. Because the links are logical ones, they may correspond to many physical links 

of the underlying network. 

3.1.4 peer [b-ITU-T X.1161]: Communication node on a P2P network that functions 

simultaneously as both "client" and "server" to the other nodes on the network. 
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3.1.5 peer-to-peer (P2P) [b-ITU-T Y.2206]: A system is considered to be P2P if the nodes of the 

system share their resources in order to provide the service the system supports. The nodes in the 

system both provide services to other nodes and request services from other nodes. 

NOTE – Peer is the node in a P2P system. 

3.1.6 reference point [b-ITU-T Y.2012]: A conceptual point at the conjunction of two non-

overlapping functional entities that can be used to identify the type of information passing between 

these functional entities. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

FQDN Fully Qualified Domain Name 

HOMP Hybrid Overlay Management Protocol 

HON Hybrid Overlay Network 

HP2P Hybrid Peer-to-Peer 

IoT Internet of Things 

P2P Peer-to-Peer 

URI Uniform Resource Identifier 

5 Conventions 

Resource elements in clause 6.1 and fields of the message under clause 6.2 are encoded in JavaScript 

object notation (JSON) [IETF RFC 7159], and the grammar used in representing objects defined in 

this Recommendation is as follows: 

– "STRING", "BOOLEAN", "DICT", "LIST" and "NUMBER" types are used to indicate 

string, Boolean, dictionary, list and number, respectively;  

– An array of collective values are enclosed in brackets "[ ]" with values separated by commas ",";  

– Selective options are separated by a vertical bar " | ". 

6 Resource element types and message syntax of HOMP 

This clause describes the message formats for the hybrid overlay management protocol (HOMP). For 

extensibility, HOMP is a representational state transfer (REST) architecture [b-Fielding] and 

messages are encoded in JavaScript object notation (JSON) [IETF RFC 7159]. 

6.1 Resource elements 

This clause specifies the basic resource elements to be used for conveying information regarding the 

activities on the overlay network. 

6.1.1 OVERLAY_INFO 

The OVERLAY_INFO element include details about a hybrid overlay network (HON). This element 

contains overlay network attributes as shown in the following Table 6-1: 
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Table 6-1 – OVERLAY_INFO resource element 

Keyword Type Description 

overlay-id STRING overlay-id is an identifier for a specific HON. 

title STRING title is a human readable description on the HON. 

type STRING 
type indicates the type of the HON, and it should be one 

of 'core' or 'sub'. 

sub-type STRING 
sub-type indicates the shape of the overlay topology, and 

it should be one of 'tree' or 'mesh'. 

owner-id STRING 
owner-id indicates the peer identifier who created the 

HON. 

expires NUMBER 
expires indicates the time that the HON will be removed 

in seconds. 

status OVERLAY_STATUS 

status indicates the status of the HON such as the number 

of peers, peer list, and human readable status like 'active', 

'terminated', etc. 

description STRING 
descriptions provide more detailed information regarding 

the HON. 

heartbeat-interval NUMBER 
heartbeat-interval indicates the interval for checking the 

aliveness of peers. 

heartbeat-timeout NUMBER 
heartbeat-timeout indicates when a peer decides a 

corresponding peer is no longer alive.  

auth OVERLAY_AUTH 
auth includes the authentication information to be used 

for access control to the HON. 

cr-policy CR_POLICY 
cr-policy includes caching and recovery policies for the 

tree and data recovery policies of the HON. 

trans-policy TRANS_POLICY 
trans-policy includes policy regarding data broadcasting 

floor control. 

6.1.2 PEER_INFO 

The PEER_INFO element includes details about peer information such as peer identifier, the network 

address and authentication information as shown in the following Table 6-2. 

Table 6-2 – PEER_INFO resource element 

Keyword Type Description 

peer-id STRING peer-id includes the identifier of a hybrid peer. 

Address STRING 
Address includes the network address that another peer is 

able to access. 

auth PEER_AUTH 
auth includes authentication information needed for 

establishing a connection among peers. 

6.1.3 OVERLAY_AUTH 

The OVERLAY_AUTH element includes authentication details for managing the overlay network 

as shown in the following Table 6-3. This element is used for creating and manipulating the attributes 

of a hybrid overlay network. 
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