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ITU-T RECOMMENDATION Q.81.7 

STAGE 2 DESCRIPTION FOR NUMBER IDENTIFICATION SUPPLEMENTARY 
SERVICES: MALICIOUS CALL IDENTIFICATION (MCID) 

Summary 

This Recommendation defines the stage 2 of the Integrated Services Digital Network (ISDN) as 
provided by telecommunications operators for the Malicious Call Identification (MCID) 
supplementary service. Stage 2 identifies the functional capabilities and the information flows 
needed to support the service description. The stage 2 description also identifies user operations not 
directly associated with a call. 

The malicious call identification supplementary service allows the served user to alert the service 
provider that a malicious call has been received and requests that the service provider retain the 
calling information for the purpose of identifjkg the caller. The MCID supplementary service is 
available to all telecommunications services. 

Source 

ITU-T Recommendation 4.81.7 was prepared by ITU-T Study Group 11 (1997-2000) and was 
approved under the WTSC Resolution No. 1 procedure on the 5th of June 1997. 
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FOREWORD 

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of 
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of 
the ITü. The ITU-T is responsible for studying technical, operating and tariff questions and issuing 
Recommendations on them with a view to standardizing telecommunications on a worldwide basis. 

The World Telecommunication Standardization Conference (WTSC), which meets every four years, 
establishes the topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations 
on these topics. 

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in 
WTSC Resolution No. 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with IS0 and IEC. 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

INTELLECTUAL PROPERTY RIGHTS 

The ITU draws attention to the possibility that the practice or implementation of this Recommendation may 
involve the use of a claimed Intellectual Property Right. The ITU takes no position concerning the evidence, 
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, the ITU hadkad not received notice of intellectual 
property, protected by patents, which may be required to implement this Recommendation. However, 
implementors are cautioned that this may not represent the latest information and are therefore strongly urged 
to consult the TSB patent database. 

O ITU 1998 

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, 
electronic or mechanical, including photocopying and microfilm, without permission in writing from the ITU. 
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Recommendation 4.81.7 

STAGE 2 DESCRIPTION FOR NUMBER IDENTIFICATION SUPPLEMENTARY 
SERVICES: MALICIOUS CALL IDENTIFICATION (MCID) 

(Geneva, 1997) 

7 Malicious Call Identification (MCID) 

7.1 Scope 

This Recommendation defines the stage 2 of the Integrated Services Digital Network (ISDN) as 
provided by telecommunications operators for the Malicious Call Identification supplementary 
service (MCID). Stage 2 identifies the functional capabilities and the information flows needed to 
support the service description. The stage 2 description also identifies user operations not directly 
associated with a call (Recommendation I. 130 [i]). 

This Recommendation is specified according to the methodology specified in 
Recommendation 4.65 [2]. 

This Recommendation does not formally describe the relationship between this supplementary 
service and the basic call. Where possible this information is included for guidance however. 

This Recommendation does not speci& the requirements where the service is provided to the user 
via a private network or specifi the requirements for the allocation of defined functional entities 
within a private ISDN. However it does define which functional entities may be allocated to a private 
network. 

This Recommendation does not specifi the additional requirements where the service is provided to 
the user via a telecommunications network that is not an ISDN. It does not, however, preclude 
provision to the user via a non-ISDN telecommunications network. 

The malicious call identification supplementary service allows the served user to alert the service 
provider that a malicious call has been received and requests that the service provider retain the 
calling information for the purpose of identifiing the caller. The MCID supplementary service is 
available to all telecommunications services [8]. 

This Recommendation is applicable to the stage3 Recommendations for the ISDN MCID 
supplementary service. The term "stage 3" is also defined in Recommendation 1.130 [i]. Where the 
text indicates the status of a requirement (Le. as strict command or prohibition, as authorization 
leaving freedom, or as a capability or possibility), this shall be reflected in the text of the relevant 
stage 3 Recommendations. 

Conformance to this Recommendation is met by conforming to the stage 3 Recommendations with 
the field of application appropriate to the equipment being implemented. Therefore no method of 
testing is provided for this Recommendation. 

7.2 References 

The following ITU-T Recommendations, and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; all 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
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most recent edition of the Recommendations and other references listed below. A list of the currently 
valid ITU-T Recommendations is regularly published. 

il] CCITT Recommendation 1.130 (1988), Method for the characterization of 
telecommunication sewices supported by an ISDN and network capabilities of an ISDN. 

[2] CCITT Recommendation 4.65 (1988), Stage 2 of the method for the characterization of 
services supported by an ISDN. 

[3] ITU-T Recommendation 1.1 12 (1993), Vocabulary of terms for ISDNs. 

[4] ITU-T Recommendation 4.7 1 (1 993), ISDN circuit mode switched bearer services. 

[5] ITU-T Recommendation 2.1 O0 (1 993), CCITT SpeciJication and Description Language 
(SDL). 

[6] CCITT Recommendation Q.9 (i 988), Vocabulary of switching and signalling terms. 

[7] ITU-T Recommendation Z. 120 (1 993), Message sequence chart (MSC). 

[8]  CCITT Recommendation 1.25 1.7 (1 992), Number IdentiJcation supplementary services: 
Malicious Call Identijkation. 

7.3 Definitions 

This Recommendation defines the following terms: 
- 

- 
Integrated Services Digital Network (ISDN): see 2.3h.112 [3], definition 308. 
Service; telecommunications service: see 2.2/I. 1 12 [3], definition 201. 

7.4 Symbols and abbreviations 

This Recommendation uses the following symbols and abbreviations: 

CC 

CCA 

CLI Calling Line Identity 

FE Functional Entity 

FEA Functional Entity Action 

ISDN Integrated Services Digital Network 

LE Local Exchange 

MCID Malicious Call Identification 

PNX Private Network Exchange 

TE Terminal Equipment 

Call Control, typically a LE 

Call Control Agent, typically a TE 

7.5 Description 

Not applicable. 
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7.6 Derivation of the functional model 

7.6.1 The functional model description 

The functional model for the MCID supplementary service is shown in Figure 7-1. 

T11814ôû-96 

NOTE 1 - This model recognizes that a PNX (NK!) will require service control functionality (Le. FE2) to be 
provided by the PNX. For the case where no PNX is involved, e.g. TE directly connected, generally by basic 
access, neither FE2 nor relationship rb exists. 
NOTE 2 - It is assumed that a PNX uses access link clearing procedures independent of the extension 
clearing procedures. FE2 shall meet the requirements of the stage 1 service description and shall not delay the 
access throughput. 

NOTE 3 - FE4 provides CLI, when requested from FE3. 

Figure 7-UQ.81.7 

7.6.2 

The Functional Entities (FES) required by the MCID supplementary service above those of the basic 
call are as follows: 
- 

- 

- 

- 

Description of the functional entities 

FE1 : MCID agent of the served user; 
FE2: MCID control of served PNX user; 
FE3 : MCID control of served user; 
FE4: MCID control of the call originating network entity. 
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7.6.3 

The relationship to a basic service is shown in Figure 7-2. 

NOTE - The basic call model is defined in 2.VQ.71 [4] with the exception that rl represents an outgoing call 
relationship from a CCAA and r3 represents an incoming call relationship to a CCA. 

Relationship with a basic service 

FE5 

7 
FE7 FET3 

T118149O-96 

NOTE 1 - For the case where no PNX is involved, e.g. TE directly connected, generally by basic access, 
neither FEZ nor relationship rb exists 
NOTE 2 - Information flows between FE4 and FE5 and infomation flows between FE3, FE6 and FE7 
are not shown. 

Figure 7-2/Q.81.7 

7.7 Information flows 

7.7.1 Information flow diagrams 

The initiation of functional entity actions at functional entities and the information flow between FES 
is shown in the following diagrams. 

7.7.1.1 

See Figure 7-3. 

Entry into the MCID service at FE3 

Il FE3 Il 
SETUP req. 

931 >>>>i..................... b 
931a 
933 
934 

T1 I4738092 

Figure 7-3/Q.81.7 
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