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ITU-T Recommendation Q.814 

Specification of an electronic data interchange interactive agent 

Summary 

This ITU-T Recommendation defines the technical specification of a session layer protocol module 
called Electronic Communications Interactive Agent. This may be used as an interface reference 
point in a TMN model for the asynchronous exchange of data between peer application entities. The 
Interactive Agent (IA) supports the exchange of near real time Electronic Data Interchange 
(EDIFACT or ASC X12 EDI) transactions. In addition, this ITU-T Recommendation defines the 
architecture, design, structure, and process-flow for both normail and high priority2 business 
functions utilizing Transport Layer Security (TLS). 

Source 

ITU-T Recommendation Q.814 was prepared by JTU-T Study Group 4 (1997-2000) and approved 
under the WTSC Resolution 1 procedure on 4 February 2000. 

I Normal Priori@ - An example of a Normal Priority Business Function is an Order Request Transaction. 

2 High Priority - An example of a High Priority Business Function is an interactive inquiry transaction. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of 
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing Recommendations 
on them with a view to standardizing telecommunications on a worldwide basis. 

The World Telecommunication Standardization Conference (WTSC), which meets every four years, 
establishes the topics for study by the ITü-T study groups which, in turn, produce Recommendations on these 

The approval of ITü-T Recommendations is covered by the procedure laid down in WTSC Resolution I .  

In some areas of information technology which fall within ITü-Ts purview, the necessary standards are 
prepared on a collaborative basis with IS0 and IEC. 

topics. 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

INTELLECTUAL PROPERTY RIGHTS 

I ï 'ü  draws attention to the possibility that the practice or implementation of this Recommendation may 
involve the use of a claimed Intellectual Property Right. [TU takes no position concerning the evidence, 
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others 
outside of the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 
protected by patents, which may be required to implement this Recommendation. However, implementors are 
cautioned that this may not represent the latest information and are therefore strongly urged to consult the 
TSB patent database. 

O ITU 2001 

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, 
electronic or mechanical, including photocopying and microfilm, without permission in writing from the ITU. 
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Introduction 

This ITU-T Recommendation defines the specifications for an Electronic Data Interchange 
Interactive Agent (IA). The IA supports the exchange of Electronic Data Interchange transactions 
between peer entities. It maps ED1 transactions into the transport layer. More specifically, it 
interfaces with Transport Layer Security (TLS) to request the establishment and termination of 
secure (Le. supporting peer entity authentication, integrity, and privacy) TCP sessions and secure 
transport of ED1 messages. The IA further provides basic flow control functionality. 
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ITU-T Recommendation Q.814 

Specification of an electronic data interchange interactive agent 

1 Scope 

This ITU-T Recommendation provides a specification for the Electronic Data Interchange 
Interactive Agent (IA). The IA supports the interchange of Electronic Data Interchange 
(EDIFACT/ASC X 12 EDI) transactions over a Transmission Control ProtocoVInternet Protocol 
(TCPAP) network utilizing Transport Layer Security (TLS). This ITU-T Recommendation specifies 
the general architecture of the IA, the syntax of the message formats to be used, the encoding rules 
for the messages and the applicable security transformations. 

2 References 

2.1 Normatives references 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; all 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the currently 
valid ITU-T Recommendations is regularly published. 

- ITU-T Recommendation Q.815 (2000), Specification of a security module for whole 
message protection. 

ITU-T Recommendation X.509 (1 997) I ISOAEC 9495-8: 1998, Information technology - 
Open Systems Interconnection - The Directory: Authentication fiamework. 

ITU-T Recommendation X.680 (1997) I ISOAEC 8824-1:1998, Information technology - 
Abstract Syntax Notation One (ASN. 1): Specification of basic notation. 

ITU-T Recommendation X.681 (1997) I ISO/IEC 8824-2:1998, Information technology - 
Abstract Syntax Notation One (ASN. I): Information object specijcation. 

ITU-T Recommendation X.682 (1997) I ISOAEC 8824-3:1998, Information technology - 
Abstract Syntax Notation One (ASN. 1): Constraint specification. 

ITU-T Recommendation X.683 (1997) I ISO/IEC 8824-4: 1998, Information technology - 
Abstract Syntax Notation One (ASN. I):  Parameterization of ASN. I speciJications. 

ITU-T Recommendation X.690 (1997) I ISO/IEC 8825-1 : 1998, Information technology - 
ASN. I encoding rules: SpeciJication of Basic Encoding Rules (BER), Canonical Encoding 
Rules (CER) and Distinguished Encoding Rules (DER). 

- 

- 

- 

- 

- 

- 

Internet Societyhnternet Engineering Task Force: 

- RFC 2246, The TLS Protocol Version 1. O. 

2.2 Informative references 
- Directory Implementors Guide (Version 12) (1 999). 
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