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Supplement 57 to ITU-T G-series Recommendations

Smart home profiles for 6LoWPAN devices

Summary

Supplement 57 to ITU-T G-series Recommendations addresses Internet protocol version 6 (IPv6)
adaptation layers for smart home systems, where embedded devices communicate with each other over
low power and lossy networks (LLNSs) for the purpose of sensor data collection and equipment control
by using IPv6 over low power wireless personal area network (6LoOWPAN) technology. Devices in
smart home systems include home appliances, home energy equipment and various sensors within and
around the home. Assumed applications for the communication include energy management,
healthcare, home security and smart metering, while excluding broadband applications or mobile
applications.

This Supplement addresses both IP-based wired and wireless low-power communications for smart
home, and provides supplemental information to Recommendations ITU-T G.9903 and
ITU-T G.9959. Additional information on other ITU-T G-Series Recommendations may be provided
in future revisions of this Supplement.

History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T G Suppl. 57 2015-07-03 15 11.1002/1000/12577

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this publication, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must™ and the negative equivalents are used to express requirements. The use of such words does not suggest
that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent database
at http://www.itu.int/ITU-T/ipr/.

© ITU 2015

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Supplement 57 to ITU-T G-series Recommendations

Smart home profiles for 6LoWPAN devices

1 Scope

This Supplement addresses Internet protocol version 6 (IPv6) adaptation layers for smart home
systems, where embedded devices communicate with each other over low power and lossy networks
(LLNs) for the purpose of sensor data collection and equipment control by using IPv6 over low power
wireless personal area network (6LoWPAN) technology. Devices in smart home systems include
home appliances, home energy equipment, and various sensors within and around the home. Assumed
applications for the communication include energy management, healthcare, home security and smart
metering, while excluding broadband applications or mobile applications.

The Supplement addresses both IP-based wired and wireless low-power communications for smart
home systems, and provides supplemental information to [ITU-T G.9903], [ITU-T G.9959], as well
as [TTC JJ-300.10] and [TTC JJ-300.11].

Communication devices for the smart home are generally embedded systems with constrained
resources, and use low-power link technologies; thus it is common to implement a specific set of
options from a given protocol. This set of options is called a "profile”. Specification of a profile
facilitates the implementation of integrated embedded equipment that supports multiple low-power
links. This Supplement clarifies which adaptation layer functions for carrying IPv6 frames are
supported by the 6LoOWPAN-based adaptation layers, for example, those specified in
[ITU-T G.9903], [ITU-T G.9959], as well as [TTC JJ-300.10] and [TTC JJ-300.11]. Additional
information on other G-Series Recommendations and standards may be provided in future revisions
of this Supplement.

2 References

[ITU-T G.9903] Recommendation ITU-T G.9903 (2014), Narrowband orthogonal frequency
division multiplexing power line communication transceivers for G3-PLC
networks.

[ITU-T G.9959] Recommendation ITU-T G.9959 (2015), Short range narrow-band digital
radiocommunication transceivers — PHY, MAC, SAR and LLC layer
specifications.

[IEEE 802.15.4] IEEE 802.15.4 (2006), IEEE standard for local and metropolitan area
networks — Specific requirements — Part 15.4: Wireless medium access
control (MAC) and physical layer (PHY) specifications for low rate wireless
personal area networks (WPANS).

[IEEE 802.15.4¢] IEEE 802.15.4e (2012), IEEE Standard for Local and metropolitan area
networks — Part 15.4: Low-Rate Wireless Personal Area Networks (LR
WPANs) Amendment 1: MAC sublayer.

[IEEE 802.15.4q] IEEE 802.15.4g (2012), IEEE Standard for Local and metropolitan area
networks — Part 15.4: Low-Rate Wireless Personal Area Networks (LR
WPANSs) Amendment 3: Physical Layer (PHY) Specifications for Low
Data-Rate, Wireless, Smart Metering Utility Networks.

[IETF RFC 2460] IETF RFC 2460 (1998), Internet protocol, version 6 (IPv6) specification.
[IETF RFC 2462] IETF RFC 2462 (1998), IPV6 stateless address autoconfiguration.
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[IETF RFC 2466]

[IETF RFC 4193]
[IETF RFC 4291]
[IETF RFC 4443]

[IETF RFC 4861]
[IETF RFC 4862]
[IETF RFC 4944]

[IETF RFC 5095]
[IETF RFC 6282]

[IETF RFC 6550]
[IETF RFC 6775]
[IETF RFC 7428]
[TTC J3-300.10]

[TTC JJ-300.11]

3 Definitions

IETF RFC 2466 (1998), Management information base for IP version 6:
ICMPV6 Group.

IETF RFC 4193 (2005), Unique local IPv6 unicast addresses.
IETF RFC 4291 (2006), IP version 6 addressing architecture.

IETF RFC 4443 (2006), Internet control message protocol (ICMPV6) for the
Internet protocol version 6 (IPv6) specification.

IETF RFC 4861 (2007), Neighbor discovery for IP version 6 (IPv6).
IETF RFC 4862 (2007), IPv6 stateless address autoconfiguration.

IETF RFC 4944 (2007), Transmission of IPv6 Packets over IEEE 802.15.4
Networks.

IETF RFC 5095 (2007), Deprecation of type 0 routing headers in IPv6.

IETF RFC 6282 (2011), Compression format for IPv6 datagrams over
IEEE 802.15.4-based networks.

IETF RFC 6550 (2012), RPL: IPv6 Routing Protocol for Low-Power and Lossy
Networks.

IETF RFC 6775 (2012), Neighbor discovery optimization for IPv6 over
low-power wireless personal area networks (6LoWPANS).

IETF RFC 7428 (2015), Transmission of IPv6 packets over ITU-T G.9959
networks.

Standard TTC JJ-300.10 (2015), Home network communication interface for
ECHONET Lite (IEEE 802.15.4/4e/4g 920MHz-band wireless).

TTC Standard JJ-300.11 (2014), Home network communication interface for
ECHONET Lite (ITU-T G.9903 Narrow band OFDM PLC).

3.1 Terms defined elsewhere

None.

3.2 Terms defined in this Supplement

This Supplement defines the following terms:

3.2.1

integrated device: A network device in a smart home system that communicates with

multiple smart home devices for smart home applications, such as home security and home energy
management system (HEMS).

3.2.2

low power and lossy network (based on the definition given in [IETF RFC 6550]): Low

power and lossy networks (LLNs) are made up of many embedded devices with limited power,
memory, and processing resources. They are interconnected by a variety of links, such as IEEE
802.15.4, Bluetooth, low power WiFi, ITU-T G.9959, PLC (powerline communication), or other
wired low power links. LLNs are transitioning to an end-to-end IP-based solution to avoid the
problem of non-interoperable networks interconnected by protocol translation gateways and proxies.

3.2.3 profile: A specification of a set of options of existing protocols for use in a particular
condition.
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