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Supplement 12 to I TU-T X-series Recommendations

ITU-T X.1240 — Supplement on over all aspects
of countering mobile messaging spam

Summary

Supplement 12 to ITU-T X-series Recommendations, in particular to Recommendation ITU-T
X.1240, describes the basic concept and characteristics of mobile messaging spam. It also introduces
and analyses current technologies on countering mobile messaging spam. In addition, this
supplement proposes a general implementation framework for countering mobile messaging spam.
The relative activitiesin different organizations are introduced in Appendix 1.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this publication, the expression "Administration” is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when al of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must" and the negative equivalents are used to express requirements. The use of such words does not
suggest that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possihility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/I TU-T/ipr/.

©I1TU 2012

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.

Documents
X series— Supplement 12 (03/2012) Document Sharing Hub

Copyright Imernaﬁonal Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markil under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T SERIES X SUPP 12 2012


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012
http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012

Table of Contents

Page

00 0TS PTOR PSP PR PRPPRORRO 1

REFEIENCES......coeeeeee ettt b e ae e sa e e 1

D= 01 1

31 Terms defined ElSEWNENE.........cooiii e 1

3.2 Terms defined in thissupplement.............cooveece e 1

ADbDbreviations and aCrONYIMS ........c.ooiiiiiiee e 2

(@00]0117 011 T0] = J USSR 3

6 Overview of Mobile MESSAGING SPAIM......cccuiriiriererieeee e e sreees 3

6.1 TYPES ettt 3

6.2 CNAraCLENTSIICS ...t 4

6.3 Delivery MEhOOS.........cocoiiiiiiieeee s 4

7 Current technologies for countering mobile messaging Spam...........ccevveeereenesienneens 5

7.1 BlackliStYWHITEIISES......cuveeeeeieec e 5

7.2 Content-based fIlteriNg ........coovevieereee e 5

7.3 S 072 1 I = o0 11 T S 6

7.4 TraffiC SAISHICS ..viveiisieriesiiree bbb 6

7.5 Analysisof call detail reCcords..........coouviiiriineniee e 6

7.6 (€102 Y 1S (oo SRR 6

7.7 Duplicate content reCogNItioN............cueierierereresesesee e 6

7.8 Indication information recognitioN............ccceeeeeeeereeceseese e 7

7.9 Analysis of messaging sending diSPErSiON.........cccceveererieereereeieseeseeeee s 7

7.10  Limitation on the total amount of sent MESSAES .......cccveeveveereeiie e 7

711 SECUNMLY SOfWEIE....coeieiieieeeeeeie ettt ettt s sa e s nne s 7

8 Analysisfor countering mobile messaging SPam..........covverereneeerenesese e 8

8.1 (@001 072 1o o S 8

8.2 Deployment frameWOrK..........ccvcieiieiece e 9

Appendix | — Activities on countering mobile messaging SPam .........ccccceveererreneeneeneseenees 11
1.1 Development of technical specifications for countering mobile messaging

0= 1 PSSP RP PSRRI 11

1.2 International activities on countering mobile messaging spam..........cc.cco.e. 15

1.3 Industry alliances and initiatives for countering mobile messaging spam..... 15

2T o] ToT | "] V70 17

Documents
X series - Supplement 12 (03/2012)"e"* SIiff 119 HuP

Full document details: ITU-T SERIES X SUPP 12 2012


http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012
http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012

Documents

Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T SERIES X SUPP 12 2012


http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012
http://www.avadocuments.com/doc/itu-t-series-x-supp-12-2012

Supplement 12 to I TU-T X-series Recommendations

| TU-T X.1240 — Supplement on overall aspects
of countering mobile messaging spam

1 Scope

This supplement to Recommendation ITU-T X.1240 provides an overview of mobile messaging
spam, including types, characteristics and delivery methods. Furthermore, this supplement analyses
the current technologies on countering mobile messaging spam, and proposes an implementation
framework for countering mobile messaging spam. The relevant activities in different
standardization organizations and related organizations are introduced in Appendix I.

This supplement only focuses on mobile messaging spam, including SMS spam and MM S spam.

2 References
None.
3 Definitions

31 Termsdefined elsewhere
This supplement uses the following terms defined el sewhere:

3.1.1 mobile handset [b-ITU-T K.49]: Not fixed termina equipment used for data or voice
communication and connected to a fixed telecommunications network viaradio interface.

3.1.2 multimedia messaging service (MMS) [b-ITU-T X.1231]: Multimedia messaging service
refers to a kind of messaging service after short message service which can transfer various
multimedia messages including text, graphics, audio, video and so on through mobile network,
wireless network or fixed network.

3.1.3 short message service (SMS) [b-ITU-T X.1231]: Short message service refers to akind of
message service, which allows mobile phones, telephones and other short message entities to
transfer and receive text messages through a device-named service centre implementing functions
such as saving and delivering.

3.14 SMSspam [b-ITU-T X.1242]: Spam sent via SMS.

3.1.5 spam [b-ITU-T X.1240]: The meaning of the word "spam" depends on each national
perception of privacy and what constitutes spam from the national technological, economic, social
and practical perspectives. In particular, its meaning evolves and broadens as technologies devel op,
providing novel opportunities for misuse of electronic communications. Although there is no
globally agreed definition for spam, this term is commonly used to describe unsolicited electronic
bulk communications over e-mail or mobile messaging for the purpose of marketing commercial
products or services.

316 spammer [b-ITU-T X.1240]: An entity or a person creating and sending spam.

3.2 Termsdefined in this supplement
This supplement defines the following terms:

3.2.1 falsepositive: A result that is erroneously positive when a situation is negative.
322 MMSspam: Spam sent viaMMS.
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3.2.3 mobile messaging spam: Unsolicited el ectronic communications over mobile messaging

services, typicaly consisting of SMS spam and MM S spam.

4 Abbreviations and acronyms

This supplement uses the following abbreviations and acronyms:

CBCS
CDR
cl
CSCs
FMD
GSM
HMM
HPLMN
ID
IMR
IMS
MAP
MMS
MMSC
MT-SMs
NB
OPH
OSBF-Lua
PLMN
PS
PUCI
SCIDM
SCM
SIM
SMS
SMSC
SPIT
ss
SSFM
SVM
TCAP
uc

Categorization-Based Content Screening
Call Detail Record

Contextual Information

Client Side Content Screening

Filtered Messages Database

Global System for Mobile communications
Hidden Markov Models

Home Public Land Mobile Network

| dentity

Identification, Marking and Reacting

IP Multimedia Subsystem

Mobile Application Part

Multimedia Messaging Service
Multimedia Messaging Service Centre
Mobile Terminated-Short Messages
Naive Bayes Algorithm

Open Proxy Handshake

Orthogonal Sparse Bigrams with confidence Factor
Public Land Mobile Network

Packet Switched

Protection against Unsolicited Communication for IMS
Secure Content | Dentification Mechanism
Service Control Module

Subscriber Identity Module

Short Message Service

Short Message Service Centre

SPam over Internet Telephony
Supplementary Services

SMS Spam Filtering Module

Support Vector Machine

Transaction Capabilities Application Part
Unsolicited Communication
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