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Supplement 13 to ITU-T X-series Recommendations 

ITU-T X.1051 – Supplement on information security management  
users' guide for Recommendation ITU-T X.1051 

 

 

Summary 

Supplement 13 to ITU-T X-series Recommendations provides interpretable guidance for users of 
Recommendation ITU-T X.1051. This Supplement gives additional explanations and further 
implementation guidance for each clause and control specified in Recommendation ITU-T X.1051. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this publication, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this publication is voluntary. However, the publication may contain certain mandatory 
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved 
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as 
"must" and the negative equivalents are used to express requirements. The use of such words does not 
suggest that compliance with the publication is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS 

ITU draws attention to the possibility that the practice or implementation of this publication may involve the 
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 
the publication development process. 

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected 
by patents, which may be required to implement this publication. However, implementers are cautioned that 
this may not represent the latest information and are therefore strongly urged to consult the TSB patent 
database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2013 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 
prior written permission of ITU. 
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Supplement 13 to ITU-T X-series Recommendations 

ITU-T X.1051 – Supplement on information security management  
users' guide for Recommendation ITU-T X.1051 

1 Scope 

The scope of this Supplement is to provide interpretable guidance for users of [ITU-T X.1051]. This 
Supplement gives additional explanations and further implementation guidance for each clause and 
control specified in [ITU-T X.1051]. This Supplement is intended to assist telecommunication 
organizations in the implementation of information security management based on [ITU-T X.1051]. 

2 References 

[ITU-T X.1051]  Recommendation ITU-T X.1051 (2008) | ISO/IEC 27011:2008, Information 
technology – Security techniques – Information security management 
guidelines for telecommunications organizations based on ISO/IEC 27002. 

[ISO/IEC 27002] ISO/IEC 27002:2005, Information technology – Security techniques – Code of 
practice for information security management. 
<http://webstore.iec.ch/preview/info_isoiec27002%7Bed1.0%7Den.pdf> 

3 Definitions and abbreviations 

3.1 Definitions 

For the purposes of this Supplement, the definitions given in [ITU-T X.1051] and [ISO/IEC 27002] 
apply. 

3.2 Abbreviations 

This Supplement uses the following abbreviations and acronyms: 

ASP Application Service Provider 

DDoS Distributed Denial of Service 

DoS Denial of Service 

IDC Internet Data Centre 

IP Internet Protocol 

IPS Intrusion Prevention System 

ISP Internet Service Provider 

LAN Local Area Network 

SIP Session Initiation Protocol 

SSID Service Set Identifier 

VoIP Voice over Internet Protocol 

VPN Virtual Private Network 
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4 Overview 

4.1 Background 

In establishing information security management, it is essential to take account of 
telecommunication-specific requirements. Telecommunication organizations, the facilities of which 
are used by various users to process information such as personal data, confidential data and 
business data, should handle this information with due care and attention in order to apply an 
appropriate level of protection. 

[ITU-T X.1051] is a guideline for telecommunication organizations to support their implementation 
of information security management based on [ISO/IEC 27002]. [ITU-T X.1051] has a format 
similar to that of [ISO/IEC 27002], and includes additional guidance and telecommunication-
specific controls in addition to those contained in [ISO/IEC 27002]. Specifically, this guidance 
covers: 

– cases where objectives and controls specified in [ISO/IEC 27002] are applicable without 
the need for any additional information and only a reference is provided to 
[ISO/IEC 27002]; 

– telecommunication sector-specific set of control and implementation guidance as described 
in Annex A; and 

– cases where controls need additional guidance specific to telecommunications; here the 
ISO/IEC 27002 control and implementation guidance are repeated without modification, 
followed by the specific telecommunication guidance related to this control. 

4.2 Structure 

This Supplement will assist telecommunication organizations to understand the telecommunication-
specific controls and the implementation guidance in [ITU-T X.1051] by providing additional 
detailed explanations, examples of implementation and best practices. 

The structure of clauses 5 to 15 and Annex A are the same as in [ITU-T X.1051]. This Supplement 
specifically focuses on those clauses where additional guidance is needed: 

– Organization of information security (clause 6) 

– Asset management (clause 7) 

– Human resources security (clause 8) 

– Physical and environmental security (clause 9) 

– Communications and operations management (clause 10) 

– Access control (clause 11) 

– Information systems acquisition, development and maintenance (clause 12) 

– Information security incident management (clause 13) 

– Business continuity management (clause 14) 

– Telecommunications extended control set (Annex A). 

5 Security policy 

Telecommunication-specific implementation guidance is not included in clause 5 of 
[ITU-T X.1051]. 
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6 Organization of information security 

6.1 Internal organization 

Objective: To manage information security within the organization. 

6.1.1 Management commitment to information security 

Telecommunication-specific implementation guidance is not included in clause 6.1.1 of 
[ITU-T X.1051]. 

6.1.2 Information security coordination 

Telecommunication-specific implementation guidance is not included in clause 6.1.2 of 
[ITU-T X.1051]. 

6.1.3 Allocation of information security responsibilities 

Telecommunication-specific implementation guidance is not included in clause 6.1.3 of 
[ITU-T X.1051]. 

6.1.4 Authorization process for information processing facilities 

Telecommunication-specific implementation guidance is not included in clause 6.1.4 of 
[ITU-T X.1051]. 

6.1.5 Confidentiality agreements 

(Refer to Control and Telecommunications-specific implementation guidance in clause 6.1.5 of 
[ITU-T X.1051].) 

To protect confidential information, the non-disclosure agreement is concluded not only between 
the organizations (the ordering party and the accepting party) but also between the employer and 
employees who work in the organization. Signature is often obtained in a written oath which 
includes not only compliance with confidential information rules but also obligations in case of any 
information security incident, obligations at the time of transfer or retirement and prohibited acts. 

As for the non-disclosure agreement, a template should be prepared, which accounts for differences 
being generated at each time the agreement is concluded. The template should include information 
such as content, definition of confidential information protection, the period of confidentiality, 
disclosure of confidential information, procedures at the time of termination of the agreement and 
measures in case of breach of agreement.  

Since telecommunication organizations should ensure the secrecy of communications at the request 
of existing laws and regulations, non-disclosure agreements should be made by taking into account 
the protection of the communicated information. Five examples for consideration are described in 
clause 6.1.5 of [ITU-T X.1051]. There may be other considerations due to domestic legislation. 

6.1.6 Contact with authorities 

(Refer to Control and Telecommunications-specific implementation guidance in clause 6.1.6 of 
[ITU-T X.1051].) 

The relevant parties to which the organization is required to give notice or report are specified 
beforehand, and the communication route (from whom to whom) is provided. Examples of the 
relevant parties could include police stations, fire stations, hospitals, electric companies and 
telecommunication organizations. Other relevant parties could be external contractors including 
maintenance companies and press organizations. It is desirable that the list of such addresses and 
telephone numbers be made available on the premises. 
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On the other hand, telecommunication organizations should be careful about enquiries originating 
from the authorities because they should ensure the secrecy of communications and the 
confidentiality of information of their subscribers. 

6.1.7 Contact with special interest groups 

Telecommunication-specific implementation guidance is not included in clause 6.1.7 of 
[ITU-T X.1051]. 

6.1.8 Independent review of information security 

Telecommunication-specific implementation guidance is not included in clause 6.1.8 of 
[ITU-T X.1051]. 

6.2 External parties 

Objective: To maintain the security of the organization's information and information processing 
facilities that are accessed, processed, communicated to or managed by external parties. 

6.2.1 Identification of risks related to external parties 

Telecommunication-specific implementation guidance is not included in clause 6.2.1 of 
[ITU-T X.1051]. 

6.2.2 Addressing security when dealing with customers 

(Refer to Control and Telecommunications-specific implementation guidance in clause 6.2.2 of 
[ITU-T X.1051].) 

Requirements for customers concerning information security of services provided by the 
organization are specified and disclosed to customers after necessary measures are taken. 

Requirements for customers are often stipulated in the rules for members and the rules for service 
use. As concrete items, appropriate use of IDs and passwords, prohibition of acts that may result in 
the loss of service credibility and prohibition of acts that may place an excessive burden on the 
system, are given. 

When telecommunication organizations allow customers to access the organization's assets, it is 
possible that customers could, through negligence or malice, suspend the telecommunication 
services or degrade their quality. Telecommunication organizations should consider those concerns 
when making agreements with customers. 

6.2.3 Addressing security in third-party agreements 

(Refer to Control and Telecommunications-specific implementation guidance in clause 6.2.3 of 
[ITU-T X.1051].) 

As for temporary staff and employees of the entrusted company who have not concluded an 
agreement with the organization, requirements concerning information security are described in the 
agreement with the company they belong to. This includes that a written oath concerning the 
information security observance is signed between the companies that the temporary staff belongs 
to or the contractor and the employee (see clause 8.1.3 of [ITU-T X.1051]). 

Execution of the information security audit on a third party to whom work is consigned is described 
in the agreement. Moreover, timing in which the information security audit is executed is provided. 
Additionally, items concerning improvement of information security maintenance are described in 
the agreement. 
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When telecommunication organizations allow a third party to access the organization's assets, it is 
possible that the third party could, through negligence or malice, suspend telecommunication 
services or degrade their quality. Telecommunication organizations should consider those concerns 
when making agreements with third parties. 

7 Asset management 

7.1 Responsibility for assets 

Objective: To achieve and maintain appropriate protection of organizational assets. 

7.1.1 Inventory of assets 

(Refer to Control and Telecommunications-specific implementation guidance in clause 7.1.1 of 
[ITU-T X.1051].) 

Each acquisition of information assets should be listed and recorded in the information asset 
management inventory. The management inventory mainly describes, in addition to the standard 
attribute information of the information assets, items which may be reviewed with environmental 
changes and items needed when the information assets are disposed of. 

When new information is made based on a third party's information, an agreement is obtained so as 
not to violate the third party's intellectual property right. 

Telecommunication organizations own many specific assets compared to general organizations. 
Examples of the telecommunication-specific assets are classified into seven groups, as described in 
clause 7.1.1 of [ITU-T X.1051]. 

7.1.2 Ownership of assets 

Telecommunication-specific implementation guidance is not included in clause 7.1.2 of 
[ITU-T X.1051]. 

7.1.3 Acceptable use of assets 

Telecommunication-specific implementation guidance is not included in clause 7.1.3 of 
[ITU-T X.1051]. 

7.2 Information classification 

Objective: To ensure that information receives an appropriate level of protection. 

7.2.1 Classification guidelines 

(Refer to Control and Telecommunications-specific implementation guidance in clause 7.2.1 of 
[ITU-T X.1051].) 

Information is classified in terms of business impact and extent of caution in handling information. 
Classification guidelines should provide methods and approval procedures for classifying, 
transferring, retaining and disposing of information, depending on the level of sensitivity and 
criticality. 

The sensitivity and criticality of information is often classified into three to five levels. The scope of 
disclosure (access rights) of information is set depending on the level of sensitivity and criticality. 
Moreover, the retention period of information is set in consideration of the deterioration of the 
sensitivity and criticality level of information as time passes. 

In cases of disclosure and retrieval of information of a high degree of importance, approval is 
obtained from the person in charge depending on the level of sensitivity and criticality. After 
minimizing the number of transferring destinations, a record as to the disclosure, retrieval and 
return of this information is created and kept.  
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