International Telecommunication Union

I TU-T Series X

TELECOMMUNICATION Supplement 30
STANDARDIZATION SECTOR
OF ITU (09/2017)

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

ITU-T X.805 — Security guidelines for mobile
virtual network operators

ITU-T X-series Recommendations — Supplement 30

International
octiments

™ Document Sharing Hub

icatiorr Union/ITU Telcommunication Sector
. e WithTU-T Licensee=/, User=,
d without license from IHS Not for Resale,

o0 ornetworking permitted without |
REdetils. ITU-T SERIES X SUPP 30 2017



http://www.avadocuments.com/doc/itu-t-series-x-supp-30-2017
http://www.avadocuments.com/doc/itu-t-series-x-supp-30-2017

ITU-T X-SERIES RECOMMENDATIONS
DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SECURITY

PUBLIC DATA NETWORKS
OPEN SYSTEMS INTERCONNECTION
INTERWORKING BETWEEN NETWORKS
MESSAGE HANDLING SYSTEMS
DIRECTORY
OSI NETWORKING AND SYSTEM ASPECTS
OSI MANAGEMENT
SECURITY
OSI APPLICATIONS
OPEN DISTRIBUTED PROCESSING
INFORMATION AND NETWORK SECURITY
General security aspects
Network security
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Multicast security
Home network security
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Cybersecurity
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Identity management
SECURE APPLICATIONS AND SERVICES (2)
Emergency communications
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Certified mail
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~ CYBERSECURITY INFORMATION EXCHANGE

Overview of cybersecurity
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Exchange of policies
Heuristics and information request
Identification and discovery
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Other cloud computing security
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Supplement 30 to ITU-T X-series Recommendations

ITU-T X.805 — Security guidelines for mobile virtual network operators

Summary

Supplement 30 to ITU-T X-series Recommendations provides security guidelines for mobile virtual
network operators (MVNOs). Security is very important to MVNOs and most MVNOs have a lot of
security similarities. This Supplement analyses the main features of MVVNOs and the typical security
threats that they face. Based on the structure of MVVNOs, this Supplement provides a security framework
for MVVNOs, including security objectives and security requirements.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this publication, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must™ and the negative equivalents are used to express requirements. The use of such words does not suggest
that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
th_ge publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent database
at http://www.itu.int/ITU-T/ipr/.

© ITU 2017

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

A mobile virtual network operator (MVVNO) is a mobile communication services provider that does not
own the wireless network infrastructure over which the MVVNO provides services to its customers. An
MVNO enters into a business agreement with a mobile network operator (MNO) to obtain bulk access
to network services at wholesale rates and then sets retail prices independently. An MVVNO usually uses
its own customer service, billing support systems, marketing and sales personnel, or employs the
services of a mobile virtual network enabler (MVNE). Different from traditional network operators,
who own relatively independent telecommunication networks, an MVVNO can only manage part of
telecommunication networks and services. The service resellers of MVVNOs are scattered in different
places and connect to the MVNOs through different connections. It is inevitable that MVVNOs face
serious security threats due to inadequate security practices and requirements, which are very different
from the security requirements of traditional network operators. Generally, the security capabilities of
MVNOs are weaker than those of traditional network operators. MVVNQOSs are becoming the main targets
of security exploits; therefore, it is very important to develop security guidelines for MVNOs.
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