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Supplement 32 to ITU-T X-series Recommendations 

ITU-T X.1058 – Code of practice for personally identifiable information 

protection for telecommunications organizations 

 

 

 

Summary 

Supplement 32 to X-series Recommendations aims to complement the information provided in 

ITU-T X.1058 by providing additional implementation guidance for personally identifiable 

information (PII) protection, which are not described in ITU-T X.1058, but should further be 

applicable to telecommunications organizations to address PII protection. 

The number of telecommunications organizations processing PII is on the rise. Accordingly, 

expectations for the protection of PII are also increasing. 

The protection of PII is driving the need for a set of additional controls and implementation guidance 

for PII protection, which are applicable to telecommunications organizations. The guidance 

presented in this Supplement are additions to those described in ITU-T X.1058. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this publication, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this publication is voluntary. However, the publication may contain certain mandatory 

provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved 

when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as 

"must" and the negative equivalents are used to express requirements. The use of such words does not 

suggest that compliance with the publication is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this publication may involve the 

use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the publication development process. 

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected 

by patents, which may be required to implement this publication. However, implementers are cautioned that 

this may not represent the latest information and are therefore strongly urged to consult the TSB patent 

database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2018 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the 

prior written permission of ITU. 
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Supplement 32 to ITU-T X-series Recommendations 

ITU-T X.1058 – Code of practice for personally identifiable information 

protection for telecommunications organizations 

1 Scope 

This Supplement provides additional implementation guidance for Personally Identifiable 

Information (PII) protection, to those described in [ITU-T X.1058], which should further be 

applicable to telecommunications organizations when addressing PII protection. 

When addressing PII protection, it is intended that telecommunications organizations should use the 

associated implementation guidance described in this Supplement as well as those described in 

[ITU-T X.1058]. 

This Supplement is applicable to telecommunications organizations which collect, use, and transfer 

PII as part of their information processing. 

2 References 

[ITU-T X.1058]  Recommendation ITU-T X.1058 (2017) | ISO/IEC 29151:2017, Information 

technology – Security techniques – Code of practice for personally identifiable 

information protection. 

3 Terms and Definitions 

3.1 Terms defined elsewhere 

This Supplement uses the following terms defined elsewhere: 

3.1.1 cloud service customer [b-ISO/IEC 19944]: Party which is in a business relationship for 

the purpose of using cloud services. 

3.1.2 cloud service provider [b-ISO/IEC 19944]: Party which makes cloud services available. 

3.1.3 control [b-ISO/IEC 27000]: Measure that is modifying risk. 

NOTE 1 – Controls include any process, policy, device, practice, or other actions which modify risk. 

NOTE 2 – Controls may not always exert the intended or assumed modifying effect. 

3.1.4 de-identification process [ITU-T X.1058]: Process of removing the association between a 

set of identifying data and the data principal, using de-identification techniques. 

3.1.5 management [b-ISO 9000]: Coordinated activities to direct and control an organization. 

3.1.6 personally identifiable information [b-ISO/IEC 29100]: Any information that (a) can be 

used to identify the PII principal to whom such information relates, or (b) is or might be directly or 

indirectly linked to a PII principal. 

NOTE – To determine whether a PII principal is identifiable, account should be taken of all the means which 

can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 

natural person. 

3.1.7 PII controller [b-ISO/IEC 29100]: Privacy stakeholder (or privacy stakeholders) that 

determines the purposes and means for processing personally identifiable information (PII) other 

than natural persons who use data for personal purposes. 

NOTE – A PII controller sometimes instructs others (e.g., PII processors) to process PII on its behalf while 

the responsibility for the processing remains with the PII controller. 
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3.1.8 PII principal [b-ISO/IEC 29100]: Natural person to whom the personally identifiable 

information (PII) relates. 

NOTE – Depending on the jurisdiction and the particular data protection and privacy legislation, the 

synonym "data subject" can also be used instead of the term "PII principal". 

3.1.9 PII processor [b-ISO/IEC 29100]: Privacy stakeholder that processes personally 

identifiable information (PII) on behalf of and in accordance with the instructions of a PII 

controller. 

3.1.10 policy [b-ISO/IEC 27000]: Intentions and direction of an organization, as formally 

expressed by its top management. 

3.1.11 privacy principles [b-ISO/IEC 29100]: Set of shared values governing the privacy 

protection of personally identifiable information (PII) when processed in information and 

communication technology systems. 

3.1.12 processing of PII [b-ISO/IEC 29100]: Operation or set of operations performed upon 

personally identifiable information (PII). 

NOTE – Examples of processing operations of PII include, but are not limited to, the collection, storage, 

alteration, retrieval, consultation, disclosure, de-identification, anonymization, pseudonymization, 

dissemination or otherwise making available, deletion or destruction of PII. 

3.1.13 sensitive PII [b-ISO/IEC 29100]: Category of personally identifiable information (PII), 

either whose nature is sensitive, such as those that relate to the PII principal's most intimate sphere, 

or that might have a significant impact on the PII principal. 

NOTE – In some jurisdictions or in specific contexts, sensitive PII is defined in reference to the nature of the 

PII and can consist of PII revealing the racial origin, political opinions or religious or other beliefs, personal 

data on health, sex life or criminal convictions, as well as other PII that might be defined as sensitive. 

3.1.14 telecommunications organizations [b-ITU-T X.1051]: Business entities who provide 

telecommunications services in order to meet the demand of others. 

3.1.15 telecommunications service customer [b-ITU-T X.1051]: Person or organization who 

enters into a contract with telecommunications organizations to be offered telecommunications 

services by them. 

3.1.16 telecommunications services [b-ITU-T X.1051]: Communications using telecommunications 

facilities, or any other means of providing communications either between telecommunications service 

users or telecommunications service customers. 

3.2 Terms defined in this Supplement 

This Supplement defines the following term: 

3.2.1 PII protection policy: Overall intention and direction, rules and commitment, as formally 

expressed by the personally identifiable information (PII) controller related to the processing of PII 

in a particular setting. 

3.3 Abbreviations and acronyms 

This Supplement uses the following abbreviations and acronyms: 

PII Personally Identifiable Information 

4 Overview 

4.1 Introduction 

This Supplement is structured in a format similar to [ITU-T X.1058]. In cases where objectives and 

controls specified in [ITU-T X.1058] are applicable without the need for additional information, 

Copyright International Telecommunication Union/ITU Telcommunication Sector 
Provided by IHS Markit under license with ITU-T Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: ITU-T SERIES X SUPP 32 2018

http://www.avadocuments.com/doc/itu-t-series-x-supp-32-2018
http://www.avadocuments.com/doc/itu-t-series-x-supp-32-2018

