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ITU-T Y-SERIES RECOMMENDATIONS

GLOBAL INFORMATION INFRASTRUCTURE, INTERNET PROTOCOL ASPECTSAND NEXT-
GENERATION NETWORKS

GLOBAL INFORMATION INFRASTRUCTURE
General Y.100-Y.199
Services, applications and middleware Y.200-Y.299
Network aspects Y.300-Y.399
Interfaces and protocols Y.400-Y.499
Numbering, addressing and naming Y.500-Y.599
Operation, administration and maintenance Y.600-Y.699
Security Y.700-Y.799
Performances Y.800-Y.899
INTERNET PROTOCOL ASPECTS
General Y.1000-Y.1099
Services and applications Y.1100-Y.1199
Architecture, access, network capabilities and resource management Y.1200-Y.1299
Transport Y.1300-Y.1399
Interworking Y.1400-Y.1499
Quality of service and network performance Y.1500-Y.1599
Signalling Y.1600-Y.1699
Operation, administration and maintenance Y.1700-Y.1799
Charging Y.1800-Y.1899
IPTV over NGN Y.1900-Y.1999
NEXT GENERATION NETWORKS
Frameworks and functional architecture models Y.2000-Y.2099
Quality of Service and performance Y.2100-Y.2199
Service aspects: Service capabilities and service architecture Y.2200-Y.2249
Service aspects: Interoperability of services and networks in NGN Y.2250-Y.2299
Enhancements to NGN Y.2300-Y.2399
Network management Y.2400-Y.2499
Network control architectures and protocols Y.2500-Y.2599
Packet-based Networks Y.2600-Y.2699
Security Y.2700-Y.2799
Generalized mobility Y.2800-Y.2899
Carrier grade open environment Y.2900-Y.2999
FUTURE NETWORKS Y.3000-Y.3499
CLOUD COMPUTING Y.3500-Y.3999

For further details, please refer to the list of ITU-T Recommendations.
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Supplement 23to I TU-T Y-series Recommendations

ITU-T Y.2770-series— Supplement on DPI terminology

Summary

Recommendation ITU-T Y.2770 introduced new terms in the area of deep packet inspection (DPI).
Work on DPI terminology was an essential part during the development of this Recommendation.
This Supplement 23 to the ITU-T Y-series provides complementary information on DPI terminology
related to the flow and application descriptor, packet processing and layered protocol architectures,
as defined by ITU-T Y.2770.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this publication, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must" and the negative equivalents are used to express requirements. The use of such words does not
suggest that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

©ITU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Supplement 23to I TU-T Y-series Recommendations

ITU-T Y.2770-series— Supplement on DPI terminology

1 Scope

This Supplement provides complementary information to DPI terminology, defined in
[ITU-T Y.2770]. This Supplement is structured as follows:

DPI terminology:

. relationship and formal specification aspect of key DPI terms (clause 6);

. from perspective of packet processing (clause 7); and

. from perspective of layered protocol architectures (clause 8).

The purpose of this Supplement is to provide readers of [ITU-T Y.2770] with background
information.

2 References

[ITU-T X.200] Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information
technology — Open Systems I nter connection — Basic Reference Model: The
basic model.

[ITU-T Y.2770]  Recommendation ITU-T Y.2770 (2012), Requirements for deep packet
inspection in next generation networks.

[IETF RFC 791] IETF RFC 791 (1981), Internet Protocol.

[IETF RFC 1122] IETF RFC 1122 (1989), Requirements for Internet Hosts — Communication
Layers.

[IETF RFC 1123] 1ETF RFC 1123 (1989), Requirements for Internet Hosts — Application and
Support.

[IETF RFC 1812] IETF RFC 1812 (1995), Requirements for IP Version 4 Routers.

[IETF RFC 5101] IETF RFC 5101 (2008), Specification of the IP Flow Information Export
(IPFIX) Protocol for the Exchange of IP Traffic Flow Information.

3 Definitions

31 Termsdefined elsewhere
This Supplement uses the following terms defined elsewhere:

3.1.1 application [ITU-T Y.2770]: A designation of one of the following:

. an application protocol type (e.g., IP application protocols ITU-T H.264 video, or session
initiation protocol (SIP));

. a served user instance (e.g., VolP, VoLTE, VoIMS, VoNGN, and VoP2P) of an application
type, e.g., "voice-over-packet application";

. a "provider specific application" for voice-over-Packet, (e.g., 3GPP provider VoIP, Skype
VoIP);

. an application embedded in another application (e.g., application content in a body element

of a SIP or an HTTP message).
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An application is identifiable by a particular identifier (e.g., via a bit field, pattern, signature, or
regular expression as "application level conditions", see also clause 3.2.2 of [ITU-T Y.2770]), as a
common characteristic of all above listed levels of applications.

3.1.2 application descriptor (also known as application-level conditions) [ITU-T Y.2770]: A
set of rule conditions that identifies the application (according to clause 3.2.1 of [ITU-T Y.2770]).

Recommendation [ITU-T Y.2770] addresses the application descriptor as an object in general,
which is synonymous with application-level conditions. It does not deal with its detailed structure,
e.g., syntax, encoding and data type.

3.1.3 deep packet inspection (DPI) [ITU-T Y.2770]: Analysis, according to the layered protocol
architecture OSI-BRM [ITU-T X.200], of

. payload and/or packet properties (see list of potential properties in clause 3.2.11 of
[ITU-T Y.2770] deeper than protocol layer 2, 3 or 4 (L2/L3/L4) header information; and
. other packet properties

in order to identify the application unambiguously.

NOTE — The output of the DPI function, along with some extra information such as the flow information, is
typically used in subsequent functions such as reporting or actions on the packet.

314 DPI policy condition (also known as DPI signature) [ITU-T Y.2770]: A
representation of the necessary state and/or prerequisites that identify an application and define
whether policy rule actions should be performed. The set of DPI policy conditions associated with a
policy rule specifies when the policy rule is applicable (see also [b-IETF RFC 3198]).

A DPI policy condition must contain application level conditions and may contain other options
such as state conditions and/or flow level conditions:

1) State Condition (optional):
a) network grade of service conditions (e.g., experienced congestion in packet paths); or
b) network element status (e.g., local overload condition of the DPI-FE).
2) Flow descriptor/flow level conditions (optional):
a) packet content (header fields);
b) characteristics of a packet (e.g., number of MPLS labels);
c) packet treatment (e.g., output interface of the DPI-FE);
3) Application descriptor/application level conditions:
a) packet content (application header fields and application payload).

NOTE — The condition relates to the "simple condition" in the formal descriptions of flow level conditions
and application level conditions.

3.1.5 flow descriptor (also known as flow level conditions) [ITU-T Y.2770]: A set of rule
conditions that is used to identify a specific type of flow (according to clause 3.1.3 of
[ITU-T Y.2770]) from inspected traffic.

NOTE 1 — This definition of flow descriptor extends the definition in [b-ITU-T Y.2121] with additional
elements as described in clause 3 of [ITU-T Y.2770].

NOTE 2 - For further normative discussion of the flow descriptor as used in [ITU-T Y.2770], see Annex A
of [ITU-T Y.2770].

Documents
Y series— Supplement 23 (11/2013) Document Sharing Hub

Copyright International Telecommunication Union/ITU Telcommunication Sector
Provided by IHS Markit under license with ITU-T Licensee=/, User=,
No reproduction or networking permitted without license from IHS Not for Resale,

Full document details: ITU-T SERIES Y SUPP 23 2013


http://www.avadocuments.com/doc/itu-t-series-y-supp-23-2013
http://www.avadocuments.com/doc/itu-t-series-y-supp-23-2013

