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Recommendation I TU-T X.1037

| Pv6 technical security guidelines

Summary

The Internet Protocol version 6 (IPv6) is intended to provide many built-in benefits such as large
address space, and self-configuration capabilities. Because it is a new protocol that is likely to be
massively adopted in the coming years and operates differently than the Internet Protocol version 4
(IPv4), both foreseeable and unforeseeable security issues will arise. Many new functions or
requirements of IPv6, i.e., automatic configuration of interfaces, multicast addressing for specific
services, the ability to assign multiple IPv6 addresses to a given interface, and for the use of the
ICMPV6 protocol as the cornerstone of the IPv6 protocol machinery (dynamic neighbour discovery,
ICMPv6 Router Advertisement (RA) messages that convey configuration information so that 1Pv6
terminal devices can automatically access to the IPv6 network, etc.) can be identified. Although
somewhat equivalent capabilities exist in IPv4 and have been exposed to security threats for quite
some time, 1Pv6 implementation and operation differs from IPv4, at the risk of raising specific
security issues.

From that perspective, Recommendation ITU-T X.1037 provides a set of technical security
guidelines for telecommunication organizations to deploy and operate |Pv6 networks and services.
The content of this Recommendation focuses on how to securely deploy network facilities for
telecommunication organizations and how to ensure security operations for the |Pv6 environment.

History

Edition Recommendation Approval  Study Group Unique ID*

1.0 ITU-T X.1037 2013-10-07 17 11.1002/1000/11946-en
Keywords

Countermeasure, DHCPv6, DNS, domain name system, dynamic host configuration protocol, end
nodes, firewall, IDS, Internet Protocol version 6, intrusion detection system, IPv6, NAT, network
address trand ation, network devices, risk assessment, router, security threats, switch.

* To access the Recommendeation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2014

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation | TU-T X.1037

| Pv6 technical security guidelines

1 Scope

Recommendation ITU-T X.1037 specifies security threats raised by the introduction of the IPv6. It
also provides a risk assessment related to these threats and documents the technical solutions for a
secure IPv6 deployment. This Recommendation focuses on three components. network devices
(e.g., router, switch), server/client devices (e.g., end nodes, DHCP server) and security devices
(e.g., intrusion detection system (IDS), and firewall (FW)) that will be also deployed in an IPv6
network. Recommendation ITU-T X.1037 provides a technical security guideline to developers of
network products, security operators and managers of enterprise networks that are planning to
deploy IPv6, so that they are able to mitigate security threats on their IPv6 network. This
Recommendation provides a security guideline focusing on IPv6 in enterprise networks. The
guidelines for other environments such as home network and carrier network are outside the scope
of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[|EEE 802.1x]

[IETF RFC 1981]
[IETF RFC 2460]
[IETF RFC 2993
[IETF RFC 3315]

[IETF RFC 3704]
[IETF RFC 3810]

[IETF RFC 3971]
[IETF RFC 4552]
[IETF RFC 4864]
[IETF RFC 4890]

[IETF RFC 5095]
[IETF RFC 5340]
[IETF RFC 5722]
[IETF RFC 5902

|EEE Standard 802.1x-2010, |EEE Standard for Local and metropolitan area
networks — Port Based Network Access Control.

IETF RFC 1981 (1996), Path MTU Discovery for IP version 6.
IETF RFC 2460 (1998), Internet Protocol, Version 6 (1Pv6) Specification.
IETF RFC 2993 (2000), Architectural Implications of NAT.

IETF RFC 3315 (2003), Dynamic Host Configuration Protocol for 1Pv6
(DHCPV8).

IETF RFC 3704 (2004), Ingress Filtering for Multihomed Networks.

IETF RFC 3810 (2004), Multicast Listener Discovery Version 2 (MLDv2) for
IPV6.

IETF RFC 3971 (2005), SEcure Neighbor Discovery (SEND).
IETF RFC 4552 (2006), Authentication/Confidentiality for OSPFv3.
IETF RFC 4864 (2007), Local Network Protection for 1Pv6.

IETF RFC 4890 (2007), Recommendations for Filtering ICMPv6 Messagesin
Firewalls.

IETF RFC 5095 (2007), Deprecation of Type 0 Routing Headersin IPv6.
IETF RFC 5340 (2008), OSPF for 1Pv6.
IETF RFC 5722 (2009), Handling of Overlapping IPv6 Fragments.

IETF RFC 5902 (2010), | AB Thoughts on IPv6 Network Address Brgrgl ﬁtir%n'ents
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[IETF RFC 6092] IETF RFC 6092 (2011), Recommended Smple Security Capabilitiesin
Customer Premises Equipment (CPE) for Providing Residential IPv6 Internet
Service.

[IETF RFC 6104] IETF RFC 6104 (2011), Rogue IPv6 Router Advertisement Problem Statement.
[IETF RFC 6105] |ETF RFC 6105 (2011), IPv6 Router Advertisement Guard.

[IETF RFC 6146] |IETF RFC 6146 (2011), Sateful NAT64: Network Address and Protocol
Trandation fromIPv6 Clients to |Pv4 Servers.

[IETF RFC 6169] IETF RFC 6169 (2011), Security Concernswith IP Tunneling.
[IETF RFC 6296] |ETF RFC 6296 (2011), |Pv6-to-1Pv6 Network Prefix Trandation.

3 Definitions

3.1 Termsdefined elsewhere
None.

3.2 Termsdefined in this Recommendation
This Recommendation defines the following terms:

3.2.1 abuse, abused, abusing: To use wrongly or improperly and to misuse. In the context of
this Recommendation, "abusing" the IPv6 protocol or some feature of the protocol means to use it
in ways that were unintended by the devel opers.

3.2.2 forged packet: A packet generated by an attacker, typically with illegitimate fields or
entries that misuse the protocol format, in an attempt to violate network security by creating a
denial-of-service (DoS) condition or attack situation.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AAAA |Pv6 address record
AS Autonomous System
CPE Customer Premises Equipment
DAD Duplicate Address Detection
DDoS Distributed Denial-of-Service
DHCP Dynamic Host Configuration Protocol
DHCPv6 Dynamic Host Configuration Protocol version 6
DMZ Demilitarized Zone
DNS Domain Name System
DoS Denial-of-Service
FIB Forwarding Information Base
FW Firewall
ICMP Internet Control Message Protocol
ICMPV6 Internet Control Message Protocol version 6
ID |dentifier
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