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Recommendation ITU-T X.1043

Security framework and requirements for service function chaining
based on software-defined networking

Summary

Recommendation ITU-T X.1043 analyses security threats to and specifies security requirements for
service function chaining based on software-defined networking (SDN). The corresponding security
countermeasures are also given. Recommendation ITU-T X.1043 also aims to help understanding of
security risks encountered when using SDN-based service function chaining and implementation of
secured SDN-based service function chains.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2019

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

Documents
i Rec. ITU-T X.1043 (03/2019) Document Sharing Hub

Full document details: ITU-T X.1043 2019


http://www.itu.int/ITU-T/ipr/
http://www.avadocuments.com/doc/itu-t-x-1043-2019
http://www.avadocuments.com/doc/itu-t-x-1043-2019

Table of Contents

Page
ST ol0] o[- PRSP UPRTPRRTPIN 1
2 RETEIBNCES. ... ettt ettt et e ste et re e re et 1
3 DETINITIONS ...t bbbttt ettt nbe b 1
3.1 Terms defined EISEWNEIE ... 1
3.2 Terms defined in this Recommendation............ccccoveiveiininniienine e 2
4 ADDreviations and aCTONYMS .......cceiiiiieiesie et e e sre e eeae e sreesae e 3
5 000 11Y7=] o1 £ ] SRS PRRP PR 3
6 OVBIVIBW. ...ttt et b bbbttt bbbt bt e bt e st e et bbbt 4
7 General security framework of software-defined networking-based service
FUNCLION CRAINING ..o e 6
8 Threat analysis and requirements of critical network elements..............cccooevveininnnee. 7
8.1 Critical NetWOrk elemMEeNtS........cccveiiiieiiee s 7
8.2 Security threats and reqUIrEMENES .........cccvvieierererereree e 7
9 Threat analysis and requirements of INTErfaces .........cccovveveiiiininicicc 12
9.1 INEEITACES ..o 12
9.2 Security threats and reqUIrEMENTES .........ccccvvieiieiereiere e 12
10 Security considerations of policy management ............ccccovveveiiienieie e 12
11 COUNTEIMMBASUIES. ...ttt ettt ettt ettt e e be e sab e be e s see e sbe e ssb e e beesmteesbeeanbeesbeeanteens 12
111 Countermeasures for critical network elements ..........cccoeevvevenieneeneceeee, 13
11.2 Countermeasures for interface SECUrtY ........ccccevveieiieii i 14
11.3 Countermeasures for secure policy management..............cccocveveeeeceerieseene. 14
Annex A — Classification table and service function path forwarding table ........................... 15
Al Classification taDIE .........ccocviieiiee e s 15
A2 Service function path forwarding table .............cccooeiiiiiiii 17
Appendix | — Service function chain architecture specified by other standards
development OrganiZatioNS ..........c.ccveiieieiie e 18
BIDHOGIAPNY ...t 20
Documents

Rec. ITU-T X.1043 (03/208gynent Shyjjing Hub

Full document details: ITU-T X.1043 2019


http://www.avadocuments.com/doc/itu-t-x-1043-2019
http://www.avadocuments.com/doc/itu-t-x-1043-2019

Introduction

Service function chaining enables administrators to distribute network policies more efficiently and
conveniently, while software-defined networking (SDN) helps to adjust traffic dynamically according
to changing requirements. These two technologies can be combined to give a network higher
flexibility and stronger capability to support on-demand services.

However, it is clear that SDN-based service function chaining also introduces new security challenges
to the network, not only legacy threats associated with SDN, but also new threats associated with the
service function chain (SFC).

Use of SDN architecture means that common networking threats will show up in SDN-based service
function chaining, e.g., more severe denial of service/distributed denial of service (DoS/DDoS)
attacks caused by a centralized SDN controller and attacks on the application-control interface.

More security issues arise because of the deployment of service function chaining. New network
elements are introduced, like an SFC forwarder, and new information is transferred among network
elements, like SFC classification rules and service function path (SFP) forwarding rules. Threats
against these entities should be mitigated. Thus there is an urgent need for the security guidelines in
this Recommendation.
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Recommendation ITU-T X.1043

Security framework and requirements for service function chaining
based on software-defined networking

1 Scope

This Recommendation analyses security threats encountered in service function chaining based on
software-defined networking (SDN) and specifies security guidelines for SDN-based service function
chaining architectures. This Recommendation:

— describes a general security architecture for SDN-based service function chaining;

— analyses security threats to and requirements of network elements and corresponding
interfaces in the SDN-based service function chaining architecture;

— describes and analyses policy management problems in SDN-based service function
chaining;
— suggests countermeasure solutions to meet these requirements.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.800] Recommendation ITU-T X.800 (1991), Security architecture for Open Systems
Interconnection for CCITT applications.

[ITU-T X.1038] Recommendation ITU-T X.1038 (2016), Security requirements and reference
architecture for software-defined networking.

[ITU-T Y.3300] Recommendation ITU-T Y.3300 (2014), Framework of software-defined
networking.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 classification [b-IETF RFC 7665]: Locally instantiated matching of traffic flows against
policy for subsequent application of the required set of network service functions. The policy may be
customer/network/ service specific.

3.1.2 classifier [b-IETF RFC 7665]: An element that performs classification.

3.1.3 metadata [b-IETF RFC 7665]: Provides the ability to exchange context information between
classifiers and SFs, and among SFs.

3.1.4 service function (SF) [b-IETF RFC 7665]: A function that is responsible for specific
treatment of received packets. A service function can act at various layers of a protocol stack (e.g., at
the network layer or other OSI layers). As a logical component, a service function can be realized as
a virtual element or be embedded in a physical network element. One or more service functions can
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be embedded in the same network element. Multiple occurrences of the service function can exist in
the same administrative domain.

3.1.5 service function chain (SFC) [b-IETF RFC 7665]: A service function chain defines an
ordered set of abstract service functions and ordering constraints that must be applied to packets
and/or frames and/or flows selected as a result of classification.

3.1.6 service function forwarder (SFF) [b-IETF RFC 7665]: A service function forwarder is
responsible for forwarding traffic to one or more connected service functions according to
information carried in the SFC encapsulation, as well as handling traffic coming back from the SF.
Additionally, an SFF is responsible for delivering traffic to a classifier when needed and supported,
transporting traffic to another SFF (in the same or different type of overlay), and terminating the
service function path (SFP).

3.1.7 service function path (SFP) [b-IETF RFC 7665]: The service function path is a constrained
specification of where packets assigned to a certain service function path must go. While it may be
so constrained as to identify the exact locations, it can also be less specific. The SFP provides a level
of indirection between the fully abstract notion of service chain as a sequence of abstract service
functions to be delivered, and the fully specified notion of exactly which SFF/SFs the packet will
visit when it actually traverses the network. By allowing the control components to specify this level
of indirection, the operator may control the degree of SFF/SF selection authority that is delegated to
the network.

3.1.8 SFC-enabled domain [b-IETF RFC 7665]: A network or region of a network that
implements SFC. An SFC-enabled domain is limited to a single network administrative domain.

3.1.9 SFC encapsulation [b-IETF RFC 7665]: The SFC encapsulation provides, at a minimum,
SFP identification, and is used by the SFC-aware functions, such as the SFF and SFC-aware SFs. The
SFC encapsulation is not used for network packet forwarding. In addition to SFP identification, the
SFC encapsulation carries metadata including data-plane context information.

3.1.10 SFC proxy [b-IETF RFC 7665]: Removes and inserts SFC encapsulation on behalf of an
SFC-unaware service function. SFC proxies are logical elements.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 service function chain classification rule: A rule generated and maintained by a service
function chain (SFC) controller and classifier, respectively. It reflects the policies for binding an
incoming flow to a given SFC and service function path (SFP). An SFC classification rule can be
translated into an SFC flow rule by the software-defined networking (SDN) controller and formed
into an entry in an SFC classification table, like an SDN flow entry in an SDN flow table.

3.2.2 service function chain controller: A function in a software-defined networking (SDN)
controller that instructs the functional elements on the service function chain (SFC) resource layer to
process packets within an SFC-enabled domain. After receiving the SFC requirements from the
applications (apps), the SFC controller translates the requirements into the SFC classification rules
and service function path (SFP) forwarding rules and sends them to the classifiers and the service
function forwarders (SFFs), respectively, via the SDN controller.

3.2.3 service function chain flow rule: A flow rule on the classifiers and the service function
forwarders (SFFs) that are translated by the software-defined networking (SDN) controller from the
service function chain (SFC) classification rule and the service function path (SFP) forwarding rule.

3.2.4 service function path forwarding rule: A rule generated and maintained by a service
function chain (SFC) controller and a service function forwarder (SFF), respectively. It reflects the
policies for forwarding an incoming flow to a given service function (SF). A service function path
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(SDN) controller and formed into an entry in an SFP) forwarding rule table like an SDN flow entry
in an SDN flow table.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
ACL Access Control List

AES Advanced Encryption Standard
app application

DDoS Distributed Denial of Service

DoS Denial of Service

HMAC Hash-based Message Authentication Code
HTTPS Hypertext Transfer Protocol Secure
IP Internet Protocol

IPS Intrusion Prevention System

IPSec Internet Protocol Security

LSP Label-Switched Path

MPLS Multi-Protocol Label Switching
NBI Northbound Interface

NSH Network Service Header

OSlI Open Systems Interconnection
PSK Pre-Shared Key

RBAC Role-Based Access Control

SDN Software-Defined Networking

SF Service Function

SFC Service Function Chain

SFF Service Function Forwarder

SFP Service Function Path

SI Service Index

SPI Service Path Identifier

TLS Transport Layer Security

TTL Time To Live

VNF Virtualized Network Function

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement that must be strictly followed and from which
no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended” indicate a requirement that is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from™ indicate a requirement that must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.
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