International Telecommunication Union

ITU-T X.1054

TELECOMMUNICATION (04/2021)
STANDARDIZATION SECTOR
OF ITU

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Information and network security — Security management

Information security, cybersecurity and privacy
protection — Governance of information security

Recommendation ITU-T X.1054

O e = 1T1U-T X.1054 2021


http://www.avadocuments.com/doc/itu-t-x-1054-2021
http://www.avadocuments.com/doc/itu-t-x-1054-2021

ITU-T X-SERIES RECOMMENDATIONS
DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SECURITY

PUBLIC DATA NETWORKS
OPEN SYSTEMS INTERCONNECTION
INTERWORKING BETWEEN NETWORKS
MESSAGE HANDLING SYSTEMS
DIRECTORY
OSI NETWORKING AND SYSTEM ASPECTS
OSI MANAGEMENT
SECURITY
OSI APPLICATIONS
OPEN DISTRIBUTED PROCESSING
INFORMATION AND NETWORK SECURITY
General security aspects
Network security
Security management
Telebiometrics
SECURE APPLICATIONS AND SERVICES (1)
Multicast security
Home network security
Mobile security
Web security (1)
Application Security (1)
Peer-to-peer security
Networked ID security
IPTV security
CYBERSPACE SECURITY
Cybersecurity
Countering spam
Identity management
SECURE APPLICATIONS AND SERVICES (2)
Emergency communications
Ubiquitous sensor network security
Smart grid security
Certified mail
Internet of things (1oT) security
Intelligent transportation system (ITS) security
Distributed ledger technology (DLT) security
Application Security (2)
Web security (2)
CYBERSECURITY INFORMATION EXCHANGE
Overview of cybersecurity
Vulnerability/state exchange
Event/incident/heuristics exchange
Exchange of policies
Heuristics and information request
Identification and discovery
Assured exchange
Cyber Defence
CLOUD COMPUTING SECURITY
Overview of cloud computing security
Cloud computing security design
Cloud computing security best practices and guidelines
Cloud computing security implementation
Other cloud computing security
QUANTUM COMMUNICATION
Terminologies
Quantum random number generator
Framework of QKDN security
Security design for QKDN
Security techniques for QKDN
DATA SECURITY
Big Data Security
Data protection
IMT-2020 SECURITY

X.1-X.199

X.200-X.299
X.300-X.399
X.400-X.499
X.500-X.599
X.600-X.699
X.700-X.799
X.800-X.849
X.850-X.899
X.900-X.999

X.1000-X.1029
X.1030-X.1049
X.1050-X.1069
X.1080-X.1099

X.1100-X.1109
X.1110-X.1119
X.1120-X.1139
X.1140-X.1149
X.1150-X.1159
X.1160-X.1169
X.1170-X.1179
X.1180-X.1199

X.1200-X.1229
X.1230-X.1249
X.1250-X.1279

X.1300-X.1309
X.1310-X.1319
X.1330-X.1339
X.1340-X.1349
X.1350-X.1369
X.1370-X.1399
X.1400-X.1429
X.1450-X.1459
X.1470-X.1489

X.1500-X.1519
X.1520-X.1539
X.1540-X.1549
X.1550-X.1559
X.1560-X.1569
X.1570-X.1579
X.1580-X.1589
X.1590-X.1599

X.1600-X.1601
X.1602-X.1639
X.1640-X.1659
X.1660-X.1679
X.1680-X.1699

X.1700-X.1701
X.1702-X.1709
X.1710-X.1711
X.1712-X.1719
X.1720-X.1729

X.1750-X.1759
X.1770-X.1789

For further details, please refer to the list of ITU-T Recommendations.

Full document details: ITU-T X.1054 2021

E)owmlelntj

ub


http://www.avadocuments.com/doc/itu-t-x-1054-2021
http://www.avadocuments.com/doc/itu-t-x-1054-2021

INTERNATIONAL STANDARD ISO/IEC 27014
RECOMMENDATION ITU-T X.1054

Information security, cybersecurity and privacy
protection — Governance of information security

Summary

Recommendation ITU-T X.1054 | International Standard ISO/IEC 27014 provides guidance on the governance of
information security.

Information security is a key issue for organizations, amplified by rapid advances in attack methodologies and
technologies, and corresponding increased regulatory pressures.

The failure of an organization's information security controls can have many adverse impacts on an organization and its
interested parties including but not limited to the undermining of trust.

Governance of information security is the use of resources to ensure effective implementation of information security, and
provides assurance that:

e  directives concerning information security will be followed; and
e the governing body will receive reliable and relevant reporting about information security related activities.

This assists the governing body to make decisions concerning the strategic objectives for the organization by providing
information about information security that may affect these objectives. It also ensures that information security strategy
aligns with the overall objectives of the entity.

Managers and others working in organizations need to understand:
e the governance requirements that affect their work; and
e how to meet governance requirements that require them to take action.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration™ is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T
is responsible for studying technical, operating, and tariff questions and issuing Recommendations on them with a view
to standardizing telecommunications on a world-wide basis. The World Telecommunication Standardization Assembly
(WTSA), which meets every four years, establishes the topics for study by the ITU-T study groups that, in turn, produce
Recommendations on these topics. The approval of ITU-T Recommendations is covered by the procedure laid down in
WTSA Resolution 1. In some areas of information technology that fall within ITU-T's purview, the necessary standards
are prepared on a collaborative basis with ISO and IEC.

ISO (the International Organization for Standardization) and IEC (the International Electro technical Commission) form
the specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of Recommendation | International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. 1ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of Information security, cybersecurity and privacy protection, 1SO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

This Recommendation | International Standard has been drafted in accordance with the rules given in the ISO/IEC
Directives, Part 2.

The main task of the joint technical committee is to prepare this Recommendation | International Standard. Draft
Recommendation | International Standards adopted by the joint technical committee are circulated to national bodies for
voting. Publication as an International Standard requires approval by at least 75% of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this Recommendation | International Standard may be
the subject of patent rights. ITU, 1ISO or IEC shall not be held responsible for identifying any or all such patent rights.

Rec. ITU-T X.1054 | ISO/IEC 27014 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, Information security, cybersecurity and privacy protection, in collaboration with
ITU-T SG17.

Documents
iv Rec. ITU-T X.1054 (04/2021) Document Sharing Hub

Full document details: ITU-T X.1054 2021


http://www.avadocuments.com/doc/itu-t-x-1054-2021
http://www.avadocuments.com/doc/itu-t-x-1054-2021

ISO/IEC 27014:2022 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information Security, Cybersecurity and Privacy
Protection — Governance of Information Security

1 Scope

This Recommendation | International Standard provides guidance on concepts, objectives and processes for the governance
of information security, by which organizations can evaluate, direct, monitor and communicate the information security-
related processes within the organization.

The intended audience for this document is:
e governing body and top management;

e those who are responsible for evaluating, directing and monitoring an information security management
system (ISMS) based on ISO/IEC 27001,

e those responsible for information security management that takes place outside the scope of an ISMS
based on ISO/IEC 27001, but within the scope of governance.

This Recommendation | International Standard is applicable to all types and sizes of organizations.
All references to an ISMS in this document apply to an ISMS based on ISO/IEC 27001.

This Recommendation | International Standard focuses on the three types of ISMS organizations given in Annex B.
However, it can also be used by other types of organizations.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

— ISO/IEC 27000:in force, Information technology — Security techniques — Information security management
systems — Overview and vocabulary.

— ISO/IEC 27001:in force, Information technology — Security techniques — Information security management
systems — Requirements.

3 Definitions

For the purposes of this Recommendation | International Standard, the terms and definitions given in ISO/IEC 27000, and
the following apply.

ISO, IEC and ITU maintain terminology databases for use in standardization at the following addresses:
e |EC Electropedia: available at http://www.electropedia.org/

e 1SO Online browsing platform: available at http://www.iso.org/obp

e |TU Terms and Definitions: available at http://www.itu.int/go/terminology-database

3.1 entity: Organization (3.2) and other bodies or parties.

NOTE — An entity can be a group of companies, or a single company, or a non for profit company, or other. The entity has
governance authority over the organization. The entity can be identical to the organization, for example in smaller companies.

3.2 organization: That part of an entity (3.1) which runs and manages an ISMS.
3.3 governing body: Person or group of people who are accountable for the performance and conformance of the
entity.

NOTE — SOURCE: ISO/IEC 27000:2018, 3.24, modified — "organization" has been replaced by "entity".
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