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Recommendation ITU-T X.1059 

Implementation guidance for telecommunication organizations on risk 

management of their assets globally accessible in IP-based networks 

 

 

 

Summary 

Recommendation ITU-T X.1059 provides guidance for telecommunication organizations on the risk 

management of their assets globally accessible in IP-based networks, the assets which are exposed 

directly to hackers and attackers. These assets may also be connected to the traditional (and even old) 

assets of legacy telecommunication networks, which might have some design level vulnerabilities that 

could be difficult to fix. Therefore, it would be practical to consider all the assets globally accessible 

in IP-based networks (AGIT) of a telecommunication organization as a whole, and to introduce some 

specific security controls to continuously reduce the overall risks and to strengthen the overall security 

of telecommunication services and networks.  

It is suggested that the proposed controls be applied with high priority to assets globally accessible in 

IP-based networks. The controls might also be applicable to other assets. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 

 

 

 

 

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve 

the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or 

applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of 

the Recommendation development process. 

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property, 

protected by patents, which may be required to implement this Recommendation. However, implementers are 

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB 

patent database at http://www.itu.int/ITU-T/ipr/. 

 

 

 

 ITU 2020 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior 

written permission of ITU. 
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Introduction 

Telecommunication organizations have become more progressive to leverage the benefits of both 

legacy and Internet services. Some of these organizations have transferred their legacy services to the 

Internet, such as using Internet protocol (IP) technology to provide voice services instead of using 

circuit-switched technology and even integrating voice services such as voice over long-term 

evolution (VoLTE) with ordinary voice over IP (VoIP). Some organizations have merged Internet 

flexibility into legacy services, for example, by enabling customers to use web portals to send 

messages out to the mobile terminals or to check messages and missed calls. Some organizations also 

utilize the Internet to provide customer self-service experiences, for example, by allowing customers 

to update their contracts and to make transactions online. 

During this transformation process, a large number of assets are deployed by telecommunication 

organizations to bridge the physical network boundary between IP-based networks and 

telecommunication networks capabilities. Securing these assets, globally accessible in IP-based 

networks, has become one of the most obvious challenges for security management teams and the 

risk management of these assets could be a priority or primary concern for telecommunication 

organizations. 
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Recommendation ITU-T X.1059 

Implementation guidance for telecommunication organizations on risk 

management of their assets globally accessible in IP-based networks 

1 Scope 

This Recommendation identifies threats and challenges that could arise when telecommunication 

network assets are globally accessible in IP-based networks. It also provides best practices and 

guidance for the implementation of security controls for the risk management of these assets. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 control [b-ISO/IEC 27000]: Measure that is modifying risk. 

NOTE 1 – Controls include any process, policy, device, practice, or other actions which modify risk. 

NOTE 2 – Controls may not always exert the intended or assumed modifying effect. 

3.1.2 impact [b-ITU-T X.1055]: Adverse change to the level of business objectives achieved. 

3.1.3 risk profile [b-ITU-T X.1055]: A set of information describing one of the risks identified by 

a telecommunication organization. 

3.1.4 risk of exposure [b-ITU-T X.1055]: Likelihood of a threat being able to expose one or more 

system vulnerabilities. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 assets globally accessible in IP-based network: Hardware and software assets that can be 

reached or connected by an Internet protocol (IP) or a uniform resource locator (URL) address or a 

certain client, etc., through the infrastructure of public IP networks. 

3.2.2 AGIT profile: A set of information describing an asset globally accessible in IP-based 

networks for telecommunication organizations (AGIT) identified as belonging to a 

telecommunication organization. 

3.2.3 residual risk: An old risk that cannot disappear or a new risk that appears after risk treatment. 
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4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AGIT Assets Globally accessible in IP-based network for Telecommunication organizations 

DDoS  Distributed Denial of Service 

IP  Internet Protocol 

IT Information Technology 

OS Operating System 

PII Personally Identifiable Information 

RoE Risk of Exposure 

SMS  Short Message Service 

TCP  Transmission Control Protocol 

UDP  User Datagram Protocol 

URL  Uniform Resource Locator 

VoIP  Voice over IP 

VoLTE  Voice over Long-Term Evolution 

VPN  Virtual Private Network 

WWW  World Wide Web 

5 Conventions 

None. 

6 Overview of risk management for AGIT 

This Recommendation provides implementation guidance of risk management for a specified 

category of assets which are globally accessible in IP-based network (AGIT) as defined in 

clause 3.2.1.  

6.1 Processes 

In general, assets globally accessible in IP-based network for telecommunication organizations 

(AGIT) include the following six risk management processes (see Figure 6-1): 

1) Risk assessment 

2) Risk evaluation 

3) Risk treatment 

4) Monitoring and review 

5) Communication and consultation 

6) Recording and reporting 

As part of the risk management lifecycle, AGIT risk management processes from 1 to 3 should be 

executed in a pre-defined order. The processes of 5, 6 and 7 should provide a feedback mechanism 

and should work in parallel throughout the whole cycle as shown in Figure 6-1. 
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