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Recommendation ITU-T X.1093

Telebiometric access control with smart ID cards

Summary

The biometrics-on-card can be classified into three types such as store-on-card, which is a form in
which biometric information is stored in a smart card, compare-on-card in which biometric
information is compared in a smart card, and sensor-on-card in which a biometric sensor is embedded
ina smart card to acquire, store and compare the biometric information within the card. The application
scheme is also divided into two types depending on whether or not the digital signature function is
provided by embedding the ITU-T X.509 certificate.

Recommendation ITU-T X.1093 describes the general scheme for logical and/or physical access
control using the biometrics-on-card. This Recommendation can be applied to the recent emerging
area of requiring secure physical and also logical access control management.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1093 2018-11-13 17 11.1002/1000/13725

Keywords

Access control, biometrics-on-card, ID card, telebiometrics.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2019

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1093

Telebiometric access control with smart ID cards

1 Scope

This Recommendation addresses the telebiometric access control requirements and architecture of
personal identity verification platform, which allows users to ensure personal identification using
biometrics with smart ID cards for logical and physical access control. Biometrics has been
considered for the telebiometric authentication of proving ownership of a smart ID card registered
with a registration authority. This Recommendation provides functional requirements for deploying
the smart ID card scheme to securely operate the telebiometric authentication under PKI
environments. The scheme focuses on providing how to assure the telebiometric authentication with
biometric techniques when telebiometrics and [ITU-T X.509] certificate are combined.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.509] Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information
technology — Open systems interconnection — The directory: Public-key and
attributes certificate frameworks.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 access control [b-ISO/IEC 29146]: Granting or denying an operation to be performed on a
resource.

3.1.2 telebiometric authentication [b-ISO/IEC 17922]. Biometric authentication utilising data
communication by telephony, radio or a related technology.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 biometrics-on-card: A contact or contactless type of any pocket-sized card that has
embedded at least one of a number of biometric processing units such as storing, comparing, and
sensing for biometrics.

3.2.2 logical access control: A mechanism that performs the granting or denying of access for
computers, programs, processes, and information systems.

3.2.3 physical access control: Electro-mechanical suite that performs the granting or denying of
access at controlled entry points of a facility.
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3.24 smart ID card: A contact or contactless type of any pocket sized card that has embedded
integrated circuits that hold a user's identity information. This can employs a PKI, which stores an
encrypted digital certificate issued from the PKI provider with other relevant identity information.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ACL Access Control List

BoCHUID  Biometrics-on-Card Holder Unique Identifier
CRL Certificate Revocation List

PIN Personal Identification Number

PKI Public Key Infrastructure

5 Conventions

None.

6 Access management system and biometric-on-card

6.1  Access management system

Access management is a set of processes to manage the granting or denying of an operation to be
performed on a resource. As denoted in Figure 1, access management consists of two main processes.
The subject to be permitted to access a resource is needed to undergo the authentication process.
To implement the authentication process, secure authentication method should be deployed. In this
Recommendation, biometrics-on-card provides the required authentication mechanism. The
authorization makes decision to allow or deny access to the resource based on a policy. Authorization
is supported by administrative activity which assigns subject privileges in accordance with the access

management policy.
@ Authentication '—b Authorization @
D w—— ‘ 7 u—

Identity information l
- / X.1093(18)_F01

Figure 1 — Access management system

6.2 Biometrics-on-card based personal authentication system

6.2.1 Biometrics-on-card

The biometrics-on-card has an embedded integrated circuit chip that provides storage space and
computation capability in consideration of portability, and has at least one of the following functional
units: biometric sensor, a comparison unit, and a storage for biometric information processing. In the
case of using an existing smart card, confirming the identity of the card holder is processed by
applying a personal identification number stored in the card. However, since the personal
identification number is easily exposed by the attacker, the necessity of multi-factor personal
authentication using the card holder unique identifier and the biometric information has arisen.
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