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| TU-T Recommendation X.1111

Framework of security technologiesfor home networ k

Summary

ITU-T Recommendation X.1111 describes security threats and security requirements to the home
network from the point of view of home user and remote user. It excludes the security reguirements
from the service provider's viewpoint. In addition, this Recommendation categorizes security
technologies by security functions that satisfy the above security requirements and by the place to
which the security technologies are applied to in the model of the home network. Finally, the
security function requirements for each entity in the network and possible implementation layers for
security function are also presented.

Source

ITU-T Recommendation X.1111 was approved on 13 February 2007 by ITU-T Study Group 17
(2005-2008) under the ITU-T Recommendation A.8 procedure.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with |SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express regquirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2007

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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| TU-T Recommendation X.1111

Framework of security technologiesfor home networ k

1 Scope

The home network is an important part of an end-to-end data communication network. Because it
uses various wired or wireless transmission techniques, the threats to the home network could be
equivalent to those resulting from either wired network or wireless network.

In order to establish the security framework for home network, it is required to identify threats to
the home network and find out the necessary security functions in the entities of home network
model. It is found that the threat model to the home network is basically the same as the threat
model described in [ITU-T X.1121] "Framework of security technologies for mobile end-to-end
data communications'. Therefore, [I TU-T X.1121] is used as a base Recommendation for setting up
the framework for security technologies in the home network.

This Recommendation describes security threats and security requirements to the home network
from the point of view of home user and remote user. In addition, this Recommendation categorizes
security technologies by security functions that satisfy the above security requirements and by the
place to which the security technologies are applied to in the model of the home network. Finally,
‘the security function requirements for each entity in the network and possible implementation layers
for security function are also presented.

;2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T J.190] ITU-T Recommendation J.190 (2002), Architecture of MediaHomeNet that
supports cable-based services.
[ITU-T J.192] ITU-T Recommendation J.192 (2005), A residential gateway to support the

delivery of cable data services.
[ITU-T Q.1701] ITU-T Recommendation Q.1701 (1999), Framework for IMT-2000 networks.

[ITU-T Q.1711] ITU-T Recommendation Q.1711 (1999), Network functional model for
IMT-2000.

[ITU-T Q.1761] ITU-T Recommendation Q.1761 (2004), Principles and requirements for
convergence of fixed and existing IMT-2000 systems.

[ITU-T X.800] ITU-T Recommendation X.800 (1991), Security architecture for Open Systems
Interconnection for CCITT applications.

[ITU-T X.803] ITU-T Recommendation X.803 (1994), Information technology — Open
Systems I nter connection — Upper layers security model.

[ITU-T X.805] ITU-T Recommendation X.805 (2003), Security architecture for systems
providing end-to-end communications.
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[ITU-T X.810]

[ITU-T X.1121]

3 Definitions
31 OSl reference model security architectur e definitions
The following terms are defined in [ITU-T X.800]:
a) access control;
b) authentication;
C) authentication information;
d) authentication exchange;
€ authorization;
f) availability;
0) confidentiality;
h) cryptography;
) data integrity;
1) data origin authentication;
K) encipherment;
1) firewall;
m) integrity;
N key;
0) key exchange;
9)) key management;
q) malware;
r non-repudiation;
S) notarization;
t) password,;
u) privacy.
3.2 Mobile security framework definitions
The following terms are defined in [ITU-T X.1121]:
a) anonymity;
b) shoulder surfing;
C) mobile terminal;
d) mobile network;
€) mobile user;
f) application service;
0) application server;
h) application service provider;
1) mobile security gateway;
oy i e bR S (02/2007)

ITU-T Recommendation X.810 (1995), Information technology — Open

Systems I nterconnection — Security frameworks for open systems: Overview.
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ITU-T Recommendation X.1121 (2004), Framework of security technologies
for mobile end-to-end data communications.
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)] security policy management.

3.3 Home networ k-related definitions

The following terms are defined in [ITU-T J.190]:
a) home access (HA);

b) home bridge (HB);

C) home client (HC);

d) home decoder (HD);

€) residential gateway;

f) home network planes.

34 Termsdefined in this Recommendation
This Recommendation defines the following terms:

3.4.1 secure home gateway: A secure home gateway is akind of residential gateway seen from
the point of view of security, and a point or an entity which forwards data packets from open
network to internal home network or vice versa, changes security parameter or communication
protocol from home network to open network or vice versa, and can perform security-related
functions, such as packet filtering, intrusion detection, and policy management function and so on,
according to a given security policy. That is, a secure home gateway comprises more than only
firewall.

3.4.2 home device: A home device is an entity (or a home appliance), such as PDA, PC, and
TV/VCR, which controls or is controlled by another home device, or provides a service to home
users. There are three types of home devices from the security point of view: type A, type B and
type C. Type A home device, such as remote controller, PC or PDA, has a controlling capability of
the type B home device or type C home device through the presentation page and rich display.
Type B home device is a bridge that connects type C home devices with no communication
interface to the home network; basically it communicates with the other devices in the home
network on one end and uses some proprietary language on the other end (some examples include
proprietary lighting control, etc.). Type C home device, such as security cameras, A/V devices, etc.,
only provides some sort of service to the rest of the home devices. Type A or type C home deviceis
called a security console, if it has a security ownership of type B home device or type C home
device. Any device in the home network can be classified into type A, type C or type Altype C
according to the functionalities of a device.

3.4.3 home application service provider: A home application service provider (or a home
application server) is an entity that connects to the home network for data communication with
home device or remote terminal, stores the multimedia content, or provides a variety of the
application services to the rest of home devices within home or aremote terminal outside home.

3.4.4 D certificate: An ID certificate is a message that, at least, states a name or identifies the
issuing authority, identifies the subject, contains the subject's public key, identifies the validity
period of certificate, contains serial number, and is digitaly signed by a CA.

345 device certificate: A device certificate is an X.509 version 3 certificate used for identity
authentication of home network device. It may beissued by CA.

3.4.6 authorization certificate: An authorization certificate is a signed object that empowers the
subject. It contains at least an issuer and a subject. It can contain validity conditions, authorization
and delegation information. In general, certificates can be grouped into three categories. 1D
certificate which maps the name and a public key of a subject, attribute certificate that maps an
authorization and a name of the subject, and authorization certificate that maps an authorization and
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a public key of subject. An authorization or attribute certificate can delegate all the permissions it
has received from the issuer or it can delegate along only a portion of that empowerment.

3.4.7 access control list (ACL): An ACL is a protected table residing in memory in the same
device as a resource whose access is protected. It is a set of entries, and each entry contains the
following: subject, authorization, delegation and validity. The subject is an identifier of the entity
being granted access, the authorization is an indicator of the permission being granted that subject,
the delegation is aflag, indicating whether the subject may further delegate these rights, the validity
is an optional field on the validity of the entry such as "not-after" and "not-before" date and time.
Access control list isalist of entries that anchors a certificate chain. Sometimes called a"list of root
keys', the ACL is the source of empowerment for certificates. That is, a certificate passes
permission from its issuer to its subject, but the ACL is the source of that permission (since it
theoretically has the owner of the resource it controls as its implicit issuer). An ACL entry has
potentially the same content as a certificate body, but has no issuer (and is not signed). There is
most likely one ACL for each resource owner, if not for each controlled resource.

3.4.8 remote terminal: Remote terminal is an entity that has network access function and an
Internet interface to connect or control the home devices in the home network.

3.4.9 remote user: Remote user is an entity (person) outside the home network that uses and
operates the remote terminal for accessing the devices in the home network.

3.4.10 home user: home user is an entity (person) within the home network that uses and operates
the remote terminal for accessing the devices in the home network.

34.11 security console: Security console is a device which offers a user interface for
administration of access control on other devices from the security point of view.

3.4.12 administrator of home network: A home network administrator is an entity or an agent
that performs security-related activities, such as a key generation, a key store, and a key
distribution, and monitors the status of entities in the home network.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ACL Access Control List

ASP Application Service Provider

DoS Denial of Service

MAC Message Authentication Code

O] Open Systems Interconnection

PC Personal Computer

PDA Personal Data Assistant

PIN Personal Identification Number

5 General home network model for security

Before describing the security technologies, a general home network model for security should be
defined from the security viewpoint. The general home network model for security is to identify all
entities in the home network, to clarify the relationship between entities in the model and the
location to which the secure mobile technologies should be applied.

General home network model for security is shown in Figure 1. In the home network, there are
many home devices, such as PDA, PC, and TV/VCR, which control the other one or are controlled
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by other home devices, or provide a service to home users. However, these home devices are
classified into three types from the viewpoint of its role: type A, type B and type C. Type A home
device, such as remote controller, PC or PDA, has a controlling capability of the type B home
device or type C home device through the presentation page and rich display. Type B home device
Is a bridge that connects type C home devices with no communication interface to the home
network; basically it communicates with the other devices in the home network on one end and
uses some proprietary language on the other end (some examples include proprietary lighting
control, etc.). Type C home device, such as security cameras, A/V devices, etc., only provides some
sort of service to the rest of the home devices. Type A or type C home device is called a security
console, if it has a security ownership of type B home device or type C home device.

The legacy home device is normally one with no communication interface, but proprietary path to
be connected to type B home device, so it can be attached to the home network via type B home
device. Some home devices have combined functions with type A home device and type C home
device.

~Figure 1 shows the general home network model for security.

Home TypeC
Remote user home device -

Remote ‘

terminal & devices

@
Type \ !
Home device ok

=ok] TypeA
Application server \ = home device {22

Home application server Home user

Wired/wireless
home network

OPEN NETWORK

Secure home

X.1111(07)_FO1

Figure 1 — General home network model for security

There are seven entities in this model: remote user, remote terminal, application server, secure
home gateway, home application server, home user and home devices. Again, the home devices can
be grouped into three categories of home devices. type A home device, type B home device, type C
home device.

And there are thirteen relationships in this model, between: remote user and remote terminal,
remote terminal and secure home gateway, remote terminal and home application server, remote
terminal and home device, application server and secure home gateway, application server and
home application server, application server and home device, secure home gateway and home
device, home application server and home device, home device and home user, home device and
other home device, remote terminal and type A home device, and secure home gateway and home
application server.

The use case to home network is one, in which a person is able to listen to music stored on a server
using a portable stereo unit. In fact, several people may be accessing and playing audio content
from different locations in the home or even outside the home using different network players. The
other one is a video sharing case, in which the family members are able to enjoy media content in
different rooms. For example, the son is sharing some camp pictures with friends in the family room
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