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Recommendation I TU-T X.1123

Differentiated security service for secure mobile end-to-end data
communication

Summary

Recommendation ITU-T X.1123 describes the differentiated security service for secure mobile
communication. The investigation of differentiated security service is important for both service
providers and users. The service providers can use the differentiated security service to overcome the
rigorous circumstances of wireless access networks and satisfy various users and services with
different levels of security. The differentiated security service is realized by security policy with
three layers. One layer is super security policy used as a value-added service that safeguards mobile
communication with sensitive information. The second layer is baseline security policy used as the
prevalent service that satisfies mobile communication without sensitive information. The last layer is
no security policy, defined as the policy under which no security function is configured during
communication.

Sour ce

Recommendation ITU-T X.1123 was approved on 13 November 2007 by ITU-T Study Group 17
(2005-2008) under Recommendation ITU-T A.8 procedure.

Keywords
Differentiated, security dimension, security level, security policy, security service.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommuni cation administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2009

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

It is necessary to establish a differentiated security service in secure mobile communication. The
reasons are described as follows:

. Rigorous mobile environment

The number of types of services that are provided through mobile networks is increasing
quickly. Moreover, the number of mobile users also grows remarkably all around the world.
Similar to wired networks, mobile networks are also threatened by various attacks. In
addition, the mobile environment has many limitations such as limited computing power in
mobile terminals, inadequate memory space and low network bandwidth at the air interface.
Therefore, the running of applications is more difficult in mobile networks than that in
wired networks. Since the purpose of a security service is to organize various security
technologies together to achieve a certain level of security for various applications, a
differentiated security service mechanism is necessary for applications in the rigorous
mobile environment.

. Additional investment for security

Compared with unsecured networks, secure networks require additional investment from
the service provider's point of view. Moreover, there is no absolute network security. The
investment in security strongly relies on the level of security the network can provide. The
additional investment at least includes network management of security, security devices,
additional consumption on bandwidth and computing power, training for security managers
and users, etc.

When telecommunication networks evolve from circuit switched to packet switched,
multimedia communication develops fast. The data volume of multimedia communication
is much larger than that of audio communication. Data protection with a unique high
security level becomes impossible because of the large, real-time data flow. For example, in
second generation mobile networks, such as the GSM network, we can encrypt all the data
flow at the air interface since the audio communication has a much smaller data flow
compared with multimedia communication. However, in third generation mobile networks,
when multimedia communication is popular, we need differentiated security levels to
protect data flow and save resources.

Since next generation networks are based on package networks, the open characteristics of
package networks will cause many new security threats. The intelligence of mobile
terminals also induces various threats from viruses. Thus, simple management is necessary
to integrate the essential configuration of security for users.

Evidently, security is akind of service that needs a large amount of investment. Thus, it is
impossible to provide the total security service without any charging. Service providers
should find efficient methods to present strong security service as value-added service.

. Various secure algorithms and protocols in different types of terminals

A variety of security algorithms and protocols exists in different types of terminals. A
rigorous problem is how to organize them to provide not only enough security, but also full
interoperation among different types of mobile terminals. The problem cannot be solved
without an effective security policy. Since a general mobile network includes various types
of terminals, it is necessary to develop a security policy at both the terminal and network
ends that can satisfy the security requirements effectively.

. Different security requirements for various users and applications

Although secure communication is important in many applications, such as e-commerce,
etc., many other applications require just a low level of security, such as accessing the
Internet for open information. In this case, the unidirectional authentication from network

to user may be enough. Therefore, security requirements vary among diffeBnt users and
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services. Service providers should provide differentiated security services to users. The
structure of security policy is necessary to provide the differentiated security. By this
means, it is important to study the differentiated security service that is driven by security

policy.
. Smple and effective security services for users

Security management is of critical importance in network security. For example, a network
is totally unsecured without effective security management even though it deploys many
advantageous security entities and implements perfect security solutions. A secure network
not only requires professional security managers at the network end, but also mobile users
who can take charge of security management at the termina end. If security management
fails at either end, communication is unsecure. As we know, it is impossible to require that
all users have enough security management ability. Thus, for better services, it is necessary
to develop an effective security policy that is as smple as possible at the terminal end, and
in which most policy decisions are executed in the network. For some services, al of the
security policies may be determined at the (network) server end, such as e-banking services,
etc.
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Recommendation I TU-T X.1123

Differentiated security service for secure mobile end-to-end data
communication

1 Scope

This Recommendation provides a specification of differentiated security services for secure mobile
end-to-end data communication, which includes a series of security policies, security levels and
negotiation of security levels between security domains.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.800] Recommendation ITU-T X.800 (1991), Security architecture for Open Systems
Interconnection for CCITT applications.

[ITU-T X.803] Recommendation ITU-T X.803 (1994) | ISO/IEC 10745:1995, Information
technology — Open Systems I nterconnection — Upper layers security model.

[ITU-T X.805] Recommendation ITU-T X.805 (2003), Security architecture for systems
1 providing end-to-end communications.

[ITU-T X.810] Recommendation ITU-T X.810 (1995) | ISO/IEC 10181-1:1996, Information
technology — Open Systems Interconnection — Security frameworks for open
systems: Overview.

[ITU-T X.1121] Recommendation ITU-T X.1121 (2004), Framework of security technologies
for mobile end-to-end data communications.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 accesscontrol: [ITU-T X.800].
3.1.2 anonymity: [ITU-T X.1121].
3.1.3 application server: [ITU-T X.1121].
3.1.4 application service: [ITU-T X.1121].
3.1.5 application service provider (ASP): [ITU-T X.1121].
3.1.6 authentication: [ITU-T X.800].
3.1.7 authentication exchange: [ITU-T X.800].
3.1.8 authorization: [ITU-T X.800].
3.1.9 availability: [ITU-T X.800].
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3.1.10 confidentiality: [ITU-T X.800].
3.1.11 dataintegrity: [ITU-T X.800].
3.1.12 encipherment: [ITU-T X.800].
3.1.13 identity management: [ITU-T X.1121].
3.1.14 integrity: [ITU-T X.800].

3.1.15 key: [ITU-T X.800].

3.1.16 mobilenetwork: [ITU-T X.1121].
3.1.17 mobileterminal: [ITU-T X.1121].
3.1.18 mobileuser: [ITU-T X.1121].
3.1.19 non-repudiation: [ITU-T X.800].
3.1.20 password: [ITU-T X.800].

3.1.21 privacy: [ITU-T X.800].

3.1.22 security dimension: [ITU-T X.805].
3.1.23 security policy: [ITU-T X.800].
3.1.24 usability: [ITU-T X.1121].

3.2 Termsdefined in this Recommendation
- This Recommendation defines the following terms:

i 3.2.1 security level: Security level is the application of a network system to process information
- with different sensitivities and to permit simultaneous access by users with different security
- clearances and needs-to-know.

3.2.2 security policy server: A security policy server is an entity that connects to a security
gateway. It manages security policy and uses the security policy to control the negotiation of
security levels among network security domains.

3.2.3 serviceprovider: A service provider is a business that provides service to customers over a
network; it includes not only network service providers but aso application service providers.

3.24 assets. Assets are valuable properties to be protected by the mobile terminal or service
provider. Assets are divided into three kinds: information, service, and system assets.

3.25 security manager: A security manager is a person or entity that determines the security
service level, manages the configuration of security policy, and performs security policy-related
tasks at the mobile terminal or service provider.

3.2.6 security service: A security service is a service provided by the service provider to ensure
adequate security of the systems or of data transfers. It includes not only eight security dimensions,
but also online virus scanning and content filtering.

3.2.7 differentiated security service: A differentiated security service is a security service with
a security policy that classifies different security levels.

3.2.8 security gateway: A security gateway is an entity which relays data traffic between
security domains, configures security parameters or communication protocols and can perform a
security policy management function.

3.29 user security agent: A user security agent is an entity embedded in mobile terminals to
collect the security-related environmental information and to communicate with the security
gateway in the mobile network for the execution of the security policy.
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